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FOREWORD: THE PROFITEERS OF REPRESSION

VIOLET BLUE

In May 2017 The Guardian published a leaked copy of Facebook’s inter-
nal rulebook on content moderation. Called The Facebook Files, the exposé
revealed Facebook’s exceptionalism for harmful content. As long as its users
didn’t run afoul of a slim set of edge-case rules, the company maintained
a mainstream, protected platform for racist speech and hate groups. While
Facebook ruthlessly policed what was posted and messaged about sexual
content and artistic nudity, anyone characterizing immigrants as rapists or
robbers got a free pass (as long as they weren’t technically “equating” them
with rapists or robbers).

The Facebook Files also shined a bright light on the company’s disturbing
Holocaust-denial protections. Namely, that the company enshrined in its
policies a safe space for communities and Groups perpetuating and promot-
ing deeply harmful Holocaust denial falsehoods. When media outlets came
asking questions, Facebook doubled down. The company’s go-to response
was that it disallowed Holocaust denial content only in countries where it was
illegal, like Germany. This policy remains.

Facebook launched Groups in 2010. I often wonder what eleven years of
fostering, growing, and protecting Holocaust denial has done to generations
of kids around the world who have grown up using the platform.

A millennium ago, back in 2003, I formed an online group for women to
discuss pornography on a now-defunct and mostly forgotten footnote of a
website called Tribe.net. The premise of that group was that some women
liked porn, some did not, others were curious, and some were offended by
it: I wanted a place where we could talk about all of these things as explicitly
(or not) as we felt. We called it the “Smart Girls’ Porn Club” and it was trans-
inclusive.

It was a successful and popular group. The discussions would range week
to week from “I think [this thing in porn] is gross” and “am I weird for liking
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[this one thing]” to exploring the topic of degradation, porn, and feminism;
swapping tips on how to find videos to watch with a partner; and discuss-
ing why (at the time) it seemed that so few women made pornography. The
group inspired a book, which landed in O: The Oprah Winfrey Magazine and
put me on Oprah’s show talking about women, porn, and inclusive female
sexuality.

The free and open internet had made this unique situation possible in a
way that had never happened before. Porn’s distribution had changed from
specifically male spaces to the internet, where observing and exploring it
was much safer. For the first time, women were able to privately look at porn
online without gatekeepers or spies, without judgment or threat, and decide
what we were seeing and feeling for ourselves. What’s more, we could talk to
other women from all over the world about it: my group had women of all
colors, genders, orientations, and backgrounds. But the real history-making
part of it, in my eyes, was that the discussion group contained sex workers,
porn performers, LGBTQIA+ and straight women alike, as well as women
who made pornography.

Before that point in time, there had been no way for regular people to find
outif popular media narratives in film, TV, and news media about the experi-
ences of sex workers and porn performers was truth or fiction. Now, anyone
could ask if what we were told about sex for work or entertainment was true.

Some of us who personally knew sex workers and performers were well
aware that the stereotypes were incorrect, harmful, misogynist, anti-queer,
and racist. But suddenly anyone could ask performers how they got involved
in porn, if a sex act was painful, or how being a married porn star worked,
exactly. Or ask sex workers if they were being forced to do it or what it
meant for them to “come out” to family or friends. This naturally blossomed
into sharing sex education resources and discussions of sexual health and
discovery, as well as ofboundaries and informed consent.

As the women in my forum found out, the truths were equally fascinating
(as sex often is) and as boring (and filled with practicalities) as any job can be.
What we discovered is still true: they were as diverse as society.

I was excited that, for once, people were starting to speak for themselves
about sex for pleasure or work in open, explicit, and honest ways. The con-
versation was no longer the sole provenance of those with agendas focused
on control of our bodies—moral policing that restricted the “right” expres-
sions of sexuality as reproductive-only, and then only within the confines
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of heterosexual marriage. The same morality that excluded and demonized
LGBTQIA+ and BIPOC people by sexualizing them.

The internet back then felt like a weird, wonderful, creative, and exciting
place for new discoveries, filled with art, provocative writing, and connection.

Before Google’s 1998 launch, the internet’s most popular website and
social hub was Nerve.com (1997). A rival of Salon.com (1995), Nerve was
primarily an online magazine with high-quality articles and erotic artists.
Nerve’s personals were brimming and its forums were a 24-7 hub of activity;
it launched one of the first blogging services and quickly became wildly pop-
ular. The company had an offline sex book-publishing arm producing terrific
books by writers and photographers. For many years, Nerve was the most fun,
exciting, sex-positive place to be and hang out online, bursting with creative
communities, optimism, and hope that a vital future was being explored.

“For many, Nerve represented a new era in which we could finally, freely
talk about sex, gender, orientation, sex culture—and exchange ideas,” I wrote
for Engadget in 2019. “Thanks to Nerve’s ‘literate smut’ tagline and ethos, pri-
vate acts of creation could make tortured people feel valid and whole. People
don’t make sites like Nerve anymore. No one can.”

The internet back then was not a place where Nazis, incels, Holocaust-
deniers, or “alt-right” terror-mongers were emboldened, tolerated, and given
aplatform to organize attacks as if they were any other Facebook community
resource. They were certainly online, but they had not been handed power,
mainstream platforms, or credibility. You might ask, so what happened? This
book, The Digital Closet, holds the answers.

Our adult video discussion group flourished for two years with hundreds
of members. Much like Tumblr before its infamous and badly bungled “porn
purge,” Tribe had become a popular, busy social site where everyone shared
interests from archery and politics to erotic art and queer mental health, and
beyond.

In 2005 Tribe.net banned sexual content under the banner of protect-
ing children from obscenity. Everything deemed sexual—from LGBTQIA+
communities to discussion groups like mine, and more—was removed or
hidden through automation, and lost forever: automation created by the
same demographic that would create and test facial-scanning automation on
5,000 people yet result in an Al that can’t “see” Black faces; a demographic
that would’ve put a stop to this obvious problem if they had only considered
Black faces as things that belong to people.
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xii Foreword

Turns out, things about “porn” are also things that are about censorship,
sexual and mental health, business trends, discovering and setting boundaries,
sex work, politics, gender, online attacks, art, news and history, LGBTQIA+
people, and women. Things that center our humanity.

In well-documented public arguments I repeatedly explained to Tribe.
net’s representatives that in a court case for obscenity, the accused is held to
whatever the local community’s standards are for obscenity, as determined
by a jury. Pardon me for generalizing, but it was not lost on anyone that the
people setting and enforcing Tribe’s policy were all people representing a
demographic of conservative Caucasian men, and not a community of its
users’ peers.

I attempted a women’s porn discussion group again in 2008 on Facebook.
We named it “Our Porn, Ourselves” in a reference to Our Bodies, Ourselves, a
revolutionary, self~empowering book that provided clear, accurate, explicit,
and nonjudgmental information about female sexual health. A book that
had changed all our lives (and certainly even saved a few) with its explicit
illustrated diagrams and frank talk about sexual pleasure and its crucial role
in sexual health. Once again, women of all orientations and identities from
around the world joined our gender-inclusive erotic video discussion group.

Anti-porn groups on Facebook openly organized to get our group
removed. Facebook, already cultivating a safe haven for hate speech, readily
complied. It was clear to all, including reporters who covered the group’s
targeting and removal, that some kind of sexual speech was allowed on
Facebook—but only the “right” kind.

As a reporter with bylines in Financial Times, CNN, Forbes, CBS News,
Engadget, O magazine, and many other outlets, I documented the exact
repeat of this anti-sex, anti-woman, and anti-gay discrimination online
over the course of fifteen years. Anti-sex censorship continued to silence
and disappear communities sexualized by right-wing conservatives, often
to disastrous, and sometimes deadly, effects that were sadly not difficult to
document, both from myself, and others, with journalistic rigor. You will
find that work extensively referenced throughout The Digital Closet.

The result is that women, LGBTQIA+ people, and sexualized BIPOC
demographics exist online in a culture of fear. Not just from online trolls, but
also from right-wing conservative groups and digital platforms who mutu-
ally benefit from assumed power that facilitates controlling, silencing, and
oppressing at-risk populations via sexual repression.
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Anyone falling outside evangelical fictions about sexuality—or runs the
risk of being perceived as sexualized—has learned to live in a digital twi-
light of fear. We would come out of the closet to find community on one
platform, we would try to use online business tools for payment processing
that should be legally available to us, or we'd emerge from isolation seeking
pleasure-focused (nonreproductive) sex information, and we would be forced
off platforms and back into closets. Repeatedly.

As you'll read in The Digital Closet, the levers rendering us invisible and
silent once again sexualized and infantilized us, put us on secret lists, and
banned us (sometimes by name). Healthy adult content became systemat-
ically banned on platforms that has allowed far-right extremist content to
remain and flourish. This is no coincidence, as the values of anti-sex misog-
yny and far-right extremism are not just in line with each other: they are one
and the same.

If you think the above statements are an exaggeration, read this book. It
contains all the documentation you will ever require for proof.

Obscenity is determined by community standards. So when Tribe erased
“obscenity” in 2005, Google’s 2013 Ad Words sex purge removed breast can-
cer topics, Facebook banned sex workers and “sexual slang” in 2018, and
eBay purged all content perceived to be sexual or LGBTQIA+ while carving
out exemptions for Playboy and Penthouse in May 2021—it is all under the
banner of removing obscenity to “keep our community safe” (as Facebook
states in its policies), which begged one question to be answered: Whose com-
munity, exactly?

The Digital Closet unpacks and answers the question of “whose commu-
nity” is being kept safe when so-called community-safety policies regarding
human sexuality are imposed onto online communities.

There is a moral gravity here. Our experience of the internet, and there-
fore our ability to work, play, grow, heal, and love, has been warped by struc-
tures of power only accountable to themselves. The Digital Closet documents
in painstaking detail the hideous agenda behind anti-sex censorship online.
This agenda conflates adult women with children, sex work with rape, and
LGBTQIA+ and BIPOC people with sex objects. In these pages we see that
the people behind both algorithms and FOSTA don’t care about the con-
sent and safety of women or LGBTQIA+ and BIPOC people. What we learn
proves that the intent of sex censorship is to subvert the consent and safety of
the very people they police and to place them in harm’s way.
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The agenda of online sex censorship becomes particularly sadistic when
applied to sex workers, adult performers, and queer youth. How can the
arbiters of sexual speech care about their own slogans of “saving women” or
“protecting children” when they so brazenly silence, ignore, and eliminate
access to public spaces for the very people they claim to save? How are peo-
ple handed unquestioned authority about a subject when they so obviously
refuse to engage with the people they claim to be “saving”?

These arbiters have been handed exactly that: unquestioned authority. In
The Digital Closet we see that this authority, and the standards of censoring
sensible sex-positive discussions about situations from basic to explicit, is
built on an unaccountable, performative assumption of power.

This assumption of getting away with anything because of assumed
authority surely registers with everyone after a lifetime of police violence on
Black citizens. The authority is handed to conservative techies, evangelicals
cosplaying as protectors of children and saviors of adult women, peddlers of
pseudoscientific “cures” for “sex addiction” and masturbation, and policers
of LGBTQIA+ and BIPOC sexuality. With this authority, a bloodthirsty
mob is able to drive LGBTQIA+ people back into the closet and sex workers
back onto dangerous corners. It illuminates the logic behind anti-abortion
laws that terrorize and traumatize women who miscarry; behind the literal
whitewashing of trans- and kink-inclusive queer history about Stonewall and
the AIDS crisis; behind Pennsylvania Republicans’ refusal to repeal a state law
that makes books, pictures, and videos about gay topics a crime in May 2021.

As The Digital Closet makes painfully clear, the motives of sexual censor-
ship and denial of basic services based on sexual discrimination should no
longer be above suspicion. In fact, it should have never been above suspicion.
Especially now that the full horror of the app and platform sector’s surveil-
lance state unravels before our eyes.

It’s here in these pages that we dig deeper in stats and data to make the con-
nections between anti-sex conservatives and their extremist alt-right broth-
ers. The Digital Closet calls on us to understand how the silencing of sexual
speech online is foundational in weaponizing and furthering the agenda of
far-right extremism and its handmaidens: systemic racism, systemic misog-
yny, and the erasure of queer culture.

This book is also a stark reminder that the internet was made for com-

munication.
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It’s hard to imagine what it would have been like to survive the pandemic’s
first year without our ability to stay connected to each other via the inter-
net. Remotely staying in school and maintaining jobs, or finding new work
when laid off. Enjoying an overwhelming sense of shared experience from a
COVID-19 meme, or amplifying links for those in crisis. Yearning to create
a better tomorrow and expanding ourselves through online research about
the environment, social justice, and vaccine equity. Via video we reassured
frightened family members, helped loved ones through hardships, found
bright spots with friends in a dark and isolating time, and sometimes bore
the unbearable: saying goodbye for the last time via iPad.

Yet for all its connectiveness the internet has fractured us. Put more accu-
rately, the internet’s stewards have nearly shattered us. For all its fiefdoms offer-
ing community and the equalizing opportunities of open communication, the
platforms most everyone regards as “the internet” are steered and architected
by those who have utterly failed to understand that communication is centered
not on bytes and bits, nor on blind profit, but on humanity.

All of humanity. Not just the parts of it most profitable to advertisers,
appeasing to misogynistic evangelicals, or palatable to far-right, conservative
tech executives.

—San Francisco, June 2021
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INTRODUCTION

Idon’t know why. They “trust me. . ..” Dumb fucks.
—Mark Zuckerberg, Facebook CEO'!

We do not use social media and other internet platforms because we “trust”
them, or at least nobody in my social circle seems to be such a “dumb fuck”
in the words of Facebook founder and CEO Mark Zuckerberg. We use such
platforms despite a lack of trust because they are no longer opt-in systems.
The structure of the contemporary economy and governance increasingly
demands digital participation.” We are generally aware that the cost of this
participation is our privacy. We submit to ceding our privacy upon realiza-
tion that participation is not optional and escaping the scope of digital sur-
veillance is near impossible, even if participation were truly optional.’ But
what if the costs are greater than a total loss of privacy? It is hard to imagine
that the asking price for access to internet platforms could be higher, but it
is. I will be making the case throughout this book that the cost of admission
also includes the continued marginalization of LGBTQIA+ communities
and the amplification of misogyny and heteronormativity as they become
automatically reproduced across the internet. This has both symbolic and
material impacts on society. Decades of scholarship have demonstrated that
representation in the media matters, that public visibility helps determine our
collective assessment of who matters, which issues are important, and what
our obligations are as a society.* It also has material impacts on members of
the LGBTQIA+ community, like lack of access to health information, online
community, online revenue streams, and the precarity of having to seek out
things like dates, community, and customers offline.

The rhetoric of Silicon Valley is filled with imagined inevitabilities.?
This is perhaps nowhere truer than in the rise of online content moderation.
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2 Introduction

Billions upon billions of pieces of content are being uploaded to internet
platforms every year. How could any individual, human or corporate, ever
hope to keep up? Human nature can be brutish, hypersexualized, and vile.
How can we hope to stem the deluge of offensive content reflective of these
“facts”? In typical TED Talk fashion, we are asked to believe that there is
only one solution, but the silver lining is it’s a panacea: automated content
moderation. By leveraging advanced machine learning and artificial intelli-
gence (AI) techniques, the web can learn to police itself (and algorithmically
organized humans can pick up any slack). In so doing, machines will be able
to parse what we’ll term sexual speech, a broad term meant to encapsulate all
potentially “adult” content from discourse about sex, to sex education, to
pornography, and other online sex work. However, a machine learning algo-
rithmis only as good asits input data and training parameters. Unfortunately,
when it comes to moderating sexual speech, the data is hopelessly flawed, and
the parameters designed by Silicon Valley coders are not much better. They
all contain heteronormative biases so severe it would be comical if it were not
so damned tragic.

Our collective social discourse in the United States, particularly that which
occurs online, contains rampant anti-LGBTQIA+ biases. Contrary to many
popular narratives, these biases have increased in recent years. The Gay and
Lesbian Alliance Against Defamation’s annual Accelerating Acceptance report
conducted by the Harris Poll reports radical declines in LGBTQIA+ accep-
tance in the United States since 2016. The percentage of non-LGBTQIA+
18- to 34-year-olds classified as allies—those who report being “very” or
“somewhat” comfortable with LGBTQIA+ individuals in all situations—
dropped precipitously in the Trump era. Whereas 63 percent of the US pop-
ulation were classified as allies in 2016, that number dropped to 45 percent by
2018, and the total of male allies dropped from 62 percent to only 35 percent.®
Many of the most powerful internet platforms are based in the United States
and are deeply impacted by these biases. The prejudices of a particularly vocal
subsection of the population infect the training data, code, and coders behind
automated content moderation to deleterious effect. The resulting algorithms
end up over scrutinizing, policing, and suppressing LGBTQIA+ discourse,
including community forums, resources, outreach initiatives, activism, sex
education, women’s bodies, sex workers, and pornography. People targeted
for algorithmic censorship have little recourse. While large, vertically inte-
grated corporations like mainstream heteroporn production companies—the
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Introduction 3

types of San Fernando Valley companies that produce aggressively hetero-
sexual, frequently misogynistic, and now almost exclusively gonzo or point
of view (POV) porn—may escape censorship, but niche content producers
of sexual speech ranging from LGBTQIA+ advocacy to feminist and queer
pornography are rarely so lucky.

The result of this new regime of automated content moderation is
what I call the digital closet. This term is meant to signify the ways in which
LGBTQIA+ individuals may be allowed to enter the digital public sphere
but only so long as they bracket and obscure their sexual identities. Their
very being is so pornographied by automated content filters that they are
largely barred from sexual expression online. To participate in our digital
world, as is increasingly necessary today, requires a silence that is alienating
and damaging. Any exit from the digital closet will be met with swift punish-
ment. LGBTQIA+ people will find their content flagged and censored, their
account banned or de-prioritized and thus rendered invisible, will lose any
streams of online revenue, and will find this system weaponized against them
by alt-right’ trolls looking to trigger all the aforementioned punishments.
To add insult to injury, all of this will occur while tube sites like Pornhub
operate walled gardens of heteronormative sexual expression, unhindered
by the new platform economy. It seems as if a treaty has been made between
the people in a moral panic over the proliferation of pornography and the
internet platforms at the expense of the LGBTQIA+ community. Porn will
be given a corner of the internet where it will flourish, as long as it’s not that

kind of porn.
PANDORA’S BOX OF PORN

[TThe arc of internet sex censorship is long, and it bends as far away from
justice (and reason) as possible. Corporations controlling the internet had
been steadily (and sneakily, hypocritically) moving in this direction all along,
at great expense to women, LGBT people, artists, educators, writers, and
marginalized communities—and to the delight of bigots and conservatives

everywhere.®

A common narrative over the past two decades has been that the internet
opened a Pandora’s box of porn. The argument goes something like this: the
proliferation of internet connectivity and digital video cameras has created
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asituation in which not only are conservatives lacking sufficient manpower,
financial resources, and political capital to combat pornography but also the
very possibility of doing so has become technologically infeasible. Practi-
cality demands that conservatives abandon their embattlements, allow por-
nography to sweep the nation, and focus on other, more achievable goals.
Donna Rice Hughes, president and CEO of Enough Is Enough, a leading
anti-pornography nonprofit organization, has said, “When you have a non-
profit like mine, donors want to see progress. And to be honest, we haven’t
seen any.”” Tony Perkins, president of the Family Research Council, has said,
“I mean, even before the internet, the government didn’t do a good job of
policing [porn]. So how do you get the genie back in the bottle?”'® The reli-
gious right, in particular, is seen to have backslid on the issue of pornography.
Jerry Falwell Sr. helped crystallize the Moral Majority by crusading against
pornographers, stirred to action by an interview President Jimmy Carter
gave in Playboy magazine. His son, Jerry Falwell Jr., called former President
Donald Trump “God’s man,” despite his extramarital affairs with a Playmate
and a hard-core adult film actress, and in one photo with Trump, Falwell Jr.
can be seen posing with Trump in front of a framed issue of Playboy with
Trump on the cover."!

For some liberals, libertarians, and leftists—an odd coalition that tends
to align about as frequently as the planets, often in relation to free speech
issues—this deluge of pornography represents not only a battle won but also
the introduction of a digital pornotopia. This latter perspective is best exem-
plified by an internet meme called Rule 34, which states, “If it exists, there is
porn of it.” While the origins of this meme are difficult to track, most attri-
bute its initial popularity to a 2005 web comic by Peter Morley-Souter that
was drawn after he stumbled upon Calvin and Hobbes erotica online.' It has
since been popularized on 4chan message boards and Reddit threads, specif-
ically showcasing literotica, fan fiction, slash fiction, and hentai, all low-cost
and easily anonymized media for the grassroots production of any and all
imaginable pornography. The fulfillment of Rule 34 is made certain by Rule
35, which goes, “If no porn is found at the moment, it will be made.” The
sum of these two rules doesn’t just equal the signifier for a sex position, it also
creates a self-fulfilling libertine prophecy of an internet that can satisfy any
erotic desire, no matter how niche or deviant.

It is easy to see how both sides of the aisle have arrived at this conclusion
about the inevitability of pornography’s ubiquity. While industry numbers
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are hard to come by or accurately assess due to the large number of privately
owned porn companies, a 2015 estimate valued the global porn industry at
$97 billion, with $10-$12 billion of that coming from the United States
alone.” Porhhub, the largest online porn disseminator releases detailed
annual statistics on its users that best exemplify the seeming ubiquity of por-
nography. In 2018, Pornhub had 33.5 billion visits and is currently averaging
more than 100 million visits per day. It served up 30.3 billion searches (about
a thousand per second) and transferred 4,403 petabytes of data (about 147
gigabytes per second). Every minute over 200,000 videos were viewed, fifty-
five of which were Kim Kardashian’s sex tape, the most popular Pornhub
video of all time. The site had 4.79 million new videos totaling over a million
hours of new content uploaded in 2018 alone, an average of twelve videos
and two hours of content uploaded per minute. More people voted on their
favorite videos in 2018 than voted in the 2016 US presidential election.'
For reference, Pornhub, which is just one of a number of porn tubes owned
and operated by MindGeek, alone ranks as the twenty-eighth most popular
internet site globally. For comparison, Netflix holds the twenty-fifth spot.'

While it is important to acknowledge the unprecedented scale of pornog-
raphy’s dissemination on the internet, it is also important to keep in mind
that these changes in scale are endemic to digital media and communications
technologies, particularly internet-based platforms. For the first time in his-
tory, we can literally saturate every waking moment of our lives with media
content, and we increasingly choose to do so."® As we’ll see throughout this
book, isolating the explosion of pornographic content from its technological
milieu can lead to mistaken conclusions not only about what porn people are
consuming but also, more importantly, why they are consuming it. It also
provides a more acceptable outlet for unchecked dystopian technophobia
by bracketing its application to a historically stigmatized domain. In doing
so, conservative ideology can more easily frame our cultural discourse on
sexuality by situating the proliferation of pornography as a unique and dis-
tinct crisis that needs to be combated via ideological warfare (i.e., “the war
on porn”). These sorts of tactics recur across the historical record of cultural
contestations over sexual speech. They often lead to détentes where con-
servatives reconcile themselves to the existence of pornography, provided
it doesn’t deviate too far from an imagined majority’s sexual mores. It will
be my argument that allowing these discourses to proceed unchecked most
often leads to the reification of heteronormativity.
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6 Introduction

Highlighting the technological infrastructures within which these changes
to the production and consumption of pornography occur affords us two key
insights. First, the political economy of contemporary pornography is deeply
entangled with the political economy of the internet writ large. Pornogra-
phy is operating under the same platform paradigms as other sectors of the
digital economy, leading to similar problems with homogenized content in
filter bubbles or echo chambers, and it is subject to similar critiques in terms
of labor practices (extraction of free labor, vampirism of the tube economy,
and so on), environmentalism (carbon emissions from data-intensive video
storage and streaming, and so on), and penetration of everyday life (gamifi-
cation of user interfaces, personalization, and so on). Just like other sectors
of the digital economy, porn is subject to an attention economy amid what
Mark Andrejevic has called infoglut—the glut of information online."” Just
because porn exists does not mean it is seen, and the capacity to locate and
access pornography beyond the first page or two of results on anything from
Google to Pornhub requires a specific kind of literacy that we might call a
pornoliteracy. While it may be true that queer and niche pornography is read-
ily available to those who know how to find it, we cannot take for granted
either that (1) this means there is not a broad movement toward hetero-
normativity online that brackets and sequesters LGBTQIA+ sexual speech or
(2) that everyone, especially young people, have the requisite pornoliteracy
to know how to find it. The problems of contemporary pornography only
become clear within this larger context of the attention economy, infloglut,
and echo chambers online.

Second, a focus on the connection between pornography and its techno-
logical infrastructures allows us to identify a history to this conjuncture that
is too often dehistoricized in popular discourse. This dehistoricization is dou-
bly motivated. First, it is part of the crisis logic that is wielded rhetorically
to garner clicks in the contemporary attention economy. Second, it allows
conservatives to engage in scare tactics under the cover of this crisis logic.
The “crisis” of pornography is nothing new and, in fact, repeats each time
a new media or communication technology debuts in public. History is lit-
tered with episodic crises where pornography proliferates via new media and
communications technologies, triggering conservative attempts to contain it.

Many histories of pornography examine its intersection with the printing
press and printmaking techniques, such as lithography. Take, for example,
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the story of Marcantonio Raimondi, a printmaker and engraver employed
by Raphael at the center of libertine culture in Renaissance Rome, who
published a volume of male-female pornographic art titled I Modi by Giulio
Romano, Rafael’s most talented assistant and the only Italian artist men-
tioned by Shakespeare. Pope Clement VII imprisoned Raimondi—Romano
fled before being captured—ryet was unable to stop the spread of copies
across all of Europe.'® A similarly famous instance occurred two centuries
later when John Cleland published Fanny Hill in 1748. Despite Cleland’s
decision to cease publication of the erotic novel after his imprisonment on
corruption charges, the book was pirated and replicated widely across the
Western Hemisphere. '’

Pornography is always closely tied to media and communication tech-
nologies, and we can find similar crises emerging with the introduction of
the daguerreotype, resin glue, and cheaper printing techniques (e.g., pulp
fiction literotica, and romance novels); Polaroid cameras; VCRs; camcorders;
cable TV; premium telephone services; Minitel; computers; and the inter-
net.”” The previous war on pornography was centered on the introduction
of VCRs, camcorders, and cable TV, which collectively lowered production
costs and, more importantly, allowed audiovisual pornography to be dis-
seminated directly into the home. Conservatives would cling to this latter
change in particular and introduce the trope of children’s unwanted expo-
sure to pornography as their last charge in that war on pornography. In the
standard narratives, their political will gave out in the wake of a series of
defeated regulations at the hands of the Supreme Court and the radical alter-
ations to the political economy of pornography introduced by the internet.
As we will see, the idea that the anti-pornography movement ever gave up
or ceased making progress is false and more likely due to a lack of attention
to the issue in mainstream media between the September 11 terrorist attacks
and the 2008 recession.

Usually, these episodic crises end when pornographers become horizon-
tally and vertically integrated enough to form large industrial corporations
that can leverage a near-monopoly market share to systematically avoid reg-
ulation or shape it to their advantage. Heteronormative pornographers are
usually best positioned to survive these clashes with censors. Afluent white
heterosexual men are predominantly the ones positioned to be able to take
on the expense and risk of adopting new technologies early on.?' As such,
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8 Introduction

heteronormative porn often comes first because it appeals to the broadest
market of early adopters. Its creators amass capital early on and position
themselves at the center of the political economy. It is only in the middle
of these cycles when media technologies are accessible and affordable but
not yet overly regulated that more niche pornography can flourish. Wars on
porn often crush niche pornography first due to its lack of access to capital.
These first victories often exhaust the political capital of anti-porn crusad-
ers and appease at least conservatives by achieving a heteronormalization of
pornography.

In short, the Pandora’s box narrative of pornography is overly reductive.
It is a mask used by conservatives to stress the uniqueness and distinctive-
ness of a new coupling of pornography and technology such that it can be
articulated as a crisis, all in aid of mobilizing political capital. It also hides
the way in which political economies of pornography eventually stabilize,
favoring large industrial corporations that frequently homogenize content
in a heteronormative fashion to appeal to the wealthy white early adopters
with disposable income to spend on pornography. If we want to get a clearer
picture of just what is going on, we need to examine the cultural contexts,
technological infrastructures, and political economies within which succes-
sive pornographies emerge. It is only by doing so that we can historicize both
the dystopic crisis narrative and utopic pornotopia narrative that dominate
our thinking about pornography.

Further, as I will show throughout the book, the porn industry’s deepest,
darkest secretisn’t that porn is exploitative, socially corrosive, or a catalyst for
misogynistic violence—though these can all be true. It’s that porn is boring.
In fact, the entire logic of the industry is built around combating this fact.
The industry’s worst nightmare is that we might all come to this realization
when cycling through the thousand or more professional gonzo POV anal
videos and amateur incest role-play videos uploaded to porn tube sites every
day. Porn is boring because it’s caught in a heteronormative filter bubble.
The entire infrastructure is articulated such that porn producers must navi-
gate between the Scylla of boring porn that reifies the same heteronormative
tropes such that it can be tagged with the appropriate keywords and rendered
locatable via index and recommendation algorithm and the Charybdis of
abnormal porn whose very innovation renders it invisible within this hetero-

normative filter bubble.
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COLLATERAL DAMAGE IN THE WAR ON PORN

There is a much larger problem that the war on porn introduces than its
heteronormalization of pornography, and lest the reader think that they’ve
gotten themselves into an entire book on hard-core pornography, they can
rest assured that the bulk of the book, in fact, is focused on this spillover effect
where any and all sexual speech gets overly censored. Every war on porn
produces this collateral damage, by which I mean that regulation is more
often than not applied overbroadly and ends up censoring large amounts of
nonpornographic content, particularly sex education materials, LGBTQIA+
activism, and LGBTQIA+ community-building discourse. This overbroad
censorship is especially prevalent once the rhetoric of children’s unwanted
exposure is used to drum up support for anti-porn regulation. Once this
rhetorical trope is leveraged, it easily becomes possible for people to perceive
the unwanted censorship of some nonpornographic material as immensely
preferable to even a single piece of pornography slipping through and being
seen by children.

In the Comstock era at the turn of the twentieth century, for instance,
this overbroad application of obscenity regulations led to the censorship
of art, literature, and sex education materials, such as those circulated by
suffragettes like Elizabeth Cady Stanton, which provided information
about reproductive health and birth control methods. In the middle of the
twentieth century, the Supreme Court’s efforts to channel “community
standards” in regulating obscenity led to their censorship of LGBTQIA+
magazines, despite letting Playboy build a global pornographic empire. This
same problem recurs today, except it is occurring at web scale, and the regu-
lations are being produced secretly by internet platforms and adjudicated by
opaque algorithms and inaccessible offshore temporary content moderation
laborers who often render their decisions in a matter of seconds. Every post,
picture, and link on the internet is now subject to this invisible censorship
mechanism.

While this book will be primarily focused on the impacts that the over-
zealous censorship of sexual speech online has on LGBTQIA+ communities,
decades of feminist scholarship tells us that heteronormativity’s deep con-
nections with patriarchy and misogyny mean that it is a detriment to straight
people as well and one that is borne inordinately by women of color.?” This
line of argument is taken up most forcefully by Jane Ward in her recent

Downloaded from http://direct.mit.edu/books/book-pdf/2440636/book_9780262369138.pdf by guest on 03 October 2024



10 Introduction

book The Tragedy of Heterosexuality, where she argues that heterosexuality is
“erotically uninspired or coercive, given shape by the most predictable and
punishing gender roles, emotionally scripted by decades of inane media and
self-help projects, and outright illogical as a set of intimate relations anchored
in a complaint-ridden swirl of desire and misogyny.”* Ward argues that fem-
inism and queer theory ought to look outward and examine more closely the
tragedy of heterosexuality, evidenced by along history of what she terms the
“heterosexual repair industry.” The contradictions and tensions in hetero-
sexuality, which will be further examined below, have produced over a hun-
dred years of industries—including eugenics, psychiatry, sexology, porno
magazines, homosocial spaces (from fraternal clubs to video game squads),
self-help books and seminars, hygiene products (soaping, douching, bleach-
ing), the beauty industry, the fitness industry, seduction and relationship
coaches, and so on—meant to “fix” straight people and deliver the promises
of heterosexual, monogamous, marital bliss. In Ward’s eyes, heterosexuals
suffer from boredom, complaint, lack of imagination, the straight gaze and
objectification, bad sex, and an obsession with genitals, all of which might
be alleviated by queering straightness and introducing feminism to dissipate
the rampant misogyny.**

In short, everyone suffers from the heteronormativity of the internet, a
point that I will try to gesture toward throughout the book without losing
the more precise focus on LGBTQIA+ communities. I think that this focus
on a well-recognized category of marginalized identity that is already con-
nected to broader activist networks is strategically useful, as it stands a bet-
ter chance of leading to the mobilization of resistance against the internet’s
heteronormativity. Further, the legal recognition of sexuality (e.g., Title IX)
as a protected identity class makes this a tactically strong point from which to
attack content moderation online. Lastly, the case studies in the book most
clearly highlight a trend toward anti-LGBTQIA+ prejudice in the operations
of algorithms and content moderation online, despite the wider implications
this has for cisgender heterosexual audiences.

All of these considerations are essential because there has been no
large-scale study to this point on the impact of heteronormative con-
tent moderation online. Only a few pioneering journalists have kept any
sort of record of the myriad people and pieces of their nonpornographic
content that have been censored. I will rely on them heavily through-
out the book to demonstrate that pornography is not all that is at stake
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here. The internet itself is being policed by overbroad, heteronormative
algorithms that are routinely censoring art, literature, and LGBTQIA+
content across the world. Most of the book will be dedicated to making
this process more transparent, showing how everything from internet
discourse writ large, to the coders at internet platforms, to the code itself,
to the offshore content moderators have, intentionally or not, become
party to globalizing this uniquely American, white, middle-class form of
heteronormativity.

The first chapter will look at the current landscape of political activists
focusing on censoring pornography, including, perhaps unexpectedly, the
alt-right. I show how evangelical conservatives, anti-porn feminists, and
the alt-right have become unlikely bedfellows in the war on pornography
and demonstrate how their arguments against pornography are extremely
heteronormative—and often misogynistic. This chapter’s focus on the alt-
right has the added benefit of contextualizing some of the discourse going
on among the largely male, frequently libertarian-leaning coders responsible
for producing the algorithms that police the internet.

The second chapter looks at the coders, code, and moderators that make
web-scale censorship possible and demonstrates how each level of the appa-
ratus, from coders to code to reviewers, works to reify heteronormativity. I
analyze research into the culture and political leanings of the average Silicon
Valley coder and contextualize it through a close reading of James Damore’s
infamous Google memo. I examine the image recognition algorithms that are
used to automate content filters at web scale and demonstrate how hetero-
normativity is literally embedded at the foundation of their code, in their
very data structures. And finally, I examine the work of offshore content
moderators who are given heteronormative guidebooks, taught to depriori-
tize assessments of obscenity and focus instead on political speech, and given
only a matter of seconds to decide whether content violates community stan-
dards surrounding sexual speech.

The third chapter focuses on the collateral damage from the ongoing
war on porn. I look in detail at the censorship of LGBTQIA+ community
resources, sex education materials, art, literature, and other forms of speech
that flirt with the sexual or erotic but would rarely be categorized as por-
nography by today’s standards in the United States. This chapter also exam-
ines the passage of the Stop Enabling Sex Traffickers Act (FOSTA-SESTA)
by the US Congress in 2017, a purposefully overbroad regulation of internet
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communications that has radically accelerated censorship efforts and has
already had detrimental impacts for the LGBTQIA+ community.

The fourth chapter returns to the opening issue of pornography and
examines its current political economy within the context of internet infra-
structures. I show how the architecture of the web produces two different
avenues for the heteronormalization of pornography: first, I show how Goo-
gle SafeSearch structures web traffic even when it is turned off, channeling
traffic to mainstream heteroporn and offering unique opportunities to large-
scale pornographers to capture the majority of web traffic through confined
search terms that are easy to optimize for; second, I show how the structure
of porn platforms, such as tube sites (e.g., Pornhub, xHamster), reinforce
heteronormativity through their data structures, particularly the keywords
by which the site can be navigated, which tend to structure even amateur
content uploaded to the site. The end result is that Pandora’s box of porn
ends up being more of a Sisyphean eternal return of the same boring old
heteroporn.

Before moving on, however, it is worth getting clear about what exactly
I mean by the word heteronormativity and the limitations of the book for fully
addressing the ways that sexuality intersects with other logics of marginaliza-
tion like race, class, ability, and nationality. Readers who feel like they have
a strong handle on heteronormativity are welcome to jump right to the first
chapter, but I think the term warrants deeper consideration. As I'll show, it
is a nebulous concept, intentionally ambiguous, shot through with contra-
dictions, and one that masquerades as a (scientifically legitimated) universal
set of norms and morals despite actually being historically contextual. To
pin it down, one has to analyze its essential links to a diverse set of concepts,
including queerness, LGBTQIA+ sex acts, the closet, gender roles, reproduc-
tive sex, and the family, to name a few. The form of heteronormativity that is
getting embedded into the very infrastructure of the internet is one that was
developed by predominantly white, middle-class, ostensibly heterosexual
Americans over the past 150 years or so. As such, the analysis that follows
focuses specifically on the American iteration of heteronormativity.

WHAT EVEN IS HETERONORMATIVITY?

Heteronormativity has never been a stable construct in the United States. In
fact, we might productively understand it as a purposefully vague concept
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that uses its constantly shifting meanings to avoid ever being pinned down
and rendered falsifiable. One of the most important components of hetero-
normativity is, thus, its capacity to engage in code switching. What I mean by
this is that heteronormativity as a concept contains a number of ambiguities,
sometimes even contradictions, that provide it with the flexibility to evade
analysis and critique, particularly in nonspecialized public discourse like pop-
ular arguments, be they at the dinner table or in the comments section of an
article posted online.

Take, for example, what I would argue is the foundational ambiguity of
heteronormativity: Is sexuality the result of a procreative instinct or a libid-
inous drive toward pleasure? As Jonathan Kay has demonstrated at length in
his book The Invention of Heterosexuality, the term heterosexuality has a history,
and its emergence was tethered to navigating this particular ambiguity.”
Prior to the 1890s, in the United States, sex was most frequently understood
as an instinct to reproduce the species. The sexual ethic was primarily based
on procreation. Masturbation, sodomy, and bestiality were banned not so
much because they were less natural sexual desires but because they were
nonprocreative. In fact, no sexual desire was considered pure or normal, as
procreation was a religious and civic obligation for the colonists, not an out-
let for seeking pleasure. As Katz writes, “In these colonies, erotic desire for
members of a same sex was not constructed as deviant because erotic desire
for a different sex was not construed as a norm. Even within marriage, no
other-sex erotic object was completely legitimate, in and of itself.”** Onan-
ism, the spilling of seed outside of a fertile womb, was always-already deviant
and had few gradations. Legal retributions, up to and including execution,
were possible for sodomy, bestiality, and masturbation.”” Thus, in this artic-
ulation, sexual desire is always a sin, an urge that needs to be controlled even
within the confines of marriage and directed solely toward procreation.

At the turn of the twentieth century, this sexual ethic began to metamor-
phose as psychologists began analyzing human sexuality in greater detail.
These psychologists began to understand sexuality as an innate—and thus
natural—drive that was oriented as much or more toward achieving pleasure
as toward procreation. The earliest known use of the term “heterosexual” was
actually in reference to this form of sexual deviance—desiring male-female
sex for its own sake. As psychologists continued to examine it, its connection
to the procreative function came to be silent, left implicit to the concept, and
the previously deviant impetus toward different-sex erotic pleasure came to

Downloaded from http://direct.mit.edu/books/book-pdf/2440636/book_9780262369138.pdf by guest on 03 October 2024



14 Introduction

be emphasized and thus normalized. In a Faustian bargain, sexuality was lib-
erated from its mooring to procreation but in exchange was tethered instead
to a biologically essentialist drive toward male-female couplings.?®

In tandem with this development of a biologically essentialized libido, the
Victorians were exploring romantic love as a similar mechanism for recon-
ceptualizing sexuality. While publicly reticent to speak on sexual matters,
the Victorians privately explored different-sex erotics and their connections
to romantic love.” This was echoed in America, where, as John D’Emilio
and Estelle B. Freedman have shown, “Throughout much of the nineteenth
century, the meaning of sexuality for white middle-class Americans balanced
uncomfortably between reproductive moorings of the past and the romantic
and erotic leanings of the present, between female control and male license,
between private passion and public reticence.” This too became part of the
Faustian bargain, as romantic love became an increasingly acceptable legiti-
mator for different-sex erotic desire, provided its ultimate goal was monog-
amous marriage. We can see how deeply this prong of heteronormativity
remains in contemporary ideas of polyamory, which is gaining increasing
social acceptability by couching its ideas about nonmonogamous relation-
ships within the language of romantic love, in contrast to “hookup culture.”
While I certainly do not mean to condescend to people working at a social
frontier and experimenting with new social scripts for erotic and amorous
relationships, I do think there is something telling about the focus on the
latter term and the role that it plays in legitimating the movement.

Lastly, it is worth noting that this new version of heterosexuality that
ambulated between procreative, libidinal/erotic, and amorous legitimations
contained deep class antagonisms from its inception. It only emerged once
the bourgeoisie felt secure in its social standing and sure that its new hetero-
sexual discourse had the capacity to strongly distinguish itself from “the
eroticism of the rich” and “the sensuality of the poor, the colored, and the
foreign.”! By internalizing the control of sexual desire within the confines
of medical and psychological acceptability—in short, by maintaining hetero-
sexual desire in private sex acts tending toward monogamous marriage—the
middle class assured itself of its moral superiority, and it leveraged this supe-
riority to establish external controls over the sexual practices of the work-
ing class and racialized others. It also established a safety valve for sexual
desire, as libidinous middle-class men were frequently permitted transgres-
sions with working-class and/or racialized women, another contradictory
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gender-based double standard that shoots through heteronormativity as
a concept.” As Katz writes, “The invention of heterosexuality publicly
named, scientifically normalized, and ethically justified the middle-class
practice of different-sex pleasure.”* And it is worth keeping in mind that
this justified pursuit of pleasure was in practice often limited to the middle
class, even in the more permissive free love periods of the mid-twentieth
century, as it required a socialization and style of living restricted to those
with privilege. White working-class communities maintained more pro-
nounced gender roles and earlier childbearing, and Black communities often
maintained close kinship networks and faced economic instability. These
factors limited the freedom for sexual experimentation that was enjoyed by
the white middle class. Heteronormativity thus constitutes the attempt to
universalize a white, middle-class sexual morality and is subsequently always
permeated by class and racial tensions.

The largest category of difference that heteronormativity inflects is gen-
der. It does so first through its deep entanglement with cisnormativity. Here
anatomical sex is conflated with gender, and this slippage is leveraged to
provide biological essentialism to gender roles. This is a tactic that the alt-
right uses repeatedly, as we’ll see in chapter 1, and one that gets embedded
in platform algorithms and internet architecture, as we’ll see in chapter 2.
In fact, this cisnormative entanglement is so strong in many of the materials
that I examine in the book that I repeatedly found it slipping into my own
writing. Using the appropriate language while also accurately representing
and analyzing cisnormative rhetoric, data categories, and company policies
was a challenge I'm afraid I've inevitably failed at despite my best efforts and
will rely on others to help correct. As we’ll see in these cases, cisnormativity
is often a bastion for heteronormativity. As Kristen Schilt and Laurel West-
brook have demonstrated, “doing gender in a way that does not reflect bio-
logical sex can be perceived as a threat to heterosexuality.”**

Second, heteronormativity’s obsession with gender at times makes it dif-
ficult to differentiate between gender and sexuality. This is because hetero-
normativity is definitionally tethered to the nuclear family and the gender
roles it dictates. The family is a powerful and persistent force in American
life because it is not simply a structure imposed from above or ideologically
inculcated in an unwilling or unwitting population. Investing in the con-
cept of marriage is a highly rational choice for the majority of the popula-
tion because of the massive material and ideological privileges it grants to its
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adherents, ranging from fiscal benefits (e.g., cohabitation or tax incentives),
to promises of emotional security and care later in life, to the offer of a priv-
ileged site for rearing children. The family also offers a sense of “natural-
ness,” including a set of social scripts that work as formulas for—and almost
algorithms for automating—complex social interactions, such as dating,
socializing, and procreating. The family is thus difficult to critique because
it offers, though often fails to deliver, widely held social ideals like intimacy,
commitment, nurturance, and collectivity.”

That said, it is a myth that marriage is a naturally occurring dynamic in
society. First and foremost, like heterosexuality, the family is not a singular
concept but instead varies widely in its definition and form across space and
time. As Michael Anderson notes,

The one unambiguous fact which has emerged in the last twenty years is that
there can be no simple history of the Western family since the sixteenth century
because there is not, nor ever has there been, a single family system. The West has
always been characterized by a diversity of family forms, by diversity of family
functions and by diversity in attitudes to family relationships not only over time
but at any one point in time. There is, except at the most trivial level, no Western

family type.*

What does seem common across this history is that the family is never actu-
ally defined by networks of kinship so much as it is determined politically
and economically by the needs of the state and capital to reproduce the pop-
ulation and reinforce patriarchal authority.?”

Jacques Donzelot has traced such a shift from governance issued from fami-
lies to government through the family, demonstrating a shift from the patriarchy
of the head of the family to a patriarchy of the state.” In this new structure,
the dynamic articulation of the structure of the family is constantly mod-
ulated by the state to serve the interests of capital. The family is both the
privileged social site and a “prisoner” of the state, being used to police sexu-
ality, reproduction, education, the inculcation of ideology, and the general
formation of good citizens. A huge portion of the family’s function within the
capitalist state is to reinforce gender norms, most notably because they offer a
means through which unpaid care and domestic labor can be morally assigned
to a portion of the population—namely women. Despite feminist victories
in the twentieth century that, at least partially, granted women financial and
sexual independence, this function is only amplified by the neoliberal turn.
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The evacuation of state welfare responsibilities in the latter half of the twenti-
eth century only amplified the need to extract unpaid care and domestic labor
from the population. In short, as Barret and McIntosh note, “[I|f marriage is
the basis of the family, then this supposedly individual and freely chosen form
has a state instrument at its heart.”” The family thus serves as a key site for
the perpetuation of heteronormative ideology as administered by the state.
The reproduction of the working class has also historically involved a
policing of sexuality. Friedrich Engels pointed out as early as the nineteenth
century that it was no coincidence that monogamous marriage and prostitu-
tion became cultural staples in the same moment.* What we can take from
this is that the internal structure of marriage shapes the kind of sexuality
that can exist outside of marriage, and, as Barrett and McIntosh explain,
marital monogamy is not the answer to the problem of sexuality but the
cause of “deviant” or “abnormal” sexual behavior.* Much like proponents of
Ptolemy’s geocentric model of the solar system through the ages, proponents
of marital, monogamous heterosexuality continually fail to realize that the
starting point to their sexual schema is flawed. Instead, they continually create
exceptions and carve-outs to explain the model’s failure to map onto human
desire. The majority of these exceptions and carve-outs were historically for
male, heterosexual desire, such as the acceptance of male promiscuity and the
maintenance of precarious female bodies through which they could sate their
desires in excess of the opportunities offered through marriage. Though the
twentieth century also saw some partial concessions to female, heterosexual
desire, allowing for premarital sex but only within the confines of amorous
relationships with the apparent promise of long-term monogamous viability.
These concessions to female sexuality were always contradictorily coupled
with a misogynistic backlash though; women who took advantage of them
were labeled “sluts,” unfit for male commitment and thus the financial and
ideological benefits of monogamous marriage, and, paradoxically, women
who abstained were labeled “prudes” or “bitches,” not deserving the time or
energy required to build the foundation for a monogamous marriage.
LGBTQIA+ sex acts have historically occurred at the limits of these
exceptions and carve-outs, stretching the Ptolemaic model of hetero-
sexuality to its limits, demonstrating its internal contradictions, and, thus,
frequently triggering violent and reactionary policing from the state and
its privileged mechanism of sexual power, the family. In a sort of détente,
the state is willing to tolerate these acts so long as they remain silent or
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invisible and in so doing alleviate the threat of exposing the contradic-
tions of heteronormativity. “The closet” can be understood as the mecha-
nism through which a space—a silent or invisible space, and thus a partial
or nonspace—is produced at the myriad sites of these contradictions in
heteronormativity that can capture, contain, alleviate, and thus nullify the
threat of deviance and aberration. As Eve Sedgwick writes, “‘Closeted-
ness’ itself is a performance initiated as such by the speech act of a silence—
not a particular silence, but a silence that accrues particularity by fits and
starts, in relation to the discourse that surrounds and differentially consti-
tutes it.”** Sedgwick has persuasively demonstrated how these silent and
invisible spaces are just as essential to the structure of heteronormativity
as are its more vocal and visible portions. Their silence and invisibility
are foundational to the structure of heteronormativity. Similarly, the
increasing silence and invisibility of LGBTQIA+ sexual expression online
is emblematic of a digital closet and is foundational to a heteronormative
internet.

We can see this more concretely when it comes to the problem that
LGBTQIA+ communities face when trying to publicly organize movements
based around acts that state power relegates to the closet. As Michael Warner
and Lauren Berlant have shown, confining sexuality to the private sphere of
the bedroom, and LGBTQIA+ sex acts to the closet, is always at odds with
civil rights activism.* This is because LGBTQIA+ individuals don’t have the
luxury of confining their sex acts to the bedroom. Instead, they must don
the identity that comes with those sex acts, even when they are out in public.
Here it isimpossible to confine sex to the bedroom, to keep it silent and invis-
ible, because LGBTQIA+ sex acts form the keystone to cultures, communi-
ties, and identities that definitionally exceed the confines of the closet. Nancy
Fraser has similarly argued that when sex acts are the organizing principles
of entire identity formations, then barring them from the public sphere and
treating them as purely matters of private concern effectively brackets sexual
politics from democratic mechanisms and procedures.*

Gayle Rubin has forcefully argued that sex is by default considered to
be a “dangerous, destructive, negative force.”* The United States reverses
its famous juridical dictum when it comes to sex: all erotic behavior is con-
sidered sinful until proven innocent. For Rubin, this is a remnant of Chris-
tian religiosity that makes sex more meaningful ethically, culturally, and
politically than it needs to be. As we have seen, at the turn of the twentieth
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Gayle Rubin’s Charmed Circle and the Outer Limits. Source: Gayle Rubin, “Thinking
Sex: Notes for a Radical Theory of the Politics of Sexuality,” in Pleasure and Danger:
Exploring Female Sexuality, ed. Carole S. Vance (New York: Routledge, 1984), 281.

century, the proof of innocence shifted from a Christian imperative toward
procreation to a scientific and medical imperative toward healthy outlets for
the libido. This paradoxical shift brought with it an increase in the number
of categories used to describe sexual misconduct, which Rubin visualizes
through her diagram of the charmed circle and the outer limits (see figure
0.1). The charmed circle consists of several descriptors of sex acts that have
frequently been understood as “good,” “normal,” “natural,” and “blessed.”
The outer limit consists of descriptors of sex acts that have frequently been
understood as “bad,” “abnormal,” “unnatural,” and “damned.”
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Rubin’s concept of the charmed circle is certainly dated and could benefit
from several additions, such as one’s gender identity conforming to versus
differing from anatomical sex on state identification documents. That said,
it can help us wrap our heads around the slippery concept of “queerness”
and the paradoxical nature of heteronormativity. The paradox of hetero-
sexuality is that it has conflicting definitions. On the one hand, heterosexual
sex acts seem to be definitionally dominated by the anatomical sex of the
people engaging in them—gay and lesbian sex acts are categorically different
from straight sex acts, regardless of how kinky those straight sex acts are. On
the other hand, one can deviate from heteronormativity even in anatomically
male/female sex acts in several ways, like, for instance, using sex toys, engag-
ing in BDSM, having cross-generational love affairs, or having group sex. For
an example of this paradox in action, take, for instance, the fetish called vore,
which most often involves the simulation of men being eaten by women (or a
female playing the role of an imaginary being). Vore has a small but dedicated
group of pornographers producing content readily available if one knows the
appropriate keyword to search with. The oddness of heteronormativity is
that it positions vore as being only different in degree from heterosexuality,
whereas missionary sex acts between people in a long-term monogamous
relationship who happen to have the same genitalia are positioned as being
different in kind. Yet somehow at the very same time, it can condemn vore
as an aberration.

The utility of the concept of queerness, at least for the purposes of this
book, then is that it functions as an umbrella term for capturing all of the
types of sex acts that are positioned as deviations from heteronormativity
without equating the degree or the stakes of their deviation. It is important
to note here that the idea that homosexuality differs in kind from hetero-
sexuality, while vore differs only in degree, in combination with the pub-
licly identifiable performative dimensions of LGBTQIA+ identities, leads to
different stakes for gay, lesbian, or trans people, for instance, than for vore
fetishists. In essence, they face different degrees, and maybe different kinds,
of marginalization, and the former have all too real bodily, psychological,
familial, and financial risks associated with their identities that the latter
might not. Queerness is thus a slippery concept because it is articulated in
response to an irresolvable paradox at the heart of heteronormativity. It at the
same time must capture all forms of deviation while preserving their unique
differences and stakes.
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It is impossible to neatly tie up the proliferating contradictions contained
within heteronormativity or the dynamic forms it takes across space and
time. I hope that this short overview of some of the forms it has taken and
contradictions it has contained might be indicative, if not wholly represen-
tative of, the current functions and stakes of heteronormativity in American
society. I also hope to have demonstrated the essential connections between
the concept of heteronormativity and its attendant phenomena, like repro-
duction and the family, gender roles, LGBTQIA+ sex acts and the closet, and
queerness. As we will see throughout the following chapters, the emergence
of porn filters is deeply tethered to the perpetuation of heteronormativity
and has dire stakes for the future of LGBTQIA+ communities and sexual
expression. With this necessarily partial and hopelessly imperfect articula-
tion, I would now like to turn to one last matter of concern, which is the role
that feminism and intersectionality will play in shaping this book, as well as
its limitations for fully addressing all of their attendant concerns.

SEX-CRITICAL FEMINISM AND INTERSECTIONALITY

Locating one’s work within feminist scholarship on pornography is difficult,
as feminists have had a sustained and multifaceted conversation on pornog-
raphy for the past fifty years. Chief among these difficulties is navigating
between a sex-negative carceral feminism and a sex-positive postfeminism,
both of which fail to address the material conditions of sex work or pro-
vide adequate social justice frameworks for sex workers. The sex-negative,
carceral, and/or anti-pornography varieties of feminism draw on what
Melissa Gira Grant describes as “the prostitute imaginary.”*® This imaginary
is one in which the sex worker is articulated as “other,” full of sexual excess,
loss of social standing, and the possibility of contagion. The sex worker is
both a structurally necessary outlet for desire and a dangerous temptation. In
their book Revolting Prostitutes, Juno Mac and Molly Smith explain the pros-
titute imaginary through the historical social understanding of the vagina:

Ugly, stretched, odorous, unclean, potentially infected, desirable, mysterious,
tantalising—the patriarchy’s ambivalence towards vaginas is well established and
has alot in common with attitudes around sex work. On the one hand, the lure of
the vaginais a threat; it’s seen as a place where a penis might risk encountering the

traces of another man or a full set of gnashing teeth. At the same time, it’s viewed
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as an inherently submissive body part that must be “broken in” to bring about
sexual maturity. The idea of the vagina as fundamentally compromised or pitiful
is helped along in part by a longstanding feminist perception of the penetrative

sexual act as indicative of subjugation.”’

As Mac and Smith note, this conceptualization is interlinked with hetero-
normative anxieties about trans people and gay men. It connects to heteronor-
mative anxieties over the status of trans people’s genitals, their ability to “pass,”
and, subsequently, their capacity to “trick” cisgendered heteronormative peo-
ple into having sex with them. As Leo Bersani notes, it also connects to hetero-
normative anxieties over gay men, who might “turn” heterosexual men gay
and threaten contagion through HIV.*

This formulation of feminism often uses humiliating and misogynist
language to describe sex workers in an attempt to differentiate “decent,”
“respectable,” “independent” women from “sluts,” “whores,” and “holes.”*
As Jo Doezema explains, “What [these] feminists most want of sex workers
is that they close their holes—shut their mouths, cross their legs—to prevent
the taking in and spilling out of substances and words they find noxious.”°
As we'll see in the following chapter, in the worst instances, this dehuman-
ization of sex workers leads to carceral feminism, which allies itself with
Christian conservative anti-pornography crusaders in its focus on criminal
justice reform to address the ills of sex work and pornography. This is often
framed in the lens of “penal welfare” or “therapeutic policing,” whereby
police intervention is considered necessary to dislodge sex workers from their
environments, leverage the criminal justice system to push them into rehabil-
itative services, and make deviant lifestyles so uncomfortable that people will
accept state interventions.”' Carceral feminism joins Christian conservatism
in leveraging a focus on human trafficking—particularly of children—to
rhetorically legitimate its sex-negative, anti-pornography, carceral position.

The predominant alternative to this approach is often formulated along
the lines of what many feminist scholars have described as “postfeminism,”
which works to transcend feminism, positioning it as a mission accomplished
and envisioning a subsequent world in which women are empowered to act as
men’s equals.®® As Sarah Banet-Weiser notes, postfeminism understands this
empowerment to act as men’s equals in problematic ways, stressing things like
“leaning in,” being a “girl boss,” and embracing and expressing female sexual
desires, all of which often get channeled through structural patriarchy and end
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up looking a lot less like what feminists had envisioned empowerment to look
like.>® Their corollary in the sex work community is those that stress the value
of sex work, describing it as enjoyable, rewarding, freely chosen by empow-
ered and autonomous actors. In doing so, they attempt to make sex work look
less like work and more like the type of sex that is more common and socially
acceptable.> This presents inherent problems though, as it tends to equate the
desire of the worker and the client, eliding the commercial interaction in such
a way that can downplay the sex worker’s needs as, well, a worker.

What all these forms of feminism have in common is that they tend to rein-
force rather than destroy structural patriarchy, translating feminist demands
into a palatable and defanged heteropatriarchal discourse. Further, by envi-
sioning empowerment through this patriarchal lens and achieving partial
empowerment for some, they end up losing sight of allies left behind—most
frequently Black and Indigenous people of color (BIPOC), the LGBTQIA+
community, the disabled, the working class, and those from the Third World
or Global South. As Mac and Smith note, “Sex positive sex work politics are
useful for the [postfeminists] who advocate them and for carceral feminists
who push for criminalization. These groups share an interest in glossing over
the material conditions of sex workers’ workplaces.”*®

In this book, T hope to avoid identifying with either pole of this unfortu-
nate dichotomy, though the range of sources I draw on, voices that I incorpo-
rate, and issues that I touch on may make this commitment difficult to track
throughout the book. I'd like then to set out a few parameters for the project
that might help keep things clear and that I will try to remain consistent on
and refer back to throughout the book. When it comes to sex work, Iidentify
with anti-prostitution and sex-critical feminists in their commitment to ame-
liorating the material conditions that leave people no option other than sex
work and that make sex work bad work (lack of access to health care; inability
to benefit from labor laws and regulations; exposure to violence, danger, and
trauma; social stigmatization; and marginalization, and so on). Highlighting
an anti-prostitution framework is complicated by the digital nature of much
of my investigation, as much less of the feminist discourse and empirical
evidence deals with the peculiarities of sex work online. My aim in regard to
online sex work is to make some of the material and structural components
that undergird it transparent so that sex workers and their allies might better
critique internet platforms and organize and advocate for change.

Downloaded from http://direct.mit.edu/books/book-pdf/2440636/book_9780262369138.pdf by guest on 03 October 2024



24 Introduction

The primary focus of the book, however, is not on sex work but instead
on the broader infrastructure of the internet—from misogynist and hetero-
normative discourses to the coding labor, algorithms, and content modera-
tion policies that govern what is visible and invisible online to the impact that
this infrastructure has on both sex workers and the broader LGBTQIA+ com-
munity online. Much of the book focuses on advocating that internet ser-
vice providers (ISPs) and social media platforms stop censoring LGBTQIA+
speech online that few would consider pornographic. However, in places—
particularly chapter 4—that do look at pornography, I try to strike a balance
between the seemingly contradictory advocacy for more porn and less porn.
This position is rooted in the assumption that porn is not going anywhere;
it is here to stay. As such, I'm advocating for more varieties of pornography,
rather than more total content, so that the porn that exists and is readily
available to people might be more diverse, representative, and imaginative,
allowing people more freedom to explore their erotic desires. On the other
hand, I'm advocating for fewer people to face the negative ramifications of
the mainstream heteroporn industry and online sex work, whether this is
achieved by democratizing the ownership, profits, and production of porn
or by providing a social welfare and social justice framework robust enough
that online sex work is truly optional. This broader focus on LGBTQIA+
censorship online tends to highlight the former of these commitments, often
tempting me to celebrate attempts to democratize and diversify pornography
online. That said, I remain equally committed to the latter position and hope
to highlight the material conditions of online sex work as well and some of
the steps we might take to make it more just, equitable, and optional.

The overbroad censorship of sexual speech online has amplified conse-
quences for people that face intersectional forms of marginalization—in the
United States, the most predominant of these is race. In this book, race pri-
marily makes an appearance through intersectional analyses of who bears
the weight of overzealous censorship most heavily. In the many, many posts
about and reports of sexual speech being censored online that I came across,
race was rarely mentioned as a factor and was difficult to disentangle in the
case studies I performed. While I did find evidence of racial bias in some of
the datasets I looked at, I had trouble making a direct and empirical con-
nection to the censorship of sexual speech—and LGBTQIA+ content in
particular—that I was tracing for the book.* Instead, I mostly found race
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at the margins in my account, as an intersectional factor that, along with
class, nationality, ability, and transgender identity, caused certain people to
be inordinately impacted by LGBTQIA+ censorship online. This censorship
is not a weight born equally across the LGBTQIA+ community and is con-
nected to a much longer history of policing the sexuality of working-class,
racialized, and otherwise marginalized populations, as I've shown above.

While I will try to gesture toward these intersectional concerns through-
out the book, the extent of the new ground that needs to be covered and
the intent to make a convincing argument that heteronormativity is get-
ting embedded in the infrastructure of the internet will inevitably at points
occlude these intersectional concerns and prevent me from doing them
full justice. As such, it is my hope that I can refer readers to scholars who
highlight these other perspectives in their work and that readers might look
at their work alongside this book and find ways to correct and expand my
analyses. Scholars like Charlton D. McIlwain and André Brock have shown
that BIPOC communities, and African Americans in particular, have been
early and influential adopters of internet and computer technologies.”” Their
work stands in contrast to dominant narratives about the “digital divide,”
the lack of technological literacy in BIPOC communities, and assumptions
that the internet is a predominantly white space. Scholars like Janet Abbate,
Mar Hicks, and Nathan Ensmenger have produced similar work in regard to
gender.” I've found little similar scholarship problematizing these narratives
when it comes to class and nationality but imagine similar work could be
done productively on these topics.

Scholars like Joy Buolamwini, Timnit Gebru, Ruha Benjamin, and Safiya
Noble have worked to show how the logic of racialization is at the center of
many algorithms, datasets, interfaces, and platforms that make up the inter-
net and our everyday computational environment. Buolamwini and Gebru
have most notably demonstrated empirically that racial and gender bias are
deeply embedded in many of our most prominent facial recognition algo-
rithms.”” Ruha Benjamin coined the term “the new Jim Code” to describe
the ways in which computer and internet technologies are producing a new
form of scientific racism, reflecting and reproducing existing inequities
under the veneer of seemingly more objective and progressive technological
apparatuses—specifically machine learning and predictive analytics.® Safiya
Noble has coined the term “technological redlining” to similarly describe
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the ways in which algorithms “reinforce oppressive social relationships and
enact new modes of racial profiling.”' She demonstrates how Google Search
engages in technological redlining, shaping the experience and representa-
tion of race online in ways that reinforce the oppression of Black people.
Scholars like Elizabeth Ellcessor have made similar arguments about disabil-
ity, demonstrating the ways in which internet technologies reinforce the
ableist architecture of everyday life by not adequately addressing accessibility
concerns and connected this to disabled representation online.®* Again, to
my knowledge, there is less robust scholarly discourse on similar issues vis-
a-vis class and nationality online. Throughout this book, I will make similar
arguments about the ways in which gender norms and heteronormativity are
reinforced by algorithms and datasets online. By reading my work alongside
these, and many other, important contributions from critical race scholars,
my hope is that we might lay the foundation for a more fully intersectional
analysis of normativity, marginalization, and power as it operates in our dig-

itally networked world.
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UNLIKELY BEDFELLOWS

THE MORAL MAJORITY AND ANTI-PORN FEMINISTS

The Moral Majority, largely organized by American Southern Baptist pas-
tor and televangelist Jerry Falwell Sr. and composed mostly of evangelical
Christians, emerged in the 1970s to combat the spread of pornography in
the United States. The movement had little to fear with Richard Nixon
holding the presidency. Nixon dedicated himself to maintaining the federal
government’s efforts to “control and eliminate smut from our national life.”"
However, the election of populist Democrat Jimmy Carter to the presidency
provided a new opening for the movement to leverage anti-pornography
sentiment to gain national attention. The Moral Majority was catapulted
onto the national stage in 1976 when Carter gave an interview in Playboy
magazine, acknowledging that he had “lusted in his heart,” an attempt to
humanize himself and acknowledge that despite his dedication to Christian-
ity, he, too, struggled with sin.? For many, this was a convenient line of attack
against a populist Democratic president, but others were horror-struck in
earnest. As one reporter wrote, “For faith leaders, it was an easily exploitable
issue; for Falwell, it was a crusade.” Further, mobilizing these communities
against pornography was the proving grounds for the rhetoric of “family
values,” the same rhetoric that would later be used to mobilize conservative
Christians in opposition to feminism, gay rights, and abortion access.*

By the 1980s, the Moral Majority had leveraged popular anti-pornography
sentiment to build a powerful movement, as demonstrated by their impact on
Ronald Reagan’s presidency. Reagan’s reelection campaign of 1984 saw anti-
pornography rhetoric added to the Republican Party platform for the first time,
and shortly thereafter, he appointed Edwin Meese, his extremely conservative
attorney general, to spearhead a new presidential commission on pornogra-

phy. The nearly 2,000-page Meese Report was inflammatory, unilaterally
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condemning “smut” as a threat to American culture and morality.’ Reagan
quickly leveraged the report to institute a new “obscenity strike force” meant
to crack down on the proliferation of pornography made possible by VCRs,
camcorders, and cable television. For the following five years, the federal gov-
ernment was able to leverage the community standards of small, conservative
areas of the country to prosecute pornographers distributing mail-order tapes,
films, and magazines, slowing the growth of the pornography industry.

While none of this is particularly surprising to anyone glancingly famil-
iar with the history of conservative Christian politics in the United States,
what is surprising is the unlikely bedfellows that the Moral Majority found
in their war on porn: anti-porn feminists. None are more emblematic of this
strand of feminism than Catharine MacKinnon and Andrea Dworkin. In
1987, MacKinnon defined pornography as

the graphic sexually explicit subordination of women through pictures or words
that also includes women dehumanized as sexual objects, things, or commodities;
enjoying pain or humiliation or rape; being tied up, cut up, mutilated, bruised, or
physically hurt; in postures of sexual submission or servility or display; reduced
to body parts, penetrated by objects or animals, or presented in scenarios of deg-
radation, injury, torture; shown as filthy or inferior; bleeding, bruised, or hurt in

a context that makes these conditions sexual.®

For MacKinnon, this definition naturally led to the feminist insight that all
pornography is a form of rape that reinforces gender inequality and status
quo sexual politics, most notably normalizing and encouraging violence and
discrimination against women.” Andrea Dworkin largely shared this perspec-
tive and worked with MacKinnon to push anti-porn feminist activism to new
heights in her attempts to get the Antipornography Civil Rights Ordinance
(ACRO) passed. The ACRO would’ve legally treated pornography as a viola-
tion of women’s civil rights and allowed them to sue for damages in courts of
law in the United States.® Dworkin also testified against pornography before
the Meese Commission and went so far as to pen a book on the potential
alliance to be struck between anti-porn feminists and right-wing women.’
As many critics were quick to point out, this strand of anti-porn femi-
nism failed to substantially distinguish itself from the conservative anti-porn
positions it was allying itself with." In fact, anti-porn feminism opened a
rift that has continued to fracture any attempts to produce a unified feminist
front since the 1980s."" Anti-porn feminism also precludes feminism from
cleanly allying itself with LGBTQIA+ studies and activism because it places

Downloaded from http://direct.mit.edu/books/book-pdf/2440636/book_9780262369138.pdf by guest on 03 October 2024



Unlikely Bedfellows 29

heteronormativity at the foundation of feminist critique. As Gayle Rubin
has argued, the ideology of anti-porn feminism contains an implied, if not
explicit, condemnation of sadomasochism. It argues that sadomasochism is
the bedrock of all pornography, and through this association, tethers BDSM
practices to the objectification, exploitation, and rape of women.'? Further,
as Jay Daniel Thompson has shown at length, anti-porn feminism to this day
continues to silently position heterosexuality as the archetype of all pornog-
raphy, denying the very possibility of LGBTQIA+ pornographies and instead
interpreting them as mere variations on the heteroporn genre. Thompson
argues that without an explicit analysis of heterosexuality in our critiques of
pornography, we will never get an accurate critique. Instead, we will simply
reproduce heteronormative anti-porn assumptions. "

While I wouldn’t go so far as to dismiss MacKinnon and Dworkin’s work,
which certainly was responding to legitimate and important feminist con-
cerns about the material impacts of sex work, objectification, misogyny, and
rape culture, I do think it’s important to keep in mind how the turn to the
criminal justice system and the alliance with other anti-pornography cru-
saders frequently undermined their attempts to achieve their more laudable
goals of improving the material lives of women.

Popular anxiety around sex, sexuality, and pornography produces
unlikely bedfellows—in this instance, between anti-porn feminists and
arch-conservatives. Whatever their differences, these anti-porn allies
tend to share a common commitment, whether they openly espouse it or
are not quite conscious of it, to the reinforcement of heteronormativity.
This chapter will work to trace the emergence of a new set of unlikely
bedfellows in the war on pornography: the alt-right and pseudoscientific
conservative Christian nonprofit organizations. We will see in great detail
how the popular “Pandora’s box of porn” narrative has concealed a large
amount of anti-porn activism and organizing. By tracing the new set of
cultural and political forces that have formed a strategic coalition to battle
the scourge of pornography today, we will see just how central this issue
is to contemporary American politics and culture. The first section of the
chapter will examine the manosphere, a portion of the internet in which
men’s rights activists articulate new forms of masculinity, and particu-
larly look at the digital footprints of the pickup artist Roosh V, the NoFap
movement, Proud Boys, and incels. The second section will turn to Moral-
ity in Media—also known as the National Council on Sex Exploitation
(NCOSE)—as emblematic of a revitalized Christian conservative anti-porn
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movement in the United States that leverages pseudoscience and nonprofit
think tank strategies to advance its cause.

It is worth noting that I struggled with deciding how much of this dis-
course to include in the book for fear of perpetuating it or representing it as
being the common and openly held beliefs of the majority of Americans.
The discourse is certainly not omnipresent or potent enough to warrant such
conclusions. In the end, I decided to include this information because, while
these may be fringe extremist movements on the internet, they also are con-
stituted by men who have the time and technical savvy to hold an oversized
influence online." These groups are the breeding ground of many internet
trolls, and their message boards have been used to organize systematic cam-
paigns to target sex workers and adult entertainers, as we’ll see in chapter 4,
with a particularly detrimental effect on LGBTQIA+ sexual speech online.
They exert direct power over internet discourse through campaigns of
harassment and exploit internet platforms’ community guidelines, terms of
service agreements, and community flagging features to censor feminist and
LGBTQIA+ content. They also exert indirect power over internet discourse
because their extremist ideas are often translated into a less toxic version by
intermediaries who help them achieve greater public visibility. As we’ll see
in chapter 2, many men in Silicon Valley from low-level coders to executives
profess a similar ideology. While it is important to understand the mano-
sphere and the targeted ways in which it exerts power over sexual speech
online, my hope is that readers will be able to take their claims to universality
and cultural and political agency with a grain of salt. They are not and should
not be taken as representative of what most Americans think, feel, say, or do.

ENTER THE MANOSPHERE

In an interview for New York Magazine, Sarah Diefendorf, a sociologist and
Scholars Strategy Network postdoctoral fellow at the University of Utah,
has argued that the manosphere can be understood as sharing some basic
beliefs and ideological commitments, including gender essentialism, biolog-
ically determined gender roles, an objectification of and sense of ownership
over women’s bodies, and an urgent feeling that they are “losing power or
control.”"® Sarah Banet-Weiser similarly argues that the manosphere has
emerged in relation to a crisis in masculinity and a felt sense of loss of power
to feminists. She describes the manosphere as ranging “from the more mod-
erate, such as support for father’s rights and custody rights, doubts over the
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prevalence of domestic violence, and reflexive support of the military, to the
more extreme, such as normalizing rape and sexual violence, manipulating
and controlling women into sex, and making death threats against a vast
number of people (mostly women) who disagree with these views.”'® While
misogyny and heteronormativity are nothing new, they have been catalyzed
by social media and internet forums like 4chan and Reddit."”

These online communities are diverse, individually fragmented across
different forums and media, with participants crossing boundaries between
them frequently, and their discourse is often loaded with irony and prolifer-
ating neologisms. It can thus be difficult to pin down what exactly different
groups of men’s rights activists actually believe. That said, recent research
has demonstrated that these communities are growing, that members tend
to migrate from less extreme peripheral groups toward more hateful, toxic,
and potentially violent groups, and that by our best approximation, partic-
ipants’ online expression becomes more toxic and hateful as they make this
migration.'® The manosphere has helped to manifest what Jack Bratich has
called a “cultural will-to-humiliation,” which operates as a form of power to
reinforce white patriarchy and heteronormativity.' Shame and humiliation
are essential to the power of the manosphere.”” The manosphere’s internet
trolls wield shame and humiliation to destroy relationships, ruin careers, and
force their targets for harassment to leave online social spaces. Their vitriol
is borne primarily by women and disproportionately by women of color.”!

While there have been several recent academic studies that work to make
sense of the heterogeneous discourse of the manosphere, they largely stick to
examining it in terms of misogyny and thus analyze it in terms of gender.”
The analysis in this chapter looks to build on that discourse by examining
the manosphere in terms of heteronormativity, including the complicated
ways in which gender and sexuality are articulated together in digital misog-
ynist discourse. The manosphere is also an interesting conjuncture to explore
because men’s rights activists frequently have deep concerns over the role that
pornography is playing in contemporary American life. The manosphere
thus frequently joins the traditional alliance between anti-porn feminists and
Christian conservatives, itself alive and well in the work of Gail Dines, for
instance.” Who would’ve thought those two groups would get into bed with
men’s rights activists?

While these digital misogynists have many permutations on the web, there
are four groups in particular that spend a lot of time thinking and writing
about pornography: pickup artists and similar theorists of neomasculinity,
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the #NoFap community, Proud Boys, and incels. Each of these communities
structures their opposition to pornography slightly differently and diverges
widely on other aspects of politics and culture, yet each share a common
commitment to preserving traditional gender roles—to the point of mak-
ing pseudoscientific arguments about their biological innateness—and rein-
forcing heteronormativity. As Banet-Weiser has argued, while the various
permutations of the manosphere—incels, Proud Boys, Men Going Their
Own Way (MGTOW), pickup artists, #NoFap—analyzed in this chapter
may present as distinct and disconnected, they operate as a network, a shared
system of misogynist ideology, each helping to authorize and support the
other.* Further, while the communities participating in each of these dis-
courses are small, they wield an inordinate amount of power on the internet
because of their organizing tactics, exploitation of internet infrastructure
and platform community guidelines and terms and conditions, and the
amount of time, money, and technical expertise they have to dedicate to

their movements.

ROOSH V, PICKUP ARTISTRY, AND NEOMASCULINITY

Take, for example, Daryush Valizadeh, better known as Roosh V, a self-
proclaimed pickup artist who writes about his sexual exploits, pickup art-
istry, masculinity, and other issues related to the “manosphere,” and who
has been described by the Southern Poverty Law Center as a “male suprem-
acist.”” While it is difficult to establish just how popular Roosh’s writings
are, it is safe to assume he has a wide readership. His website Return of Kings
published 5,800 articles before shuttering in 2018.% His books currently on
Amazon hover within the top one hundred to top one thousand for most of
the categories they are ranked in.”” He planned, and later canceled, a global
day of meetings in one hundred cities in forty countries that elicited angry
petitions with hundreds of thousands of signatures and responses from may-
ors, legislators, and police chiefs.”® He was even doxed by Anonymous, a
prominent online hacker collective that released his address, phone number,
and a picture of his house in Washington, DC, where he supposedly lives
with his mother.?

A quick Google search reveals both mountains of forum posts that support
and extend Roosh’s thinking and a tidal wave of criticism, mostly directed
at his bragging about sex acts that seem to have been nonconsensual and his
arguments in favor of legalizing rape, both of which he has walked back
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and claimed were instances of sarcasm.*® This claim of sarcasm, satire, or
other forms of humor is a standard tactic that internet trolls, and the alt-right
in particular, use to simultaneously voice extremist thoughts and distance
themselves from responsibility for having voiced them.” In short, Roosh is
a popular and provocative writer on contemporary masculinity whose work
also happens to spend a lot of time connecting the standard tenets of alt-right
ideology to heteronormativity. As such, he is worth examining in detail to
geta better sense of the contemporary cultural context within which content
moderation has emerged, particularly the visceral and heteronormatively
inflected disgust that drives much of its draconian suppression of not just
pornography but all sexual speech.

In 2015, Roosh wrote a post on his website introducing the term neomas-
culinity to describe the “developing ideology” that has been pieced together
across his media platform (including Return of Kings and RVF, the Roosh
V Forum).” In an article for Return of Kings exploring the origins of neo-
masculinity, one of the site’s most popular contributors Quintus Curtius
situated neomasculinity as a return to and continuation of Reagan-era con-
servative politics based on optimism, pragmatism, and faith in traditional
institutions.” He writes, “Neomasculinity employs new methods to achieve
old aims. [ . .. | Neomasculinity is deeply conservative.”** For Roosh, neo-
masculinity meant pursuing or believing in at least half of the items on the

following list:
* Game [i.e., pickup artistry| o Sexual marketplace value
e Traditional sex roles *  Male-only spaces
* Self-improvement *  Hedonistic moderation
* Understanding the true nature of * Nuclear family
women *  Binary sex model
e Patriarchy ¢ Natural health and hygiene (baking
* Weightlifting/fitness soda, apple cider vinegar, etc)
* Individual responsibility e Male virtue
 Equal legal rights, free speech, * Anti-socialism
due process * Technological skepticism
e Testosterone o Feminine beauty ideals
* Entrepreneurship * Deeper life meaning and/or spiri-
* Hard work ethic tuality
* Red pill truths * Lifestyle optimization®
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I've italicized the items here that speak particularly strongly to hetero-
normativity to demonstrate that, in aligning with at least half of the list, nearly
all neomasculinists will subscribe to some components of heteronormativity as
Thave set outin the introduction, if not to heteronormativity writ large. Below
I analyze how Roosh positions some of the items on this list as they reveal
the overlapping and contradictory ideological tenets of the alt-right, which
perpetuates heteronormativity online and helps to produce the digital closet.

For Roosh, game or pickup artistry is an essential component of contem-
porary masculinity. For a host of undertheorized reasons, Roosh argues that
the majority of men’s “natural” selves will leave them involuntarily celibate,
or at best, only able to have sex with women of lower socioeconomic status
and attractiveness. It is worth noting that Roosh understands women’s attrac-
tiveness to be an objective trait determined by body measurements and facial
symmetry, whereas men’s attractiveness is more subjective and correlated to
personality traits and status symbols. Obviously, objectification is alive and
well here, reified by pseudoscientific arguments. To return to the point at
hand, this imbalance is the result of a liberal sexual economy, which Roosh
addresses under the term “sexual marketplace value.” This sexual economy
not only mirrors the free-market capitalist economy, but it is also deeply
influenced by it. Women’s ability to achieve financial independence has led
to them “leisurely shopping around for the most high status male [they] can
obtain.”? Roosh claims that women now dominate the workplace through
political correctness—policing human resources departments and control the
domestic sphere by leveraging false rape and domestic violence charges or
threats thereof. In short, women are increasingly empowered and use this
empowerment to dominate men and almost exclusively sleep with more
attractive and wealthy men, knowing that they can always settle down into
a monogamous marriage in their thirties after they are well past their “peak
beauty and fertility.””’

The result for low-status men, often referred to as betas in alt-right dis-
course, is that they have less access to sex, which Roosh describes as part of
“their basic survival needs.””® In many ways, Roosh longs for bygone eras
where Christian morality would leverage the threat of shame and ostraciza-
tion to pressure women into marrying “the first good man they bed, one they
often met through family or church.”” He writes, “This ensured society
stability and sexual equality in that most able-bodied men would be able to
procure a wife.”* Ideally, Roosh wants a woman to be “punished for her
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mistakes.”*! Here we can clearly see the deep entanglement of neomascu-
linity with heteronormativity. Roosh alternates between the reproductive
and carnal drives as the bedrock for sexuality, bracketing sex almost exclu-
sively to male-female couplings. He tries to map heterosexual monogamous
familism onto a broader pseudoscientific argument about the maintenance of
society or the species, a move that is obviously false.** By this logic, though,
humans would actually be behaving more “naturally” if only the “alphas”
were allowed to impregnate all the world’s females, as is the case in many
other animal species’ mating patterns. In short, the human species and human
society doesn’t need betas to have sex to “survive.” The real aim is to revive
power structures that preserve beta males’ unrestrained access to women’s
bodies for heterosexual intercourse. Roosh acknowledges this explicitly:
“Patriarchal systems must | . . . | be regained as the primary organizing struc-
ture of modern societies.”*

Roosh’s position is based on both a cisnormative and a heteronormative
presumption of traditional gender roles. He argues that gender equality is
nothing but “a myth that has no scientific basis.”** Instead, men and women
are binary categories that have “likely existed since the beginning of the
human species.”* For Roosh, men have essential traits like dominance, inde-
pendence, rationality, and analytical thinking, whereas women have essential
traits like submissiveness, dependence, emotional nature, faster intuition, and
cooperative sharing. It is worth noting that Roosh here demonstrates the
biological determinist or essentialist point of view that ignores a host of evi-
dence on the role of epigenesis and sociocultural factors on gender and sexu-
ality. This manifests, as we’ve seen above, in the slippage between the terms
“species” and “society” in Roosh’s writing, a useful conflation that allows
Roosh to alternate between biological determinist and social constructionist
claims whenever it suits his arguments. For example, Roosh also argues, “A
woman’s nature is therefore not static, and takes the shape of the container
of her environment. The true nature of men, on the other hand, is in turn
reactionary to signals women put out that declare their sexual preferences in
males.”* Thus women are at one point genetically submissive, dependent,
emotional, intuitive, and cooperative and at another subject to hedonistic
sex drives that lead them to adapt their behavioral traits to any given social
context to maximize pleasure.

Further, as is common in the discourse, women are once again positioned

as the second sex, the marked subjects, as men’s sexual decision-making is
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purely reactionary and natural. Yet, in the same article, Roosh argues for the
essential role that testosterone plays in masculinity. He writes, “Being a man
isnot a social construct—it’s primarily biological construct [sic| that is heavily
dependent on healthy body and brain functioning that results from appropri-
ate testosterone levels.”*” Men are somehow both reactionary and stable, as
they apparently do not take on the shape of the container they fill. Again, the
entire theory is grounded upon a heteronormative model of binary sex dif-
ferences. Roosh acknowledges this explicitly, noting that sex is determined
at birth by genetics and is necessarily tethered to the manifestation of mascu-
line and feminine behavioral characteristics. This is a vast oversimplification.
While anatomical sex differences are often dimorphic, they are determined
not simply by “genes” but by five factors: (1) the presence or absence of 2 Y
chromosome, (2) type of gonads, (3) sex hormones, (4) internal reproductive
anatomy, and (5) external genitalia.* While in the majority of people all five
of these factors align according to the dimorphic sex model, an estimated
1.7 percent of people are born intersex, with one or more of these factors not
only inverted but possibly somewhere on a spectrum between the dimorphic
poles.” Thus, even the markers of anatomical sex can be blurry, let alone
the performative aspects of gender.”” Roosh acknowledges this dismissively,
writing, “There are also exceptions with hermaphrodites, deformed humans
who are born with genitalia from both sexes.”*' Here Roosh is profoundly
cisnormative, intentionally denigrating, and out of step with scientific dis-
course, which no longer uses the term “hermaphrodite” in favor of “disorders
of sex development,” itself a denigrating term to intersex people.*

As is to be expected, Roosh quickly jumps from anatomical sex to gen-
der, importing the same binary model and essentialism that he mistakenly
extracted from the “scientific evidence.” He works this out in a passage that
is worth quoting at length:

Any attempt to manually seek out a gender or identity outside of the binary sex
modelis artificial, non-biological, and deviant. Such a practice is not conducive to
family formation or sanity on a societal level. A society can be definitively labeled
ill if it enables its citizens to artificially invent gender identities and pick them at
will as if shopping for fruit in a supermarket. Even worse is outright facilitating
mentally ill individuals to change their sex, which leads to an increase in suicide
and drug use without alleviating the underlying mental disorder. . . .*

The binary sex model has flaws in that it will not perfectly suit those who

possess personality and behavioral traits from the opposite sex, meaning that
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institutions and spaces for homosexuals or transsexuals won’t be constructed, but
at the same time it is inappropriate to encourage or enable a person to jump out
of their genetically determined sex by opening the door on dozens of different
gender identities and orientations that definitively harm the individual.

In a patriarchal society with traditional sex roles, only a tiny minority will
have trouble with their assigned sex at birth. They should not be allowed to dis-
rupt the lifestyle and healthy traditions of those who soundly fit into the natural

binary model.

There are a number of issues worth picking out from this passage. First,
Roosh conflates anatomical sex and gender strategically so that he might
use the pseudoscientific evidence he has gathered on the dimorphism of ana-
tomical sex to argue for essentialized, binary, heteronormative gender roles.
As we'll see, this is a common argumentative thread across alt-right, neo-
Christian conservative, and Silicon Valley tech discourses. Second, as is to be
expected, Roosh connects these essentialized gender roles to familism, and
through familism to the health of “society.” Again, here he conflates society
with species, as the health of society is a subjective determination based on
value judgments, while the health of the species is closer to an objectively
determinable aspect based on reproduction, among other determinants.
Third, he forges a false will of the majority by essentializing heterosexuality,
and thus the reason he has to hold the ground of biological essentialism
becomes clear. If people, including their gender identities and sexualities,
take the shape of the container they fill, then the proliferation of gender
identities and sexualities he so ardently fears might break his constructed
majority as more people deviate from traditional binarized gender norms and
heterosexuality, the latter of which was intentionally defined ambiguously
to make space to accommodate enough deviance to forge a majority.

Lastly, he tries to combine the language of psychiatric disorders with
a misuse of social scientific evidence as if it were biologically determined
to falsely reverse the causality of transgender, nonbinary, and gender-
nonconforming people’s suffering and vulnerability. What I mean by this
is that he looks at trends in data on drug use, suicide, and life satisfaction
among transgender populations to argue that trans people use drugs, commit
suicide, or are generally unhappy because they are trans. This is a biologically
determinist reading of social phenomena, which any 101 course would teach
students is an improper way to treat social scientific data. Instead, our best
evidence shows that trans people use drugs, commit suicide, and are unhappy
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most often because they are one of the most precarious populations on earth,
subject to state-sponsored and freelance violence on a daily basis, and con-
stantly struggling to navigate and find acceptance performing their gender
identity in a profoundly cisnormative world.** Then, in a double faux pas, he
extrapolates from his bad interpretation of the social scientific data to other
forms of gender nonconformance and queer sexualities, arguing that they
too “definitively harm the individual.”**

In short, Roosh’s whole philosophy leverages badly interpreted social
scientific and neurological data to essentialize not only the dimorphism of
anatomical sex but also binary gender identities, traditional gender roles,
familism, heterosexuality, and, in the end, patriarchy, all so that betas can
get laid. Any deviance from these essentialized norms is treated as an aber-
ration, dangerous to the individual, society, and the species. Roosh admits
that deviation happens at different levels of this schema from intersex to gen-
derqueer to homosexuality but thinks these people ought to conform to the
“majority” rather than be “accommodated” in society. In essence, he wants
LGBTQIA+ people to stay in the closet, both in real life and digitally. All of
this is packed with a bizarre combination of desiring that women be avail-
able for heterosexual intercourse while castigating them for ever consent-
ing to it pre- (or worse, extra-) maritally.’* Here we find yet again the tired
dichotomy of the “frigid bitch” and the “whore,” the perpetual dichotomy
of feminine sexuality as imagined by cisgender, heterosexual men. Yet this
time it comes from the oddest possible spokesman. But if Donald Trump can
ride to the presidency on the back of evangelical voters, then who is to tell
a self-professed pickup artist that he cannot preach sexual moderation in his
manuals for how to play the game?

Since 2018, Roosh’s online publishing platforms have been on the decline,
Amazon has removed several of his books from their self-publishing plat-
form, YouTube has sanctioned him, and PayPal and Discus have terminated
their partnerships with him.>” While his influence may be waning and his
Return of Kings site may be on indefinite hiatus, one can see the deep influ-
ence his platform has had on the manosphere in the sheer number of refer-
ences to this platform in the NoFap, Proud Boy, and incel discourses. Further,
as we will see in chapter 2, this paradoxical discourse that combines pickup
artistry with more traditional heteronormative values is deeply influential
in Silicon Valley. Silicon Valley is a world populated by self-identified nerds,
a number of whom found themselves wealthy enough nearly overnight to
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have all the sex they missed out on in their youth. It is no wonder then that
this odd combination of “beta” angst over spurned sexual overtures with

“alpha” entitlement to women’s bodies has become so pervasive online.

NOFAP
The NoFap community originated on Reddit and has largely been organized
through the r/NoFap subreddit started by Alexander Rhodes in 2011. The
r/NoFap subreddit currently has 449,000 subscribers.*® The community is
centrally organized around abstaining from pornography, masturbation,
and/or orgasm (PMO) for set periods of time and takes its name from an
onomatopoeic synonym for masturbation—jfap—that originated in a Jap-
anese comic strip in 1999.% If you follow the forum, you will see between
the banal and the misogynist posts a stream of (largely male) participants
reporting the effects of abstaining from PMO as being akin to the awakening
of “superpowers.” Posts regularly report effects like increases in concentra-
tion, energy, physical activity, confidence, and success with women. While
there is certainly nothing unhealthy about abstaining from PMO for periods
of time, the discourse on the NoFap forums is problematic in a number of
senses: (1) it tends to oversimplify scientific evidence, (2) it tends to overhype
the effects and correlate them too strongly to increased testosterone levels, (3)
it reifies a fundamentally moral argument against PMO, and (4) by combining
an emphasis on testosterone with an emphasis on this moral tradition of self-
control, NoFap reifies heteronormativity.

Clinical psychologist and author of The Myth of Sex Addiction David Ley
has written of the NoFap movement, “I'm not in opposition to them, but I
do think their ideas are simplistic, naive and promote a sad, reductionistic
and distorted view of male sexuality and masculinity.”® This is a common
sentiment in the discourse of experts on psychology and human behavior
when addressing the NoFap movement. The proponents of NoFap often
ground their claims on bad interpretations of science or pseudoscience. Since
1972, the American Medical Association has considered masturbation to be
normal human behavior.®! Since then, research has shown that masturbation
is correlated to a number of health benefits, such as a release of sexual tension,
reduced stress, better sleep, improved self-esteem and body image, relief of
menstrual cramps and muscle tension, strengthening of muscle tone in the
pelvic and anal areas, and it can help treat sexual problems.*> While for some
people masturbation can compensate for a lack of partnered sex or sexual
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satisfaction, and thus potentially inhibit the formation of relationships, it
is also frequently a component of an active and pleasurable sex life.® The
science is in on masturbation, and it indicates that there are no significant
health risks.

There is certainly a rise in diagnoses of psychogenic erectile dysfunction
(ED) among men under forty—which many researchers examine as instances
of potential pornography-induced erectile dysfunction (PIED) in which the
arousal mechanisms of the (male) body are short-circuited by the novelty
and extremity of pornography. That said, there are many factors beyond
the novelty thesis that may contribute to this rise. One important factor to
be considered is the inadvertent sexual conditioning through pornography
leading to unrealistic sexual expectations.®* Another factor is simply better
diagnostic tools and an increased willingness of men to speak to their doctors
about ED. However, the first peer-reviewed academic study on PIED found
that viewing pornography correlates to greater sexual responsiveness rather
than ED but also that there likely is no such thing as a biological addiction
to pornography.® In other words, the science is still out on PIED. We need
much more research on the social conditioning factor, which would benefit
from critical analyses of pornography content as well. What does seem clear
is that whatever impact pornography is having on sexual health, it is not
biological. Another study has shown that there is no change in the neuro-
endocrine response to orgasm after abstaining from PMO—thus indicating
that many of the felt changes reported by members of the NoFap movement
are psychological rather than biological in nature. However, this study did
show that male abstinence can lead to elevated testosterone levels, and this is
the data that members of the NoFap movement most frequently cling to.*

While the NoFap community is purportedly gender-neutral, much of its
discourse is caught up in the reification of hegemonic masculinity, and this
is the most likely explanation for the fixation on testosterone levels. Social
psychologists Kris Taylor and Sue Jackson have studied the NoFap commu-
nity and argue that its members “employ idealized discourses of innate mas-
culinity and the need for ‘real sex’ to justify their resistance to pornography
use and masturbation.”® In this discourse, men are positioned as biologically
inclined to seek pleasure from women, which in turn reifies traditional gen-
der roles and sexual expectations.

A frequent reference in this community is the work of Gary Wilson, an
anti-porn activist and author of Your Brain on Porn.*® Wilson argues that males
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are biologically wired to seek novelty during sexual selection—each female
offers a novel genetic opportunity, and men are genetically programmed to
seek them out, have sex with them, and impregnate them. For Wilson, online
pornography simulates this experience of bringing an infinite stream of new
females into view, thus desensitizing males to the novelty of females and
subsequently to the desire to realize the genetic opportunity of copulating
with them. Male brains become effectively rewired and addicted similarly
to drug and alcohol abusers. He reduces this to the repetitive function of the
click—clicking on content in an ever-refreshing feed of pornography—and
describes this as a click-based addiction in the TED Talk that helped to pop-
ularize his ideas.®” His TED Talk comes with a legal disclaimer from TED:
“This talk contains several assertions that are not supported by academically
respected studies in medicine and psychology. While some viewers might
find advice provided in this talk to be helpful, please do not look to this talk
for medical advice.””® Funnily, it is TED’s own addiction to click-based rev-
enues that have led them to maintain a talk that requires such a disclaimer.

The problem here is that Wilson, like so many others, is taking a vague
moral position, justifying it by appealing to normative gender roles, and
then biologizing those gender roles. This is a paradox that Taylor and Jack-
son highlighted in their study of NoFap forums: NoFap requires men to
“perform ostensibly innate characteristics.””" In short, the problem with this
discourse is that neither the morals nor the gender roles are universalizable.
As Thomas Laqueur has demonstrated at great length, this conjuncture of
universalized anti-masturbation sentiment is an essentially modern phenom-
enon in the Western world.”” Laqueur found that masturbation was not seen
as a serious problem for much of recorded history until the 1712 publication
of Onania: Or, the Heinous Sin of Self-Pollution, and All Its Frightful Consequences
(in Both Sexes) Considered.” Onania claimed that masturbation led to delete-
rious effects, like stunted growth, epilepsy, and the contraction of sexually
transmitted infections.

The publication of Onania and its surrounding discourse is also deeply tied
to the emergence of modern binary gender roles. Stephen Greenblatt neatly

summarizes Laqueur’s discoveries about this connection:

His book showed that in the seventeenth and eighteenth centuries people grad-
ually shifted from a one-sex model—in which the woman’s body was viewed as
a providentially inferior version of a man’s—to a two-sex model, in which the

organs of generation were understood to be quite distinct. That is, they gave
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up the ancient idea that the vagina was in effect an unborn penis and grasped
that what they had thought were the woman’s undescended testicles were in fact

something quite different, something they called ovaries.”

Thus, the emergence of procreative heteronormativity is not a millennia-old
phenomenon but a thoroughly modern one in which the genders were artic-
ulated as different in kind, each with their own normative social and sexual
roles. Onania thus successfully combined a historic religious and moral oppo-
sition to masturbation with misguided medical practice and scientificity, a
heteronormative formula that would endure for generations.”

Onania had multiple American editions that were influential in the United
States and imitated by many local authors.” Its line of argumentation was
echoed by American founding father Benjamin Rush, who suggested “a veg-
etable diet, temperance, bodily labor, cold baths, avoidance of obscenity,
music, a close study of mathematics, military glory, and, if all else failed,
castor oil” to ward off masturbation.”” The nineteenth and early twenti-
eth centuries were filled with American physicians in the so-called “social
hygiene movement” continuously inventing new ways to diagnose and tem-
per the conditions that tempted people to masturbate, ranging from diets
to devices.” These diets most notably included Sylvester Graham’s famous
crackers and J. H. Kellogg’s cereal. Kellogg advocated not only serving his
cold and bland cereal but also bandaging genitals and tying children’s hands to
their bedposts at night.”” Other techniques included the use of straitjackets;
wrapping children in cold, wet sheets at night; applying leeches to genitals;
burning genital tissue with an iron; castration; and clitoridectomy. Technol-
ogiesincluded genital cages, metal mittens, rings of metal spikes to cover the
penis and stab it if it became erect, and metal vulva guards.*” As Amy Wilkins,
a professor of sociology at the University of Colorado—Boulder has noted in
her interview for New York Magazine, this discourse tethers masculine iden-
tity to an ethic of self-control that actually reinforces heteronormativity—
certain (heterosexual) desires are articulated as natural impulses in need of
control through rigidly policed gender norms.*! #NoFap needs to be under-
stood in light of this. The men who predominate in its online discourse are
participating in a form of masculinity tethered to self-control and traditional
heteronormative biases.

In his 1904 book Adolescence, which is frequently cited as the origin
of adolescent psychology as a field of scientific research, G. Stanley Hall
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examines the research supporting the argument that “self-abuse [i.e., mas-
turbation] itself can be the cause of a distinct type of insanity”—namely,
sex perversion.® Despite his other contributions to the field, Hall brought
many of his heteronormative biases to bear on adolescent psychology and
established them at the foundation of the field.*’ The strength of this dis-
course is nowhere felt more strongly than in the Boy Scout Handbook, whose
1910 edition argued that “for an instructor to let his boys walk on this
exceedingly thin ice without giving them a warning word owing to some
prudish sentimentality, would be little short of a crime.”®* While psycholo-
gists like Magnus Hirschfeld and Wilhelm Stekel would publish arguments
that masturbation had no scientifically demonstrable negative effects on
healthin 1917, it wasn’t until the late 1940s and 1950s that researchers like
Virginia Johnson, William Masters, and Alfred Kinsey began in earnest to
normalize masturbation, and scientific consensus wasn’t reached until the
1970s. However, as Laqueur demonstrates, even after scientific consen-
sus was reached, anti-masturbation sentiments flourished and continue to
permeate our society through jokes and shame felt about masturbation, as
well as in religious discourse. Tellingly, when asked about a leading propo-
nent of the NoFap movement, Laqueur responded via email, “This guy is
straight out of nineteenth century America. It warms a historian’s heart.”®

In his astute overview of the NoFap movement, Jesse Singal argues that
NoFap offers “a version of anti-masturbation worries that has been tailored
for an age in which productivity is the sort of buzzword that piety and purity
were back when this panic first emerged.”®® This twenty-first-century anti-
masturbation sentiment is fundamentally structured by an ambivalence about
technology—and online pornography in particular. On the one hand, Rob-
ert Weiss has argued that “the [NoFap] movement is less about not mas-
turbating than it is about not engaging with ‘sexnology’ to the exclusion
of in-the-flesh intimate encounters. In other words, these young men are
rebelling against tech-sex; they are stepping away from their laptops and
into the real world.”® From this perspective, and following Singal, we can
understand the NoFap movement as having a deep anxiety about nonpro-
ductive sex, where productive sex might be read through either of the two
historic heteronormative lenses of procreative sex or heterosexual inter-
course to alleviate the biological impetus toward pleasure and sexual release.
On the other hand, Sarah Sharma has critiqued the manosphere’s emphasis on
using technology for a sexodus in which feminist critiques and demands can
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be ignored because sex robots, toys, and pornography now prevent women
from withholding sexual gratification from frustrated men—which to many
in the manosphere is the only reason feminist demands might otherwise be
negotiable.®®

From this perspective, we can understand the NoFap movement as highly
invested in sexual conservatism and particularly the maintenance of traditional
gender roles, as well as technocapitalism. Here productivity might imply the
felt urgency to continually press onward with the development of technol-
ogy in a hypermasculine competitive marketplace without ever pausing to
reflect, exercise hindsight, or invest time and energy into addressing feminist
concerns. Why waste time learning how to make yourself and the world more
inviting to women when you can build a robot sex slave? #NoFappers are not
anti-orgasm, but they generally are decidedly anti-feminist.

PROUD BOYS
The violent ends of a movement toward an anti-pornography and anti-
masturbation ethic can be more clearly seen in the case of the Proud Boys.
The group began in the fall of 2016 when VICE magazine cofounder and
libertarian provocateur Gavin Mclnnes and a group of fans gathered in a
bar to laugh at videos about the Uhuru Solidarity Movement, which seeks
to offer white reparations to African people, and to sing the song “Proud
of Your Boy” from the Broadway adaptation of the Disney animated film
Aladdin.® McInnes repeatedly articulates the Proud Boys as a fraternal social
and drinking club open to any men, regardless of race or sexuality, willing to
openly declare their commitment to what he calls “Western chauvinism.”*
While the term “Western chauvinism” is not clearly defined in the majority
of Proud Boys materials, it is generally tied to a commitment to Western

modernity and conservation of its values. These values center on a number

of tenets:
* Minimal Government * Pro-Free Speech (1st Amendment)
e Maximum Freedom * Pro-Gun Rights (2nd Amendment)
* Anti-Political Correctness ¢ Glorifying the Entrepreneur
* Anti-Drug War * Venerating the Housewife
e Closed Borders * Reinstating a Spirit of Western Chau-
* Anti-Racial Guilt vinism”!

¢ Anti-Racism
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All one has to do to join the Proud Boys is publicly declare one’s Western
chauvinism. By forgoing anonymity and facing the consequences of taking
this stance, one achieves the “First Degree” of Proud Boydom.? This entry
into Proud Boydom is often accompanied by the purchase of a black and gold
Fred Perry polo shirt, which is the unofficial uniform of the Proud Boys.”

Simon Houpt, of Canada’s The Globe and Mail, described McInnes’s beliefs
as “libertarian politics, Father Knows Best gender roles, closed borders, Islam-
ophobia and something he calls “Western chauvinism.””** It was this combi-
nation of beliefs and the actions that they encouraged among Proud Boys that
led the Southern Poverty Law Center to label the Proud Boys a hate group
in 2018 and Canada to label them a terrorist group in 2021.” Proud Boy
forums and online social networks were rife with white nationalist memes
that, while they clash with the official positioning of the group, are in line
with the alliances it has built and its affiliated media outlets. McInnes has
published on hate sites like VDare.com and American Renaissance and in
far-right publications like Taki’s Magazine. He has made a series of racist,
transphobic, and misogynistic statements in these media outlets and inter-
views for more mainstream publications.” For example, in 2003, McInnes
told the New York Times, “I1love being white and I think it’s something to be
very proud of. . . . I don’t want our culture diluted. We need to close the bor-
ders now and let everyone assimilate to a Western, white, English-speaking
way of life.””” The ability to make these sorts of offensive statements itself
is gendered and sexualized because it is associated with masculine potency,
capacity to satisfy a sexual partner, and maintenance of “alpha” status. Con-
servatives who refuse to do so are referred to as cuckservatives, a term Mclnnes
draws from Matt Forney’s article for Return of Kings that associates such
conservatives with cuckolds, men whose wives seek sexual gratification out-
side of marriage, often with racially othered male partners.”® For McInnes,
real conservatives would be better served by abandoning politically correct
culture: “We keep clamoring for the youth vote, and the woman vote, and
the minority vote when if we just accepted the dad vote we’d be fine.””

Mclnnes’s commitments to heteronormativity are rendered even more
transparent in light of his violent transphobia. In an article titled “Transpho-
bia Is Perfectly Natural,” McInnes wrote, “Womanhood is not on a shelf next
to wigs and makeup. Similarly, being a dude is quite involved. Ripping your
vaginal canal out of your fly doesn’t mean you are going to start inventing
shit and knowing how cement works. Being a man is awesome. So is being
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a woman. We should revere these creations, not revel in their bastardiza-
tion.”'” He has similarly argued that transgender people are “mentally ill
gays” and has referred to them as “gender n*****s” and “stupid lunatics.”*"!
Though he argues that his transphobia is located in a respect for traditional
womanhood, McInnes is also an avowed anti-feminist and at times open sex-
ist. On his YouTube show, McInnes has noted, “Maybe the reason I'm sexist
is because women are dumb. No, I'm just kidding, ladies. But you do tend
to not thrive in certain areas—Ilike writing.”'> The Proud Boys use their
pro-Western posture to position themselves as promoting “Western values”
without ever acknowledging their perpetuation of the worst “Western” prej-
udices and intolerances around race, gender, and sexuality.

While the First Degree of Proud Boydom simply involves a public com-
mitment to this ideology, the subsequent degrees involve taking concrete
actions. The Second Degree of Proud Boydom is twofold. First, members
must name five breakfast cereals while getting physically assaulted by at least
five men. According to Mclnnes, this serves as an exercise in “adrenaline
control” that comes in useful during both physical and verbal altercations.
Proud Boys need to maintain their composure at all times. This test also
works toward bonding and building camaraderie among Proud Boys.'* Sec-
ond, Proud Boys must commit to only watching pornography and mastur-
bating once every thirty days, and when they do so, it can only be within one
yard of a woman and with her explicit consent. As McInnes notes, “[M]ost
Proud Boys will cite #NoWanks as what’s improved their life the most. It
gets young men off the couch and talking to women and it gets married men
away from their computers and back into bed with their significant other.”'"
Interestingly, “Gay Proud Boys are exempt from #NoWanks because they
are doing just fine for intercourse.”'® This paradox is likely due to the Proud
Boys’ emphasis on marriage and procreation as the ultimate goals for its
members.

The Proud Boys reproduce all of the same historically heteronormative
dimensions of anti-masturbation culture outlined previously in relation to
the NoFap movement, like the reification of binarized gender roles and thus
heterosexual normativity, the procreative ethic, a presumed entitlement
to access to women’s bodies for sex, and an ambivalence about sexnology
that plays out poorly for women either way. However, the discourse of
self-control and its relation to heteronormativity is particularly important
in the case of the Proud Boys. This discourse has traditionally been used
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to demonstrate the moral superiority and civilizational advancement of the
white, heterosexual bourgeoisie and subsequently to justify the regulation
and policing of sex by this same class of individuals. Time and again this rhet-
oric has been used to discriminate against and police people of color (POC)
for deviations from heteronormativity.'* This legacy manifests in the Proud
Boys’ tethering of sexual self-control to their commitment to “Western
chauvinism,” a combination that is amplified by collectivized policing mech-
anisms. As Wilkins has noted, similarly to historically Christian abstinence
practices, the Proud Boys require “accountability partners” and their forums
offer an opportunity to share stories of the struggle to control one’s desire.
In an interview with New York Magazine, she notes, “In this way they cre-
ated a group culture of self-control that A) proved they were all red-blooded
heterosexual young men and B) made sexuality central to their identities
even when they weren’t doing it.”'"’

By collectively articulating their (predominantly heteronormative) sexu-
ality in public and within the confines of an ideology that requires a commit-
ment to sexual norms for membership and group approval, the Proud Boys
have implicitly tethered heteronormativity to group identity. As Wilkins
notes, “If one has to think about letting down the ‘boys’ every time he wants
to jerk off, his association with his own, private sexuality becomes public,
and twinned directly to a political ideology. There is no space between his

7108 A racialized hetero-

body and the political apparatus that governs it.
normativity thus becomes ingrained in Proud Boys’ comportment toward
their own bodies and private sexuality by the threat of social ostracization
and community policing mechanisms.

Proud Boys can reach the Third Degree by getting a tattoo that reads
“Proud Boy.” The Fourth Degree, which was added later, requires a Proud
Boy to have “endured a major conflict related to the cause.”'”” According
to Mclnnes, the Fourth Degree is not meant to encourage members to seek
out physical confrontations with their enemies but is instead reserved for
Proud Boys forced to defend themselves. He writes, “We don’t start fights,
we finish them. 4th degree is a consolation prize for being thrust into a shitty
situation and surviving.”''® This latter clarification came alongside a num-
ber of initiatives to distance the Proud Boys from the alt-right after white
supremacist and Proud Boy member Jason Kessler organized the infamous
Unite the Right rally in Charlottesville, Virginia, in August 2017 that led to
anumber of skirmishes and the vehicular assault of many counterprotesters
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and murder of Heather Heyer by an alt-right extremist. Shortly after the
Unite the Right rally, McInnes wrote a piece for Proud Boy Magazine in which
he argued that the alt-right was trying to infiltrate the Proud Boys and frame
them for crimes by wearing their shirts while doing terrible things in pub-
lic. He then laid out some rules for how members might identify and excise
members of the alt-right from the Proud Boy organization.'"

Despite McInnes’s attempts to distance his organization from the alt-
right, the FBI identified members of the Proud Boys as extremist threats
in the fall of 2018 and began warning local law enforcement agencies of
their attempts to actively recruit members and their role in the escalation of
violence at political rallies in Charlottesville, Portland, and Seattle."* That
fall the Proud Boys also saw themselves banned from social media platforms
like Facebook and Twitter and banned from using PayPal. Two days after
the FBI’s extremist group designation was made public, McInnes publicly
quit the Proud Boys, though he claimed his actions were due to his lawyers
advising him that his quitting could lessen the sentence of the “NYC nine,”
a group of Proud Boys then undergoing trial for fighting protesters in New
York City.'" Since then, McInnes has been banned from Amazon, PayPal,
Twitter, Facebook, and YouTube."* Despite claiming to step down, he still
maintains strong connections to the movement and participates in mobiliz-
ing it for extremist demonstrations, most notably the insurrection at the US
Capitol Building in 2021. The Proud Boys may be the strongest of these
movements in the manosphere at the time of writing after being specifically
referenced by Donald Trump in the 2020 presidential debates, where they
heard Trump tell them to “stand by” during the election.'

INCELS
The official incel wiki describes an incel as “someone who is or would be
romantically and/or sexually rejected by the vast majority of the single mem-
bers of the gender they are attracted to while approaching at random in spaces
socially designated for dating, for at least a few years.”""® Hence the term incel,
which is a shortened version of “involuntarily celibate.” According to incel
orthodoxy, inceldom is not a belief system, label, or ideology but instead
a matter of fact, a phenomenon that occurs in both human society and the
animal kingdom."” While their official wiki acknowledges that prejudice is
widespread across incel forums, the wiki works to position this prejudice as

nonessential to inceldom. The community makes widespread use of surveys
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of their forum users that show that only between 28 and 50 percent of the
incel community is white—the largest minority population being what they
refer to as (male) currycels, or incels whose ethnic background lies in the Indian
subcontinent.''®

Incels can trace a long genealogy for their community. In 1987, Brian
Gilmartin published Shyness & Love, in which he argued that “love-shyness”
ought to be treated as a medical condition—a term that he would use inter-
changeably with incel later in life.""” Incels were active on the early internet
in the alt.support.shyness newsgroup started in 1988 and the alt.seduction.
fast newsgroup started in 1994, though the common term at the time was
“socially anxious men,” a term more accurate in part because it captures the
male-centeredness of inceldom.'® The term “incel” first entered popular
usage in 1997 and achieved legitimacy through Denise Donnelly’s 2001 aca-
demic study of involuntary celibacy published in the Journal of Sex Research.'!
The intervening years have seen the incel community flourish online, taking
shape within a number of internet forums, including incels.co, r/Braincels on
Reddit, Incelistan on Facebook, Incelistan.net, love-shy.com, and the forums
Incelswithouthate and Foreveralone on the official incel wiki.!?

Over these two decades, the incel community has also shifted from
being an inclusive and somewhat woke support group to a set of frustrated
men blaming women for their lack of access to women’s bodies and call-
ing for acts of extreme violence.'” On May 23, 2014, Elliot Rodger, a self-
identified incel, murdered six people and injured fourteen others outside a
sorority house in Isla Vista, California, leaving behind a manifesto describing
his involuntary celibacy and his desire for revenge after being rejected by
women.'** Rodger’s acts were a direct inspiration to other frustrated men
in the manosphere who have committed similar crimes and was cited in the
murder of nine people and injury of eight at the Umpqua Community Col-
lege in Roseburg, Oregon; the murder of two people in Aztec, New Mexico;
the murder of seventeen people and injury of seventeen others at Stoneman
Douglas High School in Parkland, Florida; the murder of ten people and
injury of fourteen others in a vehicle-ramming attack in Toronto, Ontario;
and the murder of two and injury of four at a hot yoga studio in Tallahassee,
Florida.'?

The incel community is notoriously and intentionally difficult to parse
because of their use of incelese—their official glossary boasts over three hun-
dred neologisms coined by the incel community. For instance, inceldom
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actually exists on a spectrum ranging from nearcels—who have some attri-
butes of the incel but are also somewhat normal and may have dated in the
past in between long dry spells—to truecels—who have “never even touched
someone of the opposite sex,” with incels serving as the intermediate step
between the two.'* Perhaps the most important neologism within inceldom
is blackpill. This term is an incel-specific take on the familiar alt-right dis-
course on redpilling, drawn from the scene in the movie The Matrix where
Neo is offered a choice between a blue pill that will let him wake up and for-
get all the events of the film or a red pill that will open his eyes to the world in
its true form. While the red pill offers a call to action by presenting the vision
of an ugly world that can be saved, the black pill offers only an awakening
to the sexual dystopia of the modern world and at best some coping mecha-
nisms and group solidarity.

While incels will sometimes attempt to discursively position the blackpill
as being gender-neutral, it is without a doubt a masculine perspective of an
inaccessible sexual marketplace. The blackpill consists of five essential truths:

Looks are necessary to the formation of physical or romantic desire
Looks are not distributed evenly among men

Looks are not subjective

“The Dualistic Mating Strategy”

Hypergamy

Al o .

The first truth describes a world in which women establish a minimum level
of attractiveness for potential “mates” that they will then proceed to lie about
and diminish the importance of. The second and third truths note that some
men are disadvantaged by the uneven distribution of objective attractiveness
across the population. The fourth truth largely positions incels as potential
cuckolds that will be selected to raise the children of other men after women
have lost the ability to cycle through more attractive partners—thus gaining
“access to their genes.” The fifth truth is that women are inclined to “trade
up” for better men, and this tendency is catalyzed by a society with liberated
women and sexuality.'?’

In their reading of A. J. Bateman’s principles from evolutionary biology,
incels argue that this hypergamy is understood as a biologically determined
aspect of all females in the animal kingdom. Bateman derived his famous
principles from a study of fruit fly mating in 1948 that for fifty years served
as a touchstone for evolutionary biology.'” His findings were basically
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that males are biologically driven to mate with as many females as possi-
ble, whereas females are biologically driven to be highly selective in their
choices of mates—findings that he explicitly predicted would apply to
humans.'” For many years thereafter, evolutionary biologists faced what
might be described as a confirmation bias as they took to the field looking
for male animals exerting a lot of time and energy trying to mate with eva-
sive and highly selective females. Inceldom’s application of Bateman’s prin-
ciple is problematic for a number of reasons. First, recent empirical studies
have failed to reproduce Bateman’s experimental results.”*” Second, modern
empirical data, like the results of DNA testing, produce results that are in
conflict with Bateman’s principle and often show female animals mating with
multiple partners during a single mating season."! Third, mathematical mod-
els have demonstrated that intense competition for mates among one sex does
not necessarily cause the opposite sex to increase their selectiveness.”” And,
finally, animals with higher intelligence, like primates, who can manipulate
their social environments and/or reproductive physiology are marked by
“female behavior and physiology (e.g. social strategizing, sexual solicitation
or rejection, sexual advertisement or concealed ovulation, multiple mat-
ing, and reproductive failure)” that challenges Bateman’s principle.'* Sarah
Blaffer Hrdy famously showed that female primates gained material benefits
from mating with multiple partners, such as reduced risk of infanticide and
increased assurance of fertilization.!**

Humans in particular engage in all sorts of behaviors that make the appli-
cation of Bateman’s principles difficult and can lead to high variability across
the species based on local contexts.”?® As Stevan J. Arnold has noted, evo-
lutionary biologists have been too quick to assume that Bateman’s princi-
ples can be universalized to all animals.'** Perhaps the biggest complicating
factor is that Bateman’s principles apply exclusively to reproductive sex-
ual behaviors—Bateman himself did not even analyze sexual encounters
between fruit flies that did not produce offspring. The social scripts and strat-
egies for nonreproductive sex are much more complicated than Bateman’s
principles might model, as sexual selection is not constrained by the time
investment and difficulty of producing ova or rearing children. Regardless,
incels leverage Bateman to commiserate with one another over their lack of
access to women’s bodies. Incels mourn their lack of access to women’s bodies
for sex writ large, not just reproductive sex, and thus are closer to Roosh’s
pickup artists than to Proud Boys.
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The blackpill thus uses, at best, a reductive reading of scientific evidence
to articulate a biologically determined sexual dystopia for men. It manages
to combine the paradoxical pillars of heteronormativity, reproductive sex,
and biological sex drives by mapping questionable research into reproduc-
tive sexual strategies from evolutionary biology onto a heterosexual libid-
inal economy, thus, even when women are not seeking to reproduce, their
sexual selection is understood as being motivated by a biologically deter-
mined drive toward coyness, withholding sex, and cuckoldry. In this way,
it reifies heteronormativity by grounding all sexual strategies within the
evolutionary biology of reproduction. The blackpill philosophy is intended
to awaken incels to the fact that “there’s no personal solution to systematic
dating problems for men and only societal hardship (such as mass poverty)
can solve men’s systemic dating issues.”"*” In its least problematic interpre-
tation, this fundamental truth is meant to protect incels from falling victim
to “self-improvement” discourses, thus saving them the time, energy, and
disappointment that would result from trying to improve their attractiveness
to women. However, as we’ve seen, many men do not respond to the black-
pill as an awakening to an unchangeable world and instead are driven to acts
of mass murder that specifically target women to seek revenge on them for
withholding sex from “unattractive” men.

FROM THE MANOSPHERE TO EVANGELICAL ANTI-PORN CRUSADERS
The extended analyses of these myriad movements in the manosphere
demonstrate that despite their heterogeneity, in many instances, they all share
adeep commitment to normative and biologically essentialized gender roles,
heteronormative sexuality, and a tendency to lean on the rhetoric of science
to produce pseudoscientific arguments about gender and sexuality. In the
next chapter, I will show how a lot of these same comportments can be found
among the male coders and executives in Silicon Valley, who often make
eerily similar arguments as these online extremists, even if they prefer to site
tamer and more publicly accessible intermediaries like the pop psychologist
Jordan Peterson. Below, I would like to demonstrate how these same com-
portments are also frequently reproduced among evangelical conservatives
who are crusading against online pornography. While an exhaustive analysis
of these actors is outside the purview of this chapter, I will examine the
case of Morality in Media, now rebranded as the National Center on Sexual
Exploitation, in great detail. NCOSE is illuminating because it bridges the
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gap between earlier Christian conservative anti-porn activism and today’s
form, as Morality in Media was founded in the 1970s, remained rather active
through the decades, and through its rebranding has morphed into the most
visible and successful Christian conservative crusader against porn. NCOSE
is also particularly interesting for our case because it demonstrates a blend
of alt-right arguments, woke Leftist arguments, pseudoscientific takes on
scientific research, and traditional evangelical conservative positions on gen-
der and sexuality. NCOSE thus perfectly demonstrates how crusades against
pornography make for unlikely bedfellows.

THE NEO-CHRISTIAN CONSERVATIVE ANTI-PORN MOVEMENT

The popular narrative that conservatives have given up on regulating porn
is a myth. Over the past twenty years, the proliferation of cyberporn has
been coupled with the continued growth of preexisting and the emergence
of new anti-porn grassroots campaigns, such Morality in Media/NCOSE,
Pure Desires Ministries, the American Family Association, the National Law
Center for Children and Families, the Family Research Council, the National
Coalition for the Protection of Children and Families, Enough Is Enough,
People Not Porn, Fight the New Drug, Truth About Porn, Your Brain on
Porn, Culture Reframed, and the Fortify Program. While each of these
groups differ in scale, effectiveness, and the depth of their explicit connec-
tions to Christian churches; they all commit to publicizing anti-pornography
research and argumentation that draws on the language of addiction and
argues for strong negative biological and psychological impacts of pornog-
raphy use; they all frame their intervention through rhetorical appeals to the
unwanted exposure of children to pornography and maintaining the sanctity
of the family; they all call for heightened regulation of pornography and
censorship of obscenity.

To my eye, Morality in Media—now NCOSE—has emerged at the fore-
front of the traditional conservative anti-porn movement in the United
States. NCOSE has by far the most robust and sophisticated web presence of
any of these groups, producing annual progress reports, sophisticated white
papers, how-to guides for citizens to get involved and parents to better con-
trol their children’s internet access and achieving headlines by being men-
tioned in media outlets like the Today Show, CNN News, the New York Times,
BBC News, USA Today, and Fox News."*® Their visibility is likely due to the
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inflammatory rhetoric that they use and their intentional blurring of the
lines between pornography, prostitution, and sex trafficking, which together
make for sensational headlines and easy click-bait on the web.

To get an overview of their take on pornography, one needs only look
at their 2017 white paper, Pornography & Public Health: Research Summary, in
which they describe pornography as “a social toxin that destroys relation-
ships, steals innocence, erodes compassion, breeds violence, and kills love.”"*
Their key argument is that pornography has become so ubiquitous that chil-
dren are getting exposed to it at younger ages, that its pervasive use leads to
addiction, that it negatively impacts women (they repeatedly leverage femi-
nist rhetoric when useful), that its ubiquity infringes on individual rights by
making it impossible to live a porn-free life, that private use of pornography
has public consequences, that the combination of these last two facts means
that it is unmanageable at the individual level and requires state regulation,
and finally, that “pornography is prostitution for mass consumption.”'*

As is common in many of their reports, NCOSE loosely and reductively
stitches together disparate academic research to draw their predetermined

conclusions about pornography. As they note,

While independently these studies do not prove that pornography causes harm,
taken in totality, the converging evidence overwhelmingly suggests that pornog-
raphy is correlated with a broad array of harms that adversely impact the public
health of the nation. These include higher incidence of STIs, increased verbal
and physical sexual aggression, acceptance of rape myths, risky sexual behav-
iors among adolescents, reduced impulse control and reckless decision making,

increased sexual dysfunction, and more.""’

It is worth noting that many of the studies they cite take place in cultural con-
texts outside the United States and have not been repeatedly verified by inde-
pendent researchers. They are often preliminary results that are being read as
objective facts and stitched together to make a leap toward totalization. This
is not to say that none of their points are valid or in need of further research
but only to bring these issues back into question rather than establishing them
as axiomatic for all valid perspectives on pornography use. That said, it would
take an entire book to rebut each of the claims that NCOSE makes about
pornography, and here we might be best served by restricting ourselves to
examining in more detail some of the more heteronormative claims that they
establish at the foundation of their anti-pornography platform.
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This platform mixes all of the familiar conservative tropes about protect-
ing children, preserving the family, and combating sexual deviance with
more contemporary feminist critiques of pornography, a legacy of the alli-
ance between the Moral Majority and feminist porn critics from the twen-
tieth century. The report argues that pornography harms children’s brains,
renders them more susceptible to addictions of all kinds as adults, weakens
their emotional bonds with their parents, makes them more likely to engage
in risky sexual behaviors, increases their chances of reporting being victims
of physical and sexual violence, makes them more likely to commit crimes,
lessens their sexual satisfaction, makes them more likely to have sex with
younger adolescents, and increases their sexual uncertainty and casual sexual
exploration.'*?

Much of the research supporting these arguments is up for debate, hasn’t
been reproduced across multiple studies, and often took place in contexts
outside the United States. Beyond this, though, we can see a heteronormative
perspective entrenched in the alignment of research. Sex is understood as a
private and adult act that ought to be controlled and subsumed under struc-
tures like marital procreation or loving monogamous relationships. The core
concern is deviation from heteronormativity. As the report notes, “More
frequent use of sexually explicit Internet materials is shown to foster greater
sexual uncertainty in the formation of sexual beliefs and values, as well as a
shift away from sexual permissiveness with affection to attitudes support-
ive of uncommitted sexual exploration.”'*’ The development of a freer
and more fluid sexuality is to be combated at all costs, as can be seen in the
connections it draws to biological dysfunction, psychological trauma, and
association with criminality—though even conservative media outlets like
Reason have reported the factual inaccuracy of these links, particularly to
crime, which has gone down in a near causal relation with the rise of online
pornography.'*

We can also see this entrenched heteronormativity in the emphasis on
preserving the nuclear family. As the study notes under the heading “Risky
Behaviors and Other Harms,” “For males, increased pornography use is cor-
related with more sex partners, | . . . | greater acceptance of sex outside of
marriage for married individuals, greater acceptance of sex before marriage,
and less child centeredness during marriage.”'* It further correlates pornog-
raphy use to paying for sex, increased casual sexual encounters, increased
sexually transmitted infections (STIs), less condom use, earlier sexual debuts,
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increased relationship breakups, higher divorce rates, and riskier sexual
practices.'*® Perhaps most tellingly, the report argues that marriage forma-
tion brings demographic and socioeconomic improvements to society, and
that “pornography has been shown to significantly negatively impact mar-
riage formation, and in light robust controls, the effect is likely causal.”'*’
The report thus reflects the standard devil’s bargain of heteronormativity
in which sex for pleasure is only acceptable within heterosexual, monoga-
mous, amorous relationships, and, when this is pressed, the norm paradox-
ically reverts to procreative sex. Pornography is thus a social evil because it
encourages libertinism and fuels sexual exploration and expressivity outside
of the confines of heteronormative social scripts.

Ironically, despite feminism’s well-established critiques of the nuclear
family and an existence centered on child-rearing, a discursive alliance has
been formed."® NCOSE argues that the paraphilic disorders and extreme
sex in hard-core pornography teach women to enjoy sexual violence and
degradation, instigate sexual offenses and perpetuate rape myths, increase
verbal and physical aggression against women, increase female sexual victim-
ization, and fuel the demand for sexual exploitation.'*’ The study also notes
that pornography leads to negative body images for women and pressure
to perform the sex acts depicted in pornography: “As a result of viewing
pornography, women reported lowered body image, criticism from their
partners regarding their bodies, increased pressure to perform acts seen in
pornographic films, and less actual sex.”"*® While all of these are valid con-
cerns worthy of further study and potential activism, it is clear that NCOSE
has failed to engage any feminist thinkers after the early 1990s—with the
possible exception of Gail Dines’s radical anti-pornography writings. The
report seems totally unaware of the discourse surrounding feminist and
LGBTQIA+ pornography, instead understanding pornography as simply
consisting of mainstream heteroporn and extremist deviant porn, like child
sexual abuse images, incest pornography, zoophilia, coprophilia, urophilia,
rape play, and torture.”' In other words, the report takes a historically and
culturally specific genre of pornography as the universal form of any and all
possible pornography. It thus fails to recognize that a few dominant porn
production companies are responsible for implementing and maintaining
the dominant genre of mainstream heteroporn that potentially leads to such
negative consequences for women. The report comes close to recognizing
this but never follows through on its own insight: “Mainstream commercial
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pornography has coalesced around a relatively homogeneous script involv-
ing violence and female degradation.”’** Subsequently, NCOSE is unable
to imagine that pornography could ever be different. This severely limits
its analysis and shows that it cannot think of porn outside of heteroporn,
perhaps another consequence of its entrenched heteronormative perspective.

The one exception to NCOSE’s silence on more contemporary feminist
discourse is their uptake of the term intersectionality. The term was coined
by Black feminist theorist, lawyer, and civil rights activist Kimberlé Cren-
shaw in 1989 and has achieved public visibility through her 2016 TED Talk,
“The Urgency of Intersectionality.”'*® For Crenshaw, identity exists at the
intersection of various cultural binaries and forms of marginalization. She
draws on the experience of Black women to describe intersectionality, show-
ing how Black women face the intersectional marginalization of being both
marginalized as women and as Black people. In a staggering recontextualiza-
tion of the term, NCOSE uses intersectionality as a foundational principle
to interconnect sexual exploitation and abuse. As they explain, “Evidence
supports the fact that child sexual abuse, prostitution, pornography, sex traf-
ficking, sexual violence, and more, are not isolated phenomena occurring
in a vacuum, but that these and other forms of sexual abuse and exploita-
tion overlap and reinforce one another.”'** By articulating pornography,
child sex abuse, prostitution, and sex trafficking as intersections of a singular
social phenomenon, NCOSE is able to “promote a comprehensive umbrella
of solutions.”"> As we will see in much greater detail in chapters 3 and 4,
nowhere has this intersectional approach been more successful and more
damaging to sex workers, adult entertainers, sex educators, and LGBTQIA+
content creators than in the 2017 passage of the FOSTA-SESTA act by the
US Congress. At this point in time, though, it is worth reviewing some of the
other effects that this intersectional and heteronormative approach has had
on government and corporate policy in the United States.

NCOSE tends to overstate its impact on policy and regulation and down-
play the small size of its funding.'* For instance, the organization termi-
nated all reported federal lobbying in 2006."7 Despite this, NCOSE claims
to host regular events in the US Capitol Building."*® For example, in July
of 2015, NCOSE held an anti-pornography summit on Capitol Hill titled
“Pornography: A Public Health Crisis” that was meant to educate lawmak-
ers on “how porn fuels sex trafficking, child exploitation, and sexual vio-

2159

lence.”" During the summit, NCOSE compared this health crisis to those
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of lead poisoning, asbestos exposure, smoking, and HIV/AIDS. The impact
of these sorts of events is hard to gauge, but in 2012, NCOSE was able to get
GOP presidential candidates Mitt Romney, Newt Gingrich, and Rick Santo-
rum to commit on the record to cracking down on pornography, though the
sincerity of these commitments was questionable.'® In 2016, NCOSE saw
the Republican National Committee include language from its summit in
the official Republican platform for 2016: “The internet must not become a
safe haven for predators. Pornography, with its harmful effects, especially on
children, has become a public health crisis that is destroying the lives of mil-
lions. We encourage states to continue to fight this public menace and pledge
our commitment to children’s safety and well-being.”'*' Between April of
2016 and March of 2018, NCOSE also managed to get draft legislation offi-
cially recognizing pornography as a public health concern passed by state
legislative bodies in Utah, South Dakota, Tennessee, Arkansas, Louisiana,
Virginia, Pennsylvania, and Florida, some even going so far as to describe
pornography as a public health crisis.'®* A number of these legislative bodies
passed these resolutions with upwards of 80 percent of the votes, sometimes
unanimously. The effect has also been particularly noticeable in the military,
which stopped all sales of pornography from military commissaries and now
offers sex-trafficking training to all military service members “with the issue
of pornography explained as a factor driving demand.”"*?

NCOSE claims to have directly impacted the corporate policies of major
US companies such as Comecast, Google, Walmart, Verizon, Starbucks,
and McDonalds. Take Comcast for example, which in 2018 had more than
twenty million television subscribers and was pressured to install much stron-
ger parental controls and institute a “Common Sense” rating scheme to allow
parents to automatically filter which programming and apps children have
access to, including a “Kid’s Zone” in which all content is vetted for children
under the age of twelve. The company has also buried pornographic chan-
nels, blocked their voice remote from searching for pornographic content,
and even sanitized the titles and descriptions of adult entertainment offerings
to cut down on the unwanted exposure of children to pornography. Further,
pornography has been completely removed from their mobile app. Comcast
has committed to future meetings with NCOSE and has publicly noted, “We
welcome dialogue on how to continually improve on these measures from
third-party stakeholders in family safety and digital health, including the
National Center on Sexual Exploitation.”'®* Or take Google, which, one
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year after appearing on NCOSE’s “Dirty Dozen” list, changed its corporate
policy and banned all ads with pornographic content or that link to websites
with sexually explicit content and further removed all pornographic and
sexually explicit apps from its officially sanctioned Google Play store.'* The
company also agreed to make SafeSearch much more visible by placing it
prominently in the upper righthand corner of Google Images."*

Even if NCOSE is not directly responsible for the number of government
and corporate policy changes that they claim in their literature, the organi-
zation is representative of a wider and more powerful discourse on pornog-
raphy and sexuality. Whether or not they originated the set of rhetorical
strategies and arguments that they employ, they capture a common senti-
ment about and comportment toward sex and sexuality in the twenty-first
century. This new discourse has selected the few bits of feminist and queer
theory from the past twenty years that support their arguments to dress an
old discourse up in new clothes. As we’ll see in chapter 3, it is this discourse
that hasled to the most comprehensive changes in government and corporate
policy toward pornography and sexual expression on the internet. It goes
without saying that this demonstrates that heteronormativity still has deep
roots in contemporary society and is deeply impacting not only the discourse
surrounding the internet but also its very infrastructure.

CONCLUSION

Across the board, all of these contemporary anti-porn crusaders share a com-
mitment to traditional gender roles and heteronormativity. They further
share a commitment to leveraging pseudoscientific discourse and the rhet-
oric of protecting children and families to not only make their ideas pal-
atable in the public forum but also to make it difficult for elected officials
to be seen publicly opposing their political platforms. As we’ve seen con-
cretely, the “Pandora’s box of porn” myth is at least untrue insofar as anti-
porn crusaders have never stopped organizing or acting in the public sphere
to achieve increased censorship. The following chapters will further show
how this perspective on gender, sexuality, and pornography permeates tech
companies—and internet platforms in particular—and how the untamable
flow of pornography has been dammed up through content moderation.
These automated content filters have become so strong that they routinely
overblock material that is not pornographic, including art, sex education,
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LGBTQIA+ community discussions and resources, and a random assortment of
other nonpornographic content. Further, even where the myth does hold true,
for instance on tube sites like Pornhub, the untamable flow of pornography has
been channeled into mainstream heteroporn productions, diminishing the het-
erogeneity of pornography to the point where it has become a rather banal stream
of the same limited sex acts described by the same limited keywords. Both of
these results of automated content filters are a signal victory for alt-right and
Christian conservative activists who are willing to strike a devil’s bargain to allow
pornography to persist as long as it remains homogeneously heteronormative
and who can use the content moderation infrastructure to systematically attack
any low-budget or amateur pornographers who are making content that deviates

from the heterosexual norm.
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STRAIGHT CODE

LENNA AND THE ORIGINAL SIN OF COMPUTER VISION

In 1973, Alexander Sawchuk, the father of the JPEG image file format, was
an electrical engineer working in the University of Southern California’s
Signal and Image Processing Institute (SIPI). Sawchuk was looking for the
perfect image to scan to optimize the new image compression algorithms that
SIPI was developing. He wanted an image that was glossy, had a complex mix
of colors and textures, and one that contained a human face. The engineers at
SIPI came across a Playboy centerfold of Swedish model Lena Séderberg—her
name in the magazine spelled ‘Lenna’ to encourage its proper pronunciation.
Lenna wore a feathered Panama hat, boots, stockings, and a pink boa, which
seemed to offer the required image properties for testing their compression
algorithms. The SIPI engineers took the top third of the centerfold only so
that the image would be sized appropriately to be wrapped around the drum
of their Muirhead wirephoto scanner and so that the resulting digital image
would be 512px by 512px square. The scanner had custom analog-to-digital
converters installed to capture the red, green, and blue channels of the scan in
digital code that was then stored on a Hewlett Packard 2100 minicomputer.'

Emily Chang has referred to this moment as “tech’s original sin.”? By 1991,
SIPI had made their scanned image of Lenna available for free to researchers
across the world. It had quickly become the standard for evaluating image
compression algorithms and could be frequently seen in the pages of
image processing journals, books, and conference papers.’ As Mar Hicks, his-
torian of technology and author of Programmed Inequality, told WIRED mag-
azine, “If they hadn’t used a Playboy centerfold, they almost certainly would
have used another picture of a pretty white woman. The Playboy thing gets
our attention, but really what it’s about is this world-building that’s gone on in
computing from the beginning—it’s about building worlds for certain people

Downloaded from http://direct.mit.edu/books/book-pdf/2440636/book_9780262369138.pdf by guest on 03 October 2024



62 Chapter 2

Figure 2.1
Lenna’s Playboy centerfold scan by SIPIL. Retrieved from https://en.wikipedia.org/
wiki/File:Lenna_(test_image).png.

and not for others.”* Hicks’s comment captures well a sentiment that seems
widespread among women working in computer science and engineering.

In 1997, Sunny Bains, a prominent scientist, tech journalist, and editor of
engineering journals, wrote an op-ed for Electronic Engineering Times in which
she argued that “the Lenna image grates because of its exclusivity. It’s not
difficult to feel isolated when you’re a woman working in a male-dominated
field. Seeing provocative images of women in learned journals can add to
that feeling of non-inclusion.” This feeling has endured over time. In 2015,
Maddie Zug published an op-ed in the Washington Post arguing that the use
of the image in computer science curriculum led to sexual comments from
male classmates and indicated a broader cultural problem that s at least partly
responsible for the depressed numbers of women working in advanced com-
puter science labs.® In 2013, Deanna Needell and Rachel Ward published a
paper in which they used an image of the Italian-American model Fabio in
place of Lenna for image compression research in hopes of motivating their
field to reconsider the use of Lenna.” Jeff Seideman, an industry leader in
image encoding, captured these critiques perfectly in his defense of the con-
tinued use of the Lenna image, telling the Atlantic in 2016 that “when you
use a picture like that for so long, it’s not a person anymore; it’s just pixels.”

The use of the Lenna image fits into a long series of literal objectifications
of women that have been central to the development of technology, ranging
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from the metaphorical objectification of the original labor of women com-
puter operators whose function was automated by increasingly sophisticated
circuitry to the literal objectification of women ranging from Kodak’s use of
“Shirley cards” to optimize their film and film processing technologies to the
unauthorized use of Suzanne Vega’s voice to perfect the sound compression
algorithms that led to the MP3.? For nearly fifty years, Lenna has served as
the benchmark of image-processing quality, shaping everything from the
development of image compression formats like JPEG to the operations of
smartphone cameras like Apple’s iPhone to the operations of image software
like Google Images.

The omnipresent use of the Lenna image is indicative of the unvoiced
heteronormativity that permeates Silicon Valley. It harkens back to an earlier
détente in the war on pornography in which Playboy was allowed to pub-
lish objectifications of a particular variety of female bodies and increasingly
granted public legitimacy, while such open representations of alternative
forms of desire—for different shapes, sizes, anatomies, and colors of bodies,
perhaps in different contexts, performing different erotic acts, and so on—
were denied such legitimacy and public visibility. It is the assumption of
banality, the presumption that such an image was by default uncontroversial,
that belies its heteronormativity. As I will show throughout this chapter, this
“original sin” can be taken as symbolic of the gender and sexuality-based
biases that ground the research and development of new technologies, where
similar assumptions of banality, of shared norms, and an expected lack of
controversy lead to heteronormative hardware and software.

In particular, we’ll look at the history of Google’s attempts to automate
the censorship of “adult” content via its SafeSearch algorithms and image rec-
ognition technologies and Facebook’s efforts to streamline the human review
of content flagged as inappropriate and produce “human algorithms.” While
this critique is in no way confined to Google or Facebook—and I intend it
to speak to the broader discursive community of computer programmers
and software engineers, for which I will use the shorthand “coders”—I
will draw heavily on case studies from the two companies to demonstrate
the practical effects of this permeation of heteronormativity. The chapter
considers this implicit heteronormativity from three perspectives: (1) its
permeation into the discursive community of coders themselves, (2) its sub-
sequent permeation into the parameters of the algorithms and datasets that
currently shape computer vision as a field, and (3) its ongoing maintenance
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by “human algorithms,” the people charged with performing the human
labor of reviewing content flagged by the system for violating community
standards. Across these three domains, we can see that heteronormative biases
have a strong impact on the research, development, implementation, and
everyday operation of content moderation algorithms.

THE HETERONORMATIVITY OF CODERS

In her article “Going to Work in Mommy’s Basement,” Sarah Sharma draws
on the common Silicon Valley trope of “beta” coders whose conditions of
existence are founded upon taking advantage of the unrecognized and fem-
inized labor of their mommies, a twenty-first-century twist on the devalu-
ation and rendering invisible of feminized reproductive and affective labor.
She asks, “What kind of work is done in this ‘coder’s cave’ of antisocial
techbro culture? What kind of world gets programmed from a position of
uncomplicated safety and abundance?”!"° This best of all possible worlds for
male coders is what Emily Chang calls a brotopia."" In this brotopia, men who
often identify as spurned lovers or borderline incels in their youth are finally
recognized, courted by large tech companies, put in charge of cutting-edge
start-ups, and through their power, prestige, and wealth can finally make up
for lost time when it comes to sex. Sarah Banet-Weiser has described this as
“toxic geek masculinity” and shown that it is not an isolated phenomenon
but is instead undergirded by and connected to the broader cultural context
of misogyny and heteronormativity online (examined in chapter 1)."?

Toxic geeks understand themselves as being the victims of marginalization
and alpha-male masculinity. Nathan Ensmenger has shown that the tech bros
and toxic geeks referred to here are usually shaped by the historical injury of
having been geeks, nerds, and socially awkward in their formative years."
As Kristina Bell, Christopher Kampe, and Nicholas Taylor explain, they
thus understand themselves through the stereotype of being “weak, easily
bullied, and socially awkward males who lack social skills, athletic abilities,
and physical attractiveness,” with their sole redeeming feature and claim to
political, economic, and sexual agency being their “perceived [ . .. | mastery
over digital technologies.”* Adrienne Shaw argues that because of this felt
sense of victimhood, toxic geeks react hostilely to anyone who calls them out
as being the perpetrators of abuses of power themselves. They seem totally
incapable of recognizing their own privilege and in response receive feminist
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critiques as unwarranted attacks, even going so far as to define their identity
as anti-feminist.”” They are thus doubly injured by women, first through
sexual rejection and second by feminist critique and women seeking entry
into the workplace at technology companies. As Banet-Weiser notes, “This
assemblage of features—technological prowess, social awkwardness, and
cognitive dissonance about privilege—yields a contradictory subjectivity.
According to this frame, geek men have been injured by the world and, more
importantly, by women. The aggressive and violent regulation and exclusion
of women is a way to regain masculine capacity.”'®

Sue Decker, former president of Yahoo, has used the metaphor of a fish
being the last to discover water to describe the ubiquity of gender bias and
heteronormative sexual harassment in Silicon Valley.'” This bears out in
what little comprehensive survey data we have from tech companies. Take,
for instance, the infamous “Elephant in the Valley” study from 2017, which
surveyed women of various ages and ranks that worked in tech companies
about their experiences with sexism in the workplace. The study found that
90 percent of women surveyed had experienced sexist behavior at company
off-sites or at industry conferences. Further, 60 percent of them had received
unwanted sexual advances; most reported these advances were not one-time
instances but instead repeated overtures, and more than half came from a
superior at their company. A majority of those who reported sexual harass-
ment were dissatisfied with how the company handled their case, and many
ended up signing nondisparagement agreements to keep them from going
public with their stories. Nearly 40 percent of women who experienced
sexual harassment declined to report it for fear it would stunt their career
advancement.!®

This harassment takes place in both the materialized utopias of tech cam-
puses and after work at off-site company events and industry conferences.
Tech campuses are built to accommodate frat-like behaviors and to offer all
the comforts of “mommy’s basement.” Most of them offer unlimited free
alcohol and games like table tennis and foosball. They regularly keep free
high-end food within fifty yards of every employee at all times and offer
free dinners for employees who stay after 5 p.m. They contain services on-
site ranging from gyms to doctors to hairdressers to laundry to pet care. All
of this takes place within open floor plans that make it notably difficult for
employees to avoid coworkers who might harass them. In short, their designs
skew toward the desires of young, single men. This is perhaps nowhere more
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visible than in Apple’s failure to include a daycare service in its new $5 billion
Apple Park campus that opened in 2017."” As Emily Chang has found, “Few
employers offer stipends for child care, and even fewer provide on-site child
care. Sure, you can bring your dog to work, but you are (mostly) on your
own with your baby.”*

Silicon Valley tries to position itself as being on the cutting edge of both
technological and sexual experimentation, with strong polyamorous com-
munities and hookup culture buoyed by exclusive company sex parties
hosted at private homes. As Chang has found, most of these events skew
toward the fantasies of heterosexual men, as they are maintained with higher
ratios of women (selected for their appearance) to encourage sexual encoun-
ters with tech bros and toxic geeks. While the Valley’s progressivism extends
to threesomes, these are almost exclusively a man and two women, with gay
and bisexual sex acts conspicuously absent from the scene and little pressure
on men to engage in this sort of progressive experimentation. In explaining
his peers’ behavior, Evan Williams, a cofounder of Twitter, has described
polyamory as a “hack.”?' Thus, most of the rhetoric surrounding sex in the
Valley is simply a convenient means for justifying the voracious and hetero-
normative sexual appetites of men who are finally able to get access to wom-
en’s bodies in the ways they dreamed of as deprived adolescents.?

The liberation of this “progressive” scene is exclusively male. Women
who participate in sexual exploration lose credibility and respect. They also
gain a reputation of being open to any and all future advances, anywhere,
and at any time. However, not attending has similarly bad consequences, as
it can severely limit women’s opportunities to network and advance their
careers since work gets done at these sex parties.”” The women at these parties
are also kept at arm’s length for fear that they might be “founder hounders,”
the Silicon Valley neologism for gold diggers. The rhetoric surrounding
founder hounders is frequently used to justify predatory behavior toward
these women, as it presumes that they are similarly engaging in predatory
behavior by trying to trap rich men and extract capital from them. Ina chill-
ing interview, Chang spoke to an anonymous tech company founder about
the rampant use of drugs to “lubricate” sex parties and the potential advan-
tage tech bros were taking of women. He replied that “on the contrary, it’s
women who are taking advantage of him and his tribe, preying on them for

their money.”*
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A culture like this was able to emerge because women’s participation in
the field significantly diminished leading up to the dot-com boom and tech’s
resurgence after the dot-com collapse. This was a particularly notable turn-
around when it came to the development of software, which was dominated
by women for many decades.” While in the early 1980s women were earning
nearly 40 percent of all computer science degrees in the United States, that
number decreased to closer to 20 percent by the time today’s platforms were
emerging and has remained relatively stable since. At companies like Google
and Facebook, from what numbers are publicly available, women account
for between 30 and 35 percent of the workforce, but only around 20 percent
of the technical jobs.?® This lack of representation is particularly acute in AI
fields, where 80 percent of professors are men, as are 85 to 90 percent of the
research staff at Google and Facebook.?”” During their formative years, many
such companies employed aptitude tests like the IBM Programmer Aptitude
Test and the Cannon-Perry Test that were biased toward the selection of
antisocial, combative, and hubristic coders who just so happened to also be
predominantly male. These tests included “brain teasers” that asked appli-
cants to make wild speculations on the spot backed by some form of logic and
calculation, like asking applicants how many windows are in New York City.
Google, for instance, did not stop using these sorts of brainteasers until 2013.
Its longtime former head of human resources, Laszlo Bock, then admitted to
the New York Times that “brainteasers are a complete waste of time. . . . They
don’t predict anything.”?

While companies began to wake up to this problem in the 2010s, much
of their culture, corporate policies, and technological infrastructures had
already been determined by largely male coding and legal teams. Companies
like Google espoused a commitment to hiring more women early on, but this
commitment was often half-hearted, as the company’s organizational chart
reads more like a soap opera script of interoffice affairs. CEO Eric Schmidt,
cofounder Sergey Brin, and Andy Rubin, the lead technician who devel-
oped Android, all engaged in relationships with women at the company who
were their subordinates, and longtime executive Amit Singhal was given a
golden parachute after sexually harassing a woman.? Despite this bad cor-
porate behavior, the company did strive to implement fairer hiring practices.
In 2008, Google established a secret hiring practice in which female appli-
cants had their applications submitted to a second review committee called
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the “Revisit Committee” if the initial hiring committee found them unac-
ceptable. The Revisit Committee was tasked with reviewing the applica-
tions of all potential diversity hires. Company policy stipulated that hiring
committees remain silent about any interviews they conducted. Google also
established a secret policy that all technical candidates’ committees contain at
least one woman, a practice that put undue burden on women already at the
company.” This intense secrecy and the measures Google took to correct for
bad hiring practices demonstrate a key antagonism within Silicon Valley that
persists to this day: the antagonism between the myth of meritocracy and the
use of hiring practices meant to combat unconscious bias.

Meritocracy may be the central myth around which Silicon Valley’s cul-
ture is constructed. The problem with this is that belief in meritocracy most
often requires a belief that brilliance is innate, and research shows that these
cultural biases lead gatekeepers like teachers and hiring committees to assume
that (white) men are more likely to possess innate talent. One university
study found that “the extent to which practitioners of a discipline believe
that success depends on sheer brilliance is a strong predictor of women’s and
African American’s representation in that discipline.””' Another empirical
study found that “when an organization is explicitly presented as merito-
cratic, individuals in managerial positions favor a male employee over an
equally qualified female employee.”** The problem with meritocracy is that
it doesn’t recognize the cultural contexts within which “brilliance” is defined
and emerges. In Silicon Valley, brilliance is defined in such a way that it privi-
leges male coders, and the position of privilege from which male coders apply
to jobs goes unrecognized in the application process. Even Michael Young,
who brought the term into public discourse with his 1958 book The Rise of
Meritocracy, recognized this problem.” He concluded that meritocracy could
produce a new social stratification and sense of moral exceptionalism based
on who had access to elite education and social networks. Further, meritoc-
racy is always impossible to implement because it first needs to be defined,
and the definition of meritocracy is most frequently founded on preferences
for certain qualities, aptitudes, demeanors, and skill sets that are primarily
available to wealthy white men.

True believers in meritocracy don’t see these internal contradictions and
instead use meritocracy as a logical explanation for the privilege that they
enjoy. It gives them a smugness and overinflated sense of self-worth that
can cause them to react violently to what they perceive as “discriminatory
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affirmative action” policies like the ones Google implemented to hire more
women for technical positions. While incurring these violent backlashes may
be worth it if diversity hiring actually leads to more equity in the workforce,
this doesn’t seem to be the case as the number of women in technical positions
at technology companies has remained rather stagnant despite the past decade
of attempts at fairer hiring practices. Most companies now implement some
equivalent of unconscious bias training where they offer employees work-
shops on how their unconscious biases about race and gender might impact
their thinking in the workplace, a new and revised version of earlier attempts
at “sensitivity training.” There is another problem, however, with how
unconscious bias training actually plays out. In attempts to avoid shutting
down dialogue by calling employees out on biased behavior, unconscious
bias training begins with the premise that everyone has biases, that there is
nothing wrong with having biases, and all one is responsible for is curbing
them as much as possible. Studies have found that this essentially normalizes
gender and racial bias by removing the cultural stigma around it. It can even
cause people to accept these biases as unavoidable and make them more likely
to exhibit these types of biases in the workplace.?* Even Anthony Greenwald,
the inventor of the Implicit Association Test that helps demonstrate to people
the unconscious biases they hold, has expressed concern about unconscious
bias training. He told an interviewer, “Understanding implicit bias does not
actually provide you with the tools to do something about it.”*

In short, much of the workforce that is charged with creating the algo-
rithms that govern the internet hold heteronormative biases about gender
and sexuality. They often come from a position of privilege, desiring to
work from mommy’s basement without recognizing the care and benefits
that position gives them in the supposed meritocracy they believe them-
selves to be navigating. Their ideology tends toward the biologization of
talent and the belief that brilliance is innate to individual coders. No other
explanation could justify the hubris necessary to believe themselves as the
ordained arbiters of the future. Further, much of this connects to an under-
standing of themselves as being ignored by the world, and women in par-
ticular, in their adolescence, as they were forced into the position of “betas”
or beta males. They have pulled themselves up by their bootstraps and are
ready for their just rewards after having proven the world’s evaluation of
them wrong. Those who disagree with this position are often structurally
located in weaker positions in the corporate organizational chart and have
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little power to challenge the dominant culture of the valley. All of this looks
eerily similar to the worldview espoused by the alt-right, particularly their
anxieties around gender and sexuality. Nowhere is this clearer than in the
case of the Google memo, to which we’ll now turn.

JAMES DAMORE’S GOOGLE MEMO

The most infamous instance of the penetration of heteronormativity, misog-
yny, and contemporary alt-right ideology into Silicon Valley is easily James
Damore’s Google memo.* In 2017, Damore circulated a memo titled “Goo-
gle’s Ideological Echo Chamber: How Bias Clouds Our Thinking about
Diversity and Inclusion” internally within the company that was quickly
leaked to the press and became a media sensation. The memo is couched
within the framework of human biodiversity, a hobby horse often used by
alt-right writers to leverage the authority of scientific objectivity to support
their arguments but which tends to produce politically motivated pseudo-
scientific arguments. Damore begins the memo by writing, “I value diversity
and inclusion, am not denying that sexism exists, and don’t endorse using
stereotypes. When addressing the gap in representation in the population,
we need to look at population level differences in distributions.”?” Accord-
ing to Damore, men and women—N.B., he exclusively uses these terms
cisnormatively—differ biologically at the statistical level of population.
These differences include

* women being more open to feelings and aesthetics than ideas,

* women having a stronger interest in people than objects,

* women expressing extroversion through gregariousness rather than asser-
tiveness, and

* women being more susceptible to “neuroticism,” including having

higher anxiety and lower stress tolerance.

For Damore, these differences explain the distribution of men and women
into different professions, the gender pay gap, and the retention problem that
tech companies have with female employees.

Damore is careful to note that while these biological differences hold
at the population level, they do not map directly onto individual men and
women. He further outlines some potentially useful “non-discriminatory
ways to reduce the gender gap,” such as making software engineering more
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people-oriented through pair programming and collaboration initiatives,
making tech and leadership roles less stressful, and better facilitating work-
life balance through options like part-time work. However, Damore’s memo
is more famous for its other suggestions that echo familiar cries of “reverse
racism.” Damore argues that it is discriminatory to foster diversity through

« diversity initiatives that offer programs, mentoring, and classes exclu-
sively for women;

* using high priority queues and secondary reviews for female applicants;

* applying advanced scrutiny to groups of people not sufficiently diverse;
and

* setting organizational-level objectives and key results for increased repre-

sentation.

He follows these arguments with suggestions that Google de-moralize diver-
sity, stop alienating conservatives, de-emphasize empathy (“being emotion-
ally unengaged helps us better reason about the facts”), punish intentional
sexism rather than unintentional transgressions and microaggressions (he
argues here that there is no evidence that speech constitutes violence), be
more open about the science of human biodiversity (e.g., IQ and anatomical
sex differences), and reconsider making unconscious bias training mandatory
for promotion committees, among other things.*®

Damore describes Google as an “ideological echo chamber” with
“extreme” and “authoritarian” elements. He argues that Google—and here
he is referring specifically to the midlevel managerial and public relations
teams instituting diversity initiatives—is “extreme” in its belief that repre-
sentational disparities are due to structural injustice. Google is “authoritar-
ian” because it engages in “discrimination”—or what critics like Damore
often refer to as “reverse discrimination”—when it tries to institute policies
to correct for structural injustice.” He understands Google as a “silent, psy-
chologically unsafe environment” that has been invaded by the culture of
“PC-authoritarians” (i.e., politically correct authoritarians).* Damore noted
that he had received “many” messages from supporters within the company
who thanked him for raising these issues and who noted that they would
have been too afraid to speak out within the company.*’ Thus, Damore
understood himself to be standing up for the voiceless inside the company
and as taking an acknowledged risk in circulating the memo. Screenshots of
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Google’s internal message boards, interviews with employees, and an infor-
mal Twitter poll all showed that a significant number of Google employees
agreed with the contents of Damore’s memo.* At one point, the document
was inaccessible because so many employees were attempting to view it con-
currently.”

Many women who have worked or currently work for Google have spo-
ken out since the memo to argue that Damore’s ideas are endemic to the
company. Kelly Ellis, a former Google employee who reported being sexu-
ally harassed at the company in 2015, noted that this rhetoric was common
at Google, not just among coders but also among those doing performance
reviews and on hiring committees.* She told WIRED that “Those guys like
to pretend they’re silenced and afraid, but they’re not.”* Another Google
employee noted that the response to the memo inside Google was highly
gendered, with men being much more likely to agree with Damore and
see him as brave for speaking out.* A third Google employee noted of the
memo, “It’s not worth thinking about this as an isolated incident and instead
a manifestation of what ails all of Silicon Valley.”* Megan Smith, a former
vice president at Google who also served as chief technology officer for the
United States under Barack Obama, similarly noted that these perspectives
are common across Silicon Valley and permeate its culture.*

If one were inclined to take this evidence as anecdotal, one could look
to the 2017 lawsuit in which the US Department of Labor sued Google for
the release of decades of employment data in an effort to combat gender
bias within the company.* Janette Wipper, a Department of Labor regional
director, testified in court that “we found systemic compensation disparities
against women pretty much across the entire workforce.” Janet Herold, the
regional solicitor for the Department of Labor, further noted, “The govern-
ment’s analysis at this point indicates that discrimination against women in
Google is quite extreme, even in this industry.”*' The lawsuit against Google,
in addition to a handful of other Department of Labor suits against Silicon
Valley tech companies, was grounded on the fact that these companies were
federal contractors.

Two months after they were filed, President Trump signed an executive
order that effectively rolled back Obama-era protections for female work-
ers.”” It is worth noting that as of 2019, the Department of Labor has lost
its lawsuit suing for the requisite data to demonstrate a long-term trend of
gender bias within Google.” While this story was largely passed over silently
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in the press, Trump’s executive order is reflective of repeated libertarian argu-
ments that the gender pay gap is a myth and alt-right arguments that any
gender pay gap is due to human biodiversity rather than cultural bias and
structural injustice. Google made similar claims that it had closed the gender
pay gap at all levels across the entire company when it refused to hand over
the additional data that the Department of Labor requested. Thus, the con-
text within which Damore wrote was one in which a number of female Goo-
gle employees at both junior and senior levels were accusing the company of
frequently harboring similar sexist beliefs and in which the best data available
to the Department of Labor led them to believe there was a systemic gender
pay gap across the entire company.

Damore was fired shortly after the memo was leaked—although a
Harvard-Harris poll would show that 55 percent of surveyed voters said that
Google was wrong to fire Damore.** In his op-ed for the Wall Street Jour-
nal, Damore described Google as seeking to placate the outraged mob that
resulted from his memo being leaked. He wrote, “The mob would have set
upon anyone who openly agreed with me or even tolerated my views.”** Key
Google executives and other Silicon Valley elites voiced their condemnation
of the memo, including Danielle Brown, Google’s VP of diversity; Sundar
Pichai, Google’s CEO; Sheryl Sandberg, COO of Facebook; Susan Wojcicki,
CEO of YouTube; and Megan Smith, a former Google VP. However, even
Pichai, the ultimate authority at Google, equivocated in his statement, writ-
ing, “[T]o suggest a group of our colleagues have traits that make them less
biologically suited to that work is offensive and not OK. [ .. . | At the same
time, there are co-workers who are questioning whether they can safely
express their views in the workplace (especially those with a minority view-
point). They too feel under threat, and that is also not OK.”** This equivoca-
tion remains to this day, as Google has barred its employees from protesting
the company’s actions in their official capacity as employees or anywhere
near Google’s Pride Parade float at the 2019 San Francisco Pride Parade.”’
In response, a number of employees have petitioned the San Francisco Pride
board of directors to revoke Google’s sponsorship of the 2019 Pride Parade.*®

Following his firing, Damore mounted a publicity campaign in which he
began to increasingly echo the public’s interpretation of his message, quickly
dropping his caveats about applying population statistics to individuals and
his potentially helpful suggestions for reform and instead focusing on ramp-
ing up his image as a victim and his insistence on human biodiversity as a
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central cause of gender disparities in the workplace. In his Reddit Ask Me
Anything (AMA), Damore noted, “I honestly haven’t seen any valid criti-
cism that disputes my claims.”*® Damore’s positioning of himself as a Silicon
Valley pariah has led to his adoption by the alt-right in North America.®
This is perhaps nowhere more evident than in Damore’s photoshoot with
Peter Duke, who the New York Times has described as “the Annie Leibovitz
of the alt-right.”®" In the resulting photo, Damore sits in a T-shirt that reads
“Gulag” styled as the Google logo. Damore arranged to have this photo
retweeted by Mike Cernovich, an alt-right conspiracy theorist who has pre-
viously claimed that date rape does not exist. Afterward, Damore claimed
that he was unaware of Cernovich’s politics and past statements and only did
it to reach Cernovich’s 300,000 followers.®* Like many like-minded coders
in Silicon Valley, Damore keeps his politics hard to pin down, hiding behind
claims of ignorance, claims of centrism, reliance on the rhetoric of science,
and caveats about his potentially having some form of undiagnosed autism
as an excuse for any insensitivity in his statements. On his AMA, Damore
described himself as “centrist” and a “liberal,” but in a group for libertarian-
leaning Google employees, he more accurately noted that his libertarianism
“influenced a lot of the document.”®

In his AMA, Damore also noted that a key influence on his thinking was
University of Toronto pop psychologist Jordan Peterson, who blends vague
and thus easily universalizable morals with antiquated Jungian analytical
psychology and highly motivated readings of empirical evidence of the bio-
logical differences of anatomical sex. In the wake of the media campaign,
Peterson interviewed Damore for his YouTube channel, ostensibly to provide
an objective assessment of the Google memo. Despite Peterson’s claims to
scientific objectivity, he found nearly all Damore’s ideas to be well supported
by “the relevant psychological science.” Peterson argues that Damore, in fact,
holds what is the majority viewpoint and that Damore was only silenced
and made to feel like a pariah because “social constructionists” are better
organized—despite their being wrong factually, scientifically, and ethically.
Peterson even describes affirmative action hiring practices as “racist.” The
result is a revivified Damore, who in the end argues that he has been proven
right, that the entire culture is attempting to silence any dissenting view-
points, and that we need a more “objective” way of looking at these issues.**

It is worth noting that others who have fact-checked Damore’s memo have
had very different takes and have found the scientific evidence for many of his
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claims to be either totally lacking or in contradiction to his statements.® Ana-
tomical sex differences actually don’t hold much explanatory power when
it comes to people’s different abilities, attitudes, and actions.® In a survey
of nearly four thousand studies, boys do not perform better than girls at
mathematics as children, and the advantages adolescent and adult men have
in mathematical ability are much better explained by social conditioning
and cultural biases.®” And while differences in anatomical sex do correlate
to different occupational interests—Tlike an interest in STEM careers—these
differences are not biological. They are much more likely because of the dis-
course in communities surrounding different occupations, as well as social
conditioning.®® These differences are exacerbated when it comes to work-
ing with computers, as it has long been known that males exhibit “greater
sex-role stereotyping of computers, higher computer self-efficacy, and more
positive affect about computers.”® This is not only the consensus among
researchers doing empirical studies of the very issues that Damore raises but
also the standard position of the American Psychological Association.” As
Diane Halpern, professor of psychology and past president of the American
Psychological Association, has noted, the problem comes when these differ-
ences are understood as deficiencies and interpreted as biologically preor-
dained, when in fact they result from a complex and continuous feedback
loop between biology and environment.”"

What we can learn from this is that while Google increasingly seeks to
diversify its labor pool and offer a voice to women at the managerial level, it
does not, and likely cannot, fully commit itself to these endeavors. Silencing
the discourse on human biodiversity within the company potentially alienates
too large a group of the essential talent pool of male coders that the company
needs to keep happy in order to operate its global empire. At the top of the
pyramid, Sundar Pichai equivocates about his commitment to gender equity
in the company, and at the bottom, myriad coders express deep sympathies
with Damore’s position. This pseudoscientific biologizing of people’s abili-
ties, attitudes, and actions according to anatomical sex is not only inaccurate
and reductive of the complexities of anatomical sex but also erases the hard-
earned and central distinction between anatomical sex and gender. This era-
sure leads to a slippage in which gender roles are easily essentialized through
the same pseudoscientific appeals to biology. By combining sex and gender,
gender also becomes binarized. This cisnormativity, as we’ve seen, under-

girds heteronormativity. It is only atop this cisnormative binarization that
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heterosexuality is semicoherent as a concept and available as a cultural norm.
Further, it is only atop this binarization that homosexuality can emerge as a
derivative and abnormal concept. Instead of individual bodies connected by
desire, we have categorically distinct bodies connecting within pre-articulated
matrices of desire ([male, female], [male, male], [female, female]).

Coders operating within this epistemological framework are ill-suited to
ethically manage the vagaries of contemporary sexuality as it manifests itself
through digital communications. And further, because of its pseudoscien-
tific grounding and the increasing retrenchment that occurs after pariahs like
Damore are turned into martyrs by alt-right media, we are left with a dis-
course community surer of its convictions. While we will continue to draw
on internal case studies from Google, as we’ve seen, this conjuncture is in no
way limited to a single corporation but instead is endemic to Silicon Valley.
This problem is exacerbated by the ambiguous messages of CEOs, the often-
toothless warnings of middle managers working toward diversity initiatives,
and the very silence that Damore identified in his memo when it comes to
internal dialogues about gender equity and diversity. As we will see in the
next section of this chapter, when these biases and silences are combined with
the hacker culture surrounding the implementation of new algorithms and
curation of big data in Silicon Valley, it can lead to biased technological sys-
tems and platforms that carry with them a large amount of inertia that inhib-
its the full correction of biased functions after implementation.

THE HETERONORMATIVITY OF CODE

There is a hubris embedded at the core of Silicon Valley research and devel-
opment practices that is frequently referred to as the hacker ethic. This ethic
is unique to the conjuncture in which computer science arose, a cross-
fertilization of military and academic research.”” It was brought to popu-
lar awareness by Steven Levy in 1984 when he published Hackers: Heroes of
the Computer Revolution, which celebrated a culture obsessed with openness,
empowerment, and the fundamental maxim that “information wants to be
free.”” Levy’s interlocutors made convincing counterarguments at the time,
such as Dennis Hayes, who argued that the hacker ethic was a myth con-
structed by computer journalists and a highly misleading representation of
the field. Instead, Hayes saw a culture that was blind to purposes and solely
fixated on techniques, a necessity because of its need to bow to corporate and
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military priorities to achieve research and development funding. Hackers
were so obsessed with manifesting the innovations they envisioned that they
were blind to their potential impacts on society.” All systems had bugs that
could not be predicted. The hacker’s job was to build the technology and
make ad hoc adjustments to it to fix any errors or ill effects that might emerge.
Hackers have a strong confidence that only they can arbitrate the future of
technology, and any attempts to regulate them or rein in “progress” are ill-
conceived. As Noam Cohen noted, “There is the successful entrepreneur’s
belief that the disruption that has made him fabulously wealthy must be good
for everyone.””

Few at the time recognized the gender bias that was being established at
the foundation of tech culture. Levy described hackers as so obsessed with
programming computers that they would ignore women. He wrote, “Not
only an obsession and a lusty pleasure, hacking was a mission. You would
hack, and you would live by the Hacker Ethic, and you knew that horribly
inefficient and wasteful things like women burned too many cycles, occu-
pied too much memory space.””® One hacker that Levy quotes uncritically
noted, “Women, even today, are considered grossly unpredictable. How
can a hacker tolerate such an imperfect being?””’ Instead, hackers gendered
computers and experienced them as their ideal women whose hardware and
software could be directly interacted with at will, perfectly controlled, and
intimately known. As Noam Cohen has explained, “If this all sounds sort
of sexual—or like an old-fashioned marriage—well, you aren’t the first to
notice.””® As computer science pioneer John McCarthy noted, “What the
user wants is a computer that he can have continuously at his beck and call
for long periods of time.””” The masculine generic in McCarthy’s statement
is emblematic of a culture that did not forbid women from participating
but made a point of not accommodating or welcoming them into the field,
increasingly discouraging women from participating in a field they had dom-
inated during its infancy. This effacement of women’s historic centrality to
computation is deeply connected to the myth of meritocracy in Silicon Val-
ley, as predominantly male, libertarian individualists continually perpetuate
anarrative in which they arrive at fame and fortune without having had any
special privileges or owing anything to anybody.®

This hacker ethic quickly cemented itself into what others have called “the
Californian Ideology,” an aggressive libertarian and narcissistic understand-
ing of society that masquerades under the fagade of chill nerds who just like
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to build cool things.*’ Whether this belief system is maintained in earnest by
all programmers in the Valley is irrelevant. As scholars like Christian Fuchs
and Nick Dyer-Witheford have pointed out, programmers are an increas-
ingly precarious class because of their replaceability and are easily controlled
by the corporate officers of their companies because of their desire to main-
tain the perks of their positions—prestige, high wages, utopic office spaces,
and the ability to perform labor that they find meaningful.** Thus, those
programmers who might develop an interest in the purposes of their work
or find themselves critical of the social impacts their research might have on
the world are left with little room to voice these qualms. Instead, the ruling
ideology is one in which “progress”—here understood as advancements in
practical technologies—is inevitable, and all one can do is try to capitalize
on being the first to meet the bleeding edge of the future. This ideology is
established on a fundamental heteronormativity that genders and sexualizes
the computer as the perfect object for the masculine gaze and control. The
narcissistic hubris that it establishes leads men to believe that no one can see
the future better than them, that no one ought to prevent them from real-
izing their ideas, that any idea will inevitably be made manifest, and that
all one is responsible for is hacking together the best operational prototype
possible from available resources and patching it as problems emerge in the
future. This is precisely the worldview that we will see in Google’s develop-
ment of SafeSearch and Facebook’s content moderation practices (Facebook
has gone so far as making the address of its campus 1 Hacker Way, Menlo
Park, California). Both companies hack together available resources without
clear plans or solicitation of outside feedback or criticism. Both companies
consider progress to be inevitable and work to be at its cutting edge. And
both companies end up embedding heteronormative and sexist bias into the
foundations of their platforms that, as we’ll see in the following chapters, can
never be fully patched after the code has been hacked together.

In the next section, I'd like to turn to a closer examination of the datasets
and algorithms behind the automation of content moderation online with a
specific focus on Google SafeSearch. While the technical details in the section
may be difficult and tedious to some, I think they are worth exploring in this
level of detail for a number of reasons. First, if we want to make changes
to the algorithms and datasets that shape large portions of the internet, we
are going to need to be able to engage in discussions with computer scien-
tists, and this necessitates working toward at least a basic command of their
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discourse. It is my hope that going into this level of detail and demonstrat-
ing at least a basic awareness of computer science discourse will help make
my arguments more convincing to people at the levers of power. Second, I
think that these analyses pay dividends, which readers will see if they persist
through some of the denser paragraphs. I've done what I can to make things
as clear and concise as possible, but the technical literature is dense and diffi-
cult to perfectly distill. That said, I've tried to distribute new and surprising
findings throughout the extended case study that wouldn’t have been possi-
ble for me to unearth without diving into this technical literature. Readers
can rest assured, though, that the following section of the chapter—and the
remainder of the book for that matter—return to less technical issues, like
the human labor of content moderation here and the impact that overbroad
censorship has on LGBTQIA+ communities in chapters 3 and 4.

GOOGLE SAFESEARCH AND THE CLOUD VISION API

The history of SafeSearch is nearly synonymous with the history of Google.
At the turn of the millennium, Google was already more focused on oblig-
ing potential advertisers by censoring pornography from its search results
than it was on Y2K. One of its earliest hires was Matt Cutts, who for nearly
twenty years led the department at Google that fights spam and search
engine optimizers to protect the integrity of Google’s search results, one
of the most important positions at the company. Yet Cutts’s first job at the
company was to develop SafeSearch. His first months at the company were
spent crawling web porn looking for largely text-based classificatory signals
that he could use to automate porn filtering and subsequently trying to
recruit colleagues to search for porn that might have evaded his filter sys-
tem.® It is worth noting that from the beginning, Google has understood
web pornography through the lens of spam. Just like spam, porn has no fixed
definition and requires vigilant updates.** For Google, porn is like a virus,
constantly mutating in form and strategy to evade detection and infect the
healthy body of search results.

In its earliest iterations, SafeSearch was focused on Boolean textual anal-
ysis almost exclusively. Cutts’s web crawlers would analyze the text that
appeared on porn sites to aggregate a set of weighted “trigger words” that
could indicate the likelihood that any given site was pornography. The viral
understanding is evident here, as, for instance, slang and misspellings were
considered to be motivated—i.e., deliberate attempts to evade the filter—and
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thus were programmed to weigh in as indicators of pornographic content.®

Google would then layer behavioral data from its users atop this textual data.
By keeping track of what users actually clicked on when they were searching
for pornography and how long they visited those links, Cutts was able to
establish further patterns about what the context and content of websites
were.* This was particularly important because, at the time, it was impos-
sible to parse the content of images or videos on the web. One could only
simulate an understanding of any given image’s content through an analysis
of the textual content it was embedded in and behavioral data on how users
interacted with it. Analyses of images thus began with looking at the text and
user behavior attached to them, and only later would these analyses become
sophisticated enough to examine the pixel values of the images themselves.

The visual analysis of images pixel by pixel only started to pick up steam
in 2008 as graphics processing units (GPUs) became cheaper and more pow-
erful. The first iterations would index the RGB values of millions of images
such that any given image could be correlated with nearly identical versions
online. This was the origin of the broader capacity we all enjoy today of using
an image as a search query on Google, an innovation brought about by Goo-
gle’s focus on porn censorship.*” Shortly thereafter (c. 2012), Google began
exploring the use of machine learning to train neural networks to detect por-
nographic content and developed what in April of 2016 it would make avail-
able to the public as its Cloud Vision APL.*® As Google explains it, “Google
Cloud Vision API [application programming interface| enables developers
to understand the content of an image by encapsulating powerful machine learning
models in an easy to use REST API” (emphasis mine).* Cloud Vision’s features
include not only “Explicit Content Detection” but also “Label Detection,”
“Web Detection,” “Face Detection,” “Logo Detection,” “Landmark Detec-
tion,” “Image Attributes,” and “Optical Character Recognition.”” In my
experience working with Cloud Vision, a number of these features remain
severely limited, but the API’s capacity to detect explicit content is uncan-
nily accurate—provided we understand explicit content as being any and
all nudity and that we understand nudity as female-presenting nipples and
breasts, genitals, and (sometimes) buttocks.

Google actually has a much larger definition of explicitness that it has
programmed into its Cloud Vision API. Images may be considered explicit
based on their participation in any of five separate categories: (1) adult, (2)
medical, (3) spoof, (4) violent, and (5) “racy” images can all be detected and
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blocked. Adult images may contain elements such as nudity, pornographic
images or cartoons, or sexual activities.”’ The category is meant to focus
solely on “explicit” or “pornographic” nudity, especially those images that
focus on “strategic” parts of the anatomy. However, the system is trained to
avoid flagging as adult content any medical, scientific, educational, or artis-
tic nudity, as well as “racy” images that cover said “strategic” parts. Medical
content consists of “explicit images of surgery, diseases, or body parts,” and
its classifier primarily searches for “graphic photographs of open wounds,
genital close-ups, and egregious disease symptoms.” Spoof content primarily
looks for memes, which are indicated by the presence of text (often at the top
and bottom of images) and typical meme faces, images, and backgrounds.
Violent content consists of images flagged as depicting killing, shooting, or
blood and gore.”

The fifth category was added only after launch and remains in a sort of
beta state despite being available to any developers using Google’s Cloud
Vision API. “Racy” image detection is meant to capture all the content that
escapes the adult content filter but might still be risqué enough to be worth
censoring. In perhaps the only extant definition of what this content con-
sists of, Google writes, “Racy content includes lewd or provocative poses,
sheer or see-through clothing, closeups of sensitive regions, and more.”” It
appears to be most often triggered by images of nudity wherein “strategic”
parts are just barely obscured or covered. This is perhaps Google’s most neb-
ulous classifier and demonstrates their orientation toward pornography as a
virus needing eradication. In this metaphor, the broadness of the classifier
indicates that it is more important to eradicate any viral pathogens than it is
to preserve benign organisms. In more practical terms, blocking porn is more
important than not blocking nonporn, including art. Take the Venus de Milo,
for example. When I ran a Cloud Vision analysis of a standard Wikimedia
Commons image of the statue—and keep in mind this is an image Google has
certainly indexed, including its surrounding content and context—the API
is convinced that it is likely a “racy” image (see figure 2.2).*

Before moving on to examine some examples of heteronormative biases
that are hardcoded into the datasets that these algorithms are trained on, it
is worth outlining some rudimentary results that I obtained by running sets
of images through the Cloud Vision API to get a sense of how these sorts of
heteronormative biases inflect content moderation on Google’s platform. I
did a simple Google Image Search for “female breasts” and gathered the first
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Figure 2.2
Venus de Milo being run through Google’s Cloud Vision API.

one hundred relevant images—including a large number of pictures of fully
clothed women, medical images and diagrams, and artistic renderings—and
ran them through Cloud Vision. Of these images, exactly half of them were
determined to “very likely” be “racy” images and thus would be censored in
many instances through SafeSearch and in apps developed with the Cloud
Vision API. Google SafeSearch seems to have learned the shape and texture
of the average female-presenting—and lighter-skinned—breast. This was
confirmed by running images of “nude paintings,” “nude sculptures,” and
“hentai” (Japanese-styled nude and sexual drawings) through the system, all
of which were frequently flagged as “racy” content when they contained any
semblance of a female-presenting breast, again, even when clothed. Needless
to say, this result was not repeated when I ran images of bare male-presenting
chests through the system.

This betrays a particularly American, heteronormative interpretation
of what breast tissue is and what it means. It exacerbates a sexualization of
women’s and female-presenting bodies that has been a problem for internet
users with what platforms deem “female breasts” for decades. For instance,
Tarleton Gillespie has excellently documented the decade-long struggle that
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people have faced in trying to post images of their breastfeeding online.”
This problem is hardcoded into the datasets that algorithms like these are
trained on, in the first instance by the decision to assume stable gender bina-
ries. These assumptions have been productively challenged by trans women
like Courtney Demone, whose #DolHaveBoobsNow? campaign on Insta-
gram showcased topless photos at different phases of her hormone therapy
to beg the question of when her breasts became a content violation.”® This
sexism in the dataset allows for breasts that are coded as “female” to be asso-
ciated with “pornography,” “adult content,” or “raciness,” thus capturing
and reinforcing a culturally singular cisnormative and heteronormative bias.
It would take a team of much more capable researchers than me to fully cat-
alogue the results of many of the sexual and gender biases in these datasets.
While it is beyond the purview of this book to give a full demonstration of all
their impacts, I will now turn to tracing some of the other biased sexual con-
cepts that get captured and reinforced in both the primary datasets that image
recognition and computer vision algorithms are trained on and tested against.

At this point, we need to take a detour through how a computer vision
algorithm learns to detect adult content so that we can later understand how
and where heteronormative biases can be hardcoded into the system. Many
machine learning applications require a large dataset with consistent meta-
data from which they can then analyze and learn patterns to identify and
classify new data. In the case of computer vision, this means that large repos-
itories of images must be consistently tagged with appropriate metadata before
any algorithms can learn to identify and classify new images. Since 2012,
ImageNet has been the gold standard image dataset for training computer
vision algorithms. ImageNet began as a conference poster presentation by
Princeton University researchers in 2009.”” By 2010, it already contained
nearly fifteen million labeled images.”® In that year, ImageNet also launched
the annual ImageNet Large Scale Visual Recognition Challenge (ILSVRC),
where computer scientists used a specified subset of the images as seed images
to train algorithms to automatically identify and classify images not used in
the seed set—ryou use half the dataset to train your algorithm and then test
it on the other half of the images that it hasn’t yet analyzed.” As we’ll see
shortly, it was in response to the ILSVRC that the first major breakthrough in
the use of convolutional neural networks for computer vision was achieved,
and this breakthrough serves as the bedrock for many of Google’s computer
vision applications today. Further, Google’s Inception architecture and
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GoogLeNet algorithm were developed atop ImageNet in 2014, later serving
as the foundations for Google Photos and the Cloud Vision API.'®

As noted above, each image in ImageNet needs to be consistently labeled
with metadata. The metadata that each of these images can be labeled with,
and thus the entire structure of the dataset, is extracted from WordNet, “a
large lexical database of English.”'"" WordNet also originated at Princeton
in 1985 with funding by US Office of Naval Research, the National Science
Foundation, the Defense Advanced Research Projects Agency, and the Dis-
ruptive Technology Office (formerly the Advanced Research and Develop-
ment Activity). The goal of WordNet is to capture all of the distinct concepts
in the English language and their interrelations. It does this by collecting all
English nouns, verbs, adjectives, and adverbs and grouping them into sets of
cognitive synonyms that it refers to as “synsets.” As ts site notes, “Synsets are
interlinked by means of conceptual-semantic and lexical relations.”'’* Take,
for example, the WordNet entry for “sex”: WordNet’s understanding of sex
is composed of four noun synsets, one for “noun.act” that looks at sex as an
action and contains “sexual activity” and “sexual practice,” one for “noun.
group” that looks at anatomical sex, one for “noun.feeling” that looks at sex
as an urge, and one for “noun.attribute” that looks at gender and sexual-
ity.'” The noun.act synset for sex is embedded within the parent synset for
a “noun.process” composed of the terms “bodily process,” “body process,”
“body function,” and “activity,” which themselves are contained within the
parent synset “organic process” and “biological process.” This latter synset
is contained within the “noun.Tops” parent synset of “process” and “phys-
ical process” described as “a sustained phenomenon or one marked by grad-
ual changes through a series of states.”'* It is embedded within two more
generic noun.Tops synsets, the first being “physical entity,” which describes
“an entity that has physical existence” and “entity,” which describes “that
which is perceived or known or inferred to have its own distinct existence
(living or nonliving).”'® In short, WordNet provides the ontology for Ima-
geNet, determining what can exist and how it can be related—with relations
existing between parent, child, and sibling concepts.

WordNet’s understanding of sex also subsumes the following child synsets:

« » a » » Ty . » <
bondage, outercourse,” “safe sex, conception, sexual intercourse,” “inter-

v wa » L sk L ma
course,” “coitus,” “sexual congress,” “sexual relation,” “relation,” “carnal knowl-

edge,” “defloration,” “fuck,” “screw,” “ass,” “nookie,” “piece of tail,” “roll in
bEIN13

the hay,” “shag,” “shtup,” “hanky panky,” [sic] “penetration,” “unlawful carnal
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knowledge,” “criminal congress,” “extramarital sex,” “free love,” “adultery,”
“ o mp i wa » » »
criminal conversation,” “fornication,” “incest,” “pleasure,” “sexual love,” “love-
. b3 bEIN13 9 . A IN13 B RN} . . b 13
making,” “love,” “carnal abuse,” “coupling,” “mating,” “conjugation,” “sexual
union,” “assortative mating,” “disassortative mating,” “hybridization,” “hybridi-
sation,” “crossbreeding,” “crossing,” “interbreeding,” “hybridizing,” “dihybrid
» o« . » e » o » »
cross,” “monohybrid cross,” “reciprocal cross,” “reciprocal,” “testcross,” “test-
» c e ma o e« .
cross,” “inbreeding,” “servicing,” “service,” “reproduction,” “procreation,
“facts of life,” “miscegenation,” “crossbreeding,” “interbreeding,” “generation,”
“multiplication,” “propagation,” “biogenesis,” “biogeny,” “foreplay,” “stimula-
tion,” “caressing,” “cuddling,” “hugging,” “kissing,” “petting,” “smooching,”
« o ” “feel” © L 1 e hilia.” “exhibi
snogging,” “feel,” “perversion,” “sexual perversion,” “paraphilia,” “exhibi-
tionism,” “immodesty,” “fetishism,” “pedophilia,” “paedophilia,” “voyeurism,”
“zoophilia,” “zoophilism,” “pederasty,” “paederasty,” “sodomy,” “buggery,”
« » . » » . » . »
anal sex,” “anal intercourse,” “oral sex,” “cunnilingus,” “cunnilinctus,” “fel-
latio,” “fellation,” “cock sucking,” “blowjob,” “soixante-neuf,” “sixty—nine,”
“autoeroticism,” “autoerotism,” “masturbation,” “onanism,” “self-stimulation,”
“self-abuse,” “frottage,” “jacking off,” “jerking off,” “hand job,” “wank,” “pro-

9 ¢

miscuity,” “promiscuousness,” “sleeping around,” “one-night stand,” “lechery,”

[ . RN 13 . bR EN13 . . <« 9 .
homosexuality,” “homosexualism,” “homoeroticism,” “queerness,” “inver-

”

sion,” “sexual inversion,” “lesbianism,” “sapphism,” “tribadism,
106

“bisexuality,”

“straightness,” “bestiality,” and “zooerastia.

While it is hard to keep a data structure like this in your head—and I'd rec-
ommend taking a look at the term “sex” and others via WordNet’s online
platform to get a better sense of it—it is clear that WordNet is engaging in
some pretty sophisticated ontological work. It essentially offers an entire
linguistic and conceptual schematization of the world ready-made and in
machine-readable form.

As Aylin Caliskan, Joanna J. Bryson, and Arvind Narayanan have shown,
“language itself contains recoverable and accurate imprints of our historic
biases, whether these are morally neutral as towards insects or flowers,
problematic as towards race or gender, or even simply veridical, reflecting
the status quo for the distribution of gender with respect to careers or first
names. These regularities are captured by machine learning along with the
rest of semantics.”'?” This is certainly the case with WordNet, where we can
find several standard conceptual biases about anatomical sex, gender, and
sexuality embedded in the English-language semantics that are formalized
in the synsets connected to “sex.” For example, one synset for masturba-
tion combines “self-stimulation” with “self-abuse,” both defining “manual
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stimulation of your own genital organ for sexual pleasure.”'* Here we can
see the theological concept of “onanism” go digital (see the introduction).
Historical heteronormative biases surrounding masturbation and procreative
sex are rendered in machine-readable form.

The term “sodomy” is found in two child synsets for the term “sex.”
The first synset also contains buggery, anal sex, and anal intercourse, while
the second also contains bestiality and zooerastia.'”” Thus, sodomy forms a
machine-readable bridge between anal sex with humans and sex with ani-
mals, a common trope in conservative fearmongering that surfaces in many
debates surrounding LGBTQIA+ rights. It was in fact precisely these connec-
tions that Justice Antonin Scalia drew upon in his dissent in Lawrence v. Texas
(2003), the case that legalized gay and lesbian sex in the United States.''* The
terms “crossbreeding” and “interbreeding” are found in two child synests
for the term “sex.” The first synset also contains the terms “hybridization,”
“hybridisation,” “crossing,” and “hybridizing” and is defined as “(genetics)
the act of mixing different species or varieties of animals or plants and thus
to produce hybrids.”"" The second synset also contains the term “miscegena-
tion” and is defined as “reproduction by parents of different races (especially
by white and non-white persons).”''? Thus we can see not only the biological
essentialism of sexuality that is a hallmark of heteronormativity but also the
continued life of scientific racism in machine-readable form. Thomas F. Gos-
sett has catalogued the United States’ long legacy of besmirching scientific
discourse by leveraging its ethos to peddle scientifically incorrect conflations
of race and species. However, while Gossett hoped that Franz Boas, among
others, largely delegitimated such nonsense in at least scientific if not popular
discourse, here we can see it manifesting once again in a foundational dataset
for computer science in the twenty-first century.'

These are just a few of the more glaring biases found in a cursory review
of a single search result in the online version of WordNet. Others are cer-
tainly waiting to be found. It is unfortunately beyond the purview of this
book to extend this analysis much further. However, it is essential that other
interested researchers push this work forward by further connecting our leg-
acy of critical and analytical knowledge to the analyses of semantic biases in
machine learning platforms that are already being implemented by STEM
scholars. Every facet of historical prejudice in English-language discourse is
likely to rear its head in machine learning platforms and will largely go unad-
dressed if none of us are keeping track. Bias and prejudice surrounding sex
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and sexuality are perhaps most likely to take center stage, as the centrality of
ad revenue—and thus of censoring pornography—will make definitions of
sex and sexuality primary foci for machine learning moving forward.

While WordNet contains over 100,000 synsets, ImageNet primarily
borrows the nouns, which account for over 80,000 of WordNet’s synsets.
As they note, “In ImageNet, we aim to provide on average 1000 images to
illustrate each synset. Images of each concept are quality-controlled and
human-annotated.”""* Ironically, this Anglocentric dataset is produced by
using Amazon’s Mechanical Turk to outsource most of the English-language
labeling labor to (predominantly) non-native English speakers. Any linguistic
barriers are overcome by redundancy and exploitation: have multiple people
label the same images, use only the labels that the majority agree on, and
only pay those who provided the labels consistent with the majority. The
more obfuscated and thus potentially more nefarious problem that may exist
here is the influence of Anglocentrism on the deep structure of the datasets.
Researchers have pointed out some of the problems in the use of English as
the root structure for translation algorithms.'” To my knowledge, no one
has yet sufficiently analyzed what the global effects might be of structur-
ing our computer vision algorithms in accordance with English-language
“conceptual-semantic” and “lexical” relations.

Today, ImageNet contains an estimated one hundred million images,
and its maintainers hope to expand the dataset to trillions of images in the
future.'® This would make the visual dataset reach a similar scale to the lin-
guistic and conceptual datasets already powering search algorithms—and
particularly graph search functions like those at Facebook or Google.'"” This
task shines new light on the willingness of companies like Google and Face-
book to host infinite and increasingly high-resolution user images for free.
And further, labeling the image datasets of the future will likely require some
combination of the automation of image labeling, gamifying the practice
to stimulate users to perform labeling labor for free, and continuing to hire
out the labeling labor through services like Amazon’s Mechanical Turk. The
economic and political stakes of this increasing emphasis on extracting un- or
underpaid labor and producing an objectified, alienating, privately owned,
and blackboxed form of collective or social knowledge are already being
explored by other scholars."

In 2012, Alex Krizhevsky, Ilya Sutskever, and Geoffrey E. Hinton used
ImageNet to make a breakthrough in machine vision at the University of
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Toronto when working on an algorithm for the ILSVRC. They used a con-
volutional neural network (CNN or ConvNet), which is a specific kind of
artificial neural network that has the benefits of having fewer connections
and parameters and thus being easier to train with only slightly worse perfor-
mance. The only drawback is that they require large amounts of nonserial or
GPU processing power.""” As Hinton, Sutskever, and Hinton noted, “Their
capacity can be controlled by varying their depth and breadth, and they also
make strong and mostly correct assumptions about the nature of images
(namely, stationarity of statistics and locality of pixel dependencies).”* This
power is afforded by the ability of CNNs to process convolutional data, which
means building a function out of the integration of two other functions or
variables. In essence, convolutions are capable of working with the fuzziness
of visual data to make accurate identifications. Visual data comes in so many
more permutations and positions than the linguistic-based conceptual data
that many other artificial neural networks are trained to process. Whereas
syntax, grammar, and spelling in English-language textual discourse provide
asomewhat standardized conceptual topography (i.e., words are often in the
same positions in sentences and rarely misspelled), the visual concept of “cat”
as expressed in any given cat image could see that cat positioned in any part
of the image, at any distance, in many colors, sizes, positions, fur lengths and
textures, with various contexts and backgrounds, and so on.

To provide an unavoidably reductive explanation, Hinton, Sutskever, and
Hinton’s system was able to do this through the unique feed-forward model of
a CNN, which connects three types of layers: (1) convolutional, (2) max pool-
ing, and (3) fully connected (see figure 2.3). In this model, the essential compo-
nent is the neuron, which is fed pixel values as its inputs and is triggered when
it detects a particular pattern in those pixel values (such as a horizontal edge,

2! Convolutional layers use many iden-

a vertical edge, or a color contrast).
tical copies of these neurons and cluster them together into various kernels
that only get triggered when all of the neurons in that kernel are themselves
triggered (thus, a kernel might be triggered when it detects a vertical edge, a
particular texture, and a particular color contrast all together). Convolutional
layers break individual images into small groups of pixels and feed each group
of pixels into a set of kernels (itself a set of neurons). In a sense then, in the
convolutional layers, the set of kernels the machine has learned range over
the image one section at a time and fire when they detect particular patterns

(boundaries, textures, shapes, and so on). The data from these convolutional
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Figure 2.3

Example of layers in a CNN. Source: Alex Krizhevsky, Ilya Sutskever, and Geoffrey E.
Hinton, “ImageNet Classification with Deep Convolutional Neural Networks,” in
Advances in Neural Information Processing Systems 25 (2012): 1101.

layers, which essentially consists of which kernels were triggered by which
sections of the image being processed, is fed into a max-pooling layer,
which can aggregate this local knowledge into a broader regional knowledge
about specific types of patterns in the image. A max-pooling layer can thus
determine where the edges of objects might be, what textures and colors
objects might have, or what shapes they are composed of or contain. This
data is then fed into fully connected layers that can create global patterns—and
thus global knowledge—of the image based on the regional and local patterns
that have been identified. In short, once the max-pooling layer passes on infor-
mation about patterns across the entire image—like the center of this image
has a round figure with a fuzzy texture with two pointy shapes atop it, two
circlesin it, and lines coming just off-center on either side to its exterior—the
fully connected layer can identify this as an image of a cat’s face by its shape,
fur, pointy ears, round eyes, and whiskers.

The truly unique thing about CNNs though is not their capacity to iden-
tify new images but their ability to, when fed a set of seed images with con-
sistent labels, learn which kernels of which neurons are useful for indicating
which local patterns are useful for indicating which regional patterns, which
are useful for identifying global patterns—and thus images themselves. Per-
haps more simply, the neurons, kernels, and patterns that the machine uses
to identify new images are not programmed, they are learned by the machine
itself through massive and incredibly fast trial-and-error experiments. It is
for this reason that CNNs are so hard for people to imagine, as they see images
in ways that are very different from us, and that can only be roughly repre-
sented to us. For instance, they might identify an image of a cat based on the
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texture of their eyeballs, the curvature of their inner ears, the number and
placement of whiskers, or even more difficult visual signifiers for humans
to distinguish. That said, what they can identify is determined in advance by
the WordNet labels and the ImageNet images—the algorithm cannot learn
to identify things that it does not have images of or labels for. In short, no
matter how sophisticated the system, if you feed it heteronormative data, it
will produce heteronormative results.

Visual datasets have been shown to contain selection biases that lead to
what in computer science lingo are referred to as “certain most discriminative
instances” of image categories. We might think of these as certain images
that best capture or represent the inherent biases of a particular dataset, and
they can demonstrate to both algorithms and even the human eye the differ-
ences between visual datasets—things like average depth of focus, number
of objects, position of identified objects within the frame, number of iden-
tified objects, and so on. For example, in 2011, Antonio Torralba and Alexei
A. Efros published the results of some experiments that were inspired by a
game called Name That Dataset! that they devised in their computer vision
lab."* In the game, computer scientists working with different visual datasets
like ImageNet were presented with three representative images from twelve
popular visual datasets and asked if they could match each set of three images
to the visual dataset they had been taken from (see figure 2.4). In their lab,
most contestants were able to accurately attribute 75 percent of the images to
their parent datasets. When they trained an image classifier to play Name That
Dataset!, the best classifiers were able to achieve 39 percent accuracy—while
random chance would have been 8 percent accuracy, thus demonstrating
strong evidence of visual biases. Torralba and Efros argued that all datasets
are motivated because they are pitched, funded, and developed as reactions
against the deficits in their predecessors. These motivations tend to lead to
biases in the visual data they aggregate, and this bias goes unnoticed because
there is very little investigation of cross-dataset generalization. Or, in short,
no one is paying much attention to dataset bias.

The biases of the images selected for visual datasets shape everything from
the neurons and kernels to the schema and ontology of computer vision plat-
forms. That said, the types of biases implicit in most visual data have less
glaring politics and have to do with things like important objects occupying
the center and focal middle ground of images, shaping the more banal aspects
of what a machine vision system pays attention to. While we certainly need
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Figure 1. Name That Dataset: Given three images from twelve
popular object recognition datasets, can you match the images
with the dataset? (answer key below)

Figure 2.4

Name That Dataset! (example of bias in visual datasets). Reproduced from Antonio
Torralba and Alexei A. Efros, “An Unbiased Look at Dataset Bias,” in Proceedings of the
IEEE Conference on Computer Vision and Pattern Recognition (CVPR), Colorado Springs,
CO, June 20-25 (Piscataway, NJ: IEEE, 201 1), 1521.

more humanists contributing to this body of analysis, many of these biases
constitute a problem that computer scientists are at least economically moti-
vated to solve because these biases can impact system performance in ways
that tech companies care about.

Literally what can exist, how, and where for the system is shaped by these
biases, which has repeatedly been demonstrated in terms of race. This was
seen most publicly and hauntingly in the 2009 video of an HP facial recogni-
tion system failing to register Black Desi and track his face with its webcam.'*?
Scholars like Joy Buolamwini and Timnit Gebru, who was unceremoniously
fired in December 2020 for raising ethical concerns as co-lead of the Ethical
Artificial Intelligence Team at Google, have demonstrated in great detail how
racial and gender bias contained in the datasets and parameters of popular
facial recognition systems lead to Black women being misclassified up to 34.4
percent of the time.'* Race is deeply connected with adult content filters, as
one of the primary strategies that computer scientists have employed since
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at least the 1990s to accurately filter pornographic images has been to focus
on detecting skin tones through color and texture profiles.'* Many scholars
have noted the difficulty that these algorithms have in accurately assessing
whether nudity is present in images, with error rates routinely ranging from
3 to 10 percent—which means a lot of false positives given that they are ana-
lyzing and making decisions about billions of images per day. That said, I've
yet to find any scholars performing work like Buolamwini and Gebru’s, and
most of the assessments of skin tone detection accuracy do not break down
error rates by either race/ethnicity or the standard Fitzpatrick skin typol-
ogy.'” Only one study examined a specific race/ethnicity in regard to skin
tone detection algorithms and found that many systems performed poorly on
people from the Indian subcontinent. Their improved system was only able
to achieve accuracy rates between 88 and 91 percent.'”’

Based on prior evidence, we can expect that if the datasets these algo-
rithms are trained on do not include representative samples of populations or
include biased representations of certain populations the result will be algo-
rithms that exhibit systematic errors when it comes to identifying and clas-
sifying POC."* It turns out that this is precisely the case with ImageNet. As
I've demonstrated elsewhere, the synset on ImageNet that gathers images of
Black people consists of images in low resolution that show few facial details,
that have bodies positioned further away from the camera, that strongly fea-
ture celebrities (around 1 percent of the entire dataset is pictures of Barack
Obama) and memes. Most inexcusable, however, is that over 6 percent of
the entire category’s dataset is composed of images of white people dressed
in blackface, largely due to images of Dutch people dressed as Zwarte Piet
(i-e., “Black Pete”) during their Christmas celebrations.'” While it is difficult
to estimate the impact this might have on adult content filters without more
systematic evidence, it is safe to assume that adult content filters will have
higher error rates for images of POC and BIPOC women in particular. It is
thus likely that POC are experiencing higher false-positive rates where their
nonpornographic content is unjustly flagged by automated content moder-
ation systems.

Another major bias that remains is the Western context of these visual
datasets, which were largely compiled when images from the US domi-
nated the internet. Google researchers have found that this has led to fail-
ures of image recognition systems to accurately identify scenes from other
cultural contexts and geographic locations.”*® One of the most frequently
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woman, dress

Figure 2.5

Wedding photographs with Google’s label predictions based on Open Images. Source:
Tulsee Doshi, “Introducing the Inclusive Images Competition,” Google AI Blog,
September 6, 2018. https://ai.googleblog.com/2018/09/introducing-inclusive

-images-competition.html.

cited examples is the ability to identify things like weddings, brides, and
grooms because of cultural and geographic differences in wedding attire and
locations (see figure 2.5). Facebook’s Al lab has similarly found that image
recognition algorithms also demonstrate embedded cultural biases when
they label objects, as they are 15 to 20 percent more likely to incorrectly
identify objects from non-Western and low-income communities.” It is cer-
tainly the case that US- and Western-centric biases about what constitutes
obscenity and pornography are embedded in these algorithms as well, as most
exposed female-presenting breasts or buttocks and any genitalia will trig-
ger the algorithm globally regardless of whether that particular community
would consider that nudity to be pornographic. It will perform even worse at
interpreting community standards regarding what constitutes artistic nudity.

Google has increasingly been trying to combat this US and Western bias
in its algorithms through its Crowdsource app, which asks users to contrib-
ute free labor akin to Amazon’s Mechanical Turk with tasks like translation,
translation validation, handwriting recognition, sentiment evaluation, and

landmark recognition.'*

The company has plans to combat cultural bias in
image recognition systems with its Inclusive Images Competition, where
it challenges you to use its Open Images dataset to train an algorithm that
can successfully be applied to two challenge datasets that Google collected
from their global user community via Crowdsource."”” Of the nearly 35,000
images, fewer than fifty could be described as depicting scantily clad bodies.

The most risqué image I found was an outline of Bart Simpson showing his
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butt, and more often, the closest thing to racy or risqué images were images
of men in tank tops or sleeveless shirts playing basketball. While the Inclusive
Images Competition is a worthwhile endeavor, it certainly does not contain
the correct images to properly train a machine learning algorithm to make
higher-order distinctions about types of nudity based on cultural contexts—
like what is artistic and what is culturally normalized versus what is cen-
sorable for its prurience.

Another important concern when it comes to the datasets specifically
designed to train adult content filters is the consent of the people who are
depicted in the images used to train the algorithms. While ImageNet and
Open Images are the only publicly accessible image datasets that the image
recognition algorithms at Google are known to employ, it is likely that they
have propriety datasets in-house for this purpose as well. It is industry prac-
tice to ignore concerns over consent when collecting image datasets at this
scale, and we might take an example from public adult image datasets used to
train algorithms to produce deepfake porn as an example of the issues over
consent that arise with these sorts of datasets. After scouring subreddits like
r/GeneratedPorn and /AIGeneratedPorn and interviewing coders working
on deepfake pornography, Motherboard found that many of these datasets
included not only images without people’s consent but also images of porn
from producers who have been accused of lying to women and coercing
them into having sex on camera. These include images from sites like Girls
Do Porn, which stands accused of human trafficking and rape. Perhaps most
notably, they include images from Czech Casting because each Czech Cast-
ing video came with a photoset that was extremely appealing to machine
learning programmers. As Samantha Cole explains,

Each video of a woman also comes with a uniform set of photographs. Each set
includes a photograph of the woman holding a yellow sign with a number indi-
cating her episode number, like a mugshot board. Each set also includes photo-
graphs of the women posing in a series of dressed and undressed shots on a white
background: right side, left side, front, back, as well as extreme close ups of the

face, individual nipples, and genitalia.'**

The obsession with objectification in the mainstream heteroporn industry
makes it a particularly appealing sample for adult image datasets, which, cou-
pled with its sheer abundance and availability online, likely ensures that it is
strongly over-represented in adult image datasets. Again, without stronger
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empirical evidence, it is hard to be certain, but this is a likely explanation for
the high incidence of LGBTQIA+ content being unduly filtered by auto-
mated content moderation algorithms online that we’ll see in chapter 3.
Having more mainstream heteroporn in the dataset means not only that it is
better at identifying mainstream heteroporn but also that it is better at dis-
tinguishing between what is heterosexual porn and what is not heterosexual
porn. Itis likely less accurate at making the distinction between pornography
and nonpornography when it comes to LGBTQIA+ content.

While it is easily imaginable that Google’s public relations department
would try to externalize the causality of these biases by laying them at the
feet of the social collective whose data they mine or the digital laborers work-
ing through platforms like Amazon’s Mechanical Turk to label the data they
train their algorithms on, this clearly is not the case. The meanings estab-
lished for the dataset’s categories prefigure what data will eventually populate
them. Take, for example, the term “closet queen,” one of three child synsets
for the synset of “homosexual,” “homophile,” “homo,” and “gay” in Word-
Net. A closet queen is defined as “a negative term for a homosexual man who
chooses not to reveal his sexual orientation.” ' In its 2011 dataset—the most
easily accessible online—ImageNet had thirty-two images representing the
term “closet queen” (see figure 2.6). While in its current instantiation, the
“closet queen” category is not very threatening and perhaps even laughably
bad, itis a very good indicator of the potential implications of such a dataset.
Anonymous Mechanical Turk laborers are presented with images of human
bodies and prompted to provide this derogatory label to those images based
on the presumed sexual identity of the people depicted. The architecture of
the dataset demands that stereotypes about what constitutes the successful
performance of a particular sex, gender, and sexuality become hardwired
into the visual dataset. Regardless of which images end up populating the
category, the category’s very existence determines the way a computer will
see—it will see stereotypically. For example, two men hugging, especially
from behind, is a key indicator of closeted homosexuality.

As Alexander Cho has shown, the “default publicness” of social media plat-
forms can lead to LGBTQIA+ youth being outed by computers, which has
tragic consequences and reinforces heteronormativity by encouraging youths
with unsupportive families or communities to avoid producing or consuming
any online content that might out them." This is exacerbated by a system
increasingly data mining not only their sexuality but also the sexual semantics
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Figure 2.6
Images for “closet queen” synset on ImageNet.

of all the web content they interact with. Beyond this, it is easy to imagine a
much more intentional and nefarious future application of such a technology
for the automation of outing, where people performing machine-readable acts
of closeted queerness become automatically identifiable. While some might
view this as the imaginary of dystopic science fiction, I would caution against
such a quick dismissal. In 2017, Yilun Wang and Michal Kosinski engineered
a deep neural network to analyze images of people’s faces and determine
their sexual orientation. Their system used publicly available images from a
dating site they have refused to name in hopes of slowing copycats.”” Wang
and Kosinski’s system was able to accurately distinguish between “gay” and
“heterosexual” men in 81 percent of cases and 74 percent of cases in women
(compared to human success rates of 61 percent and 54 percent, respec-
tively)."”® While a number of scholars posted critical responses online to the
preprint version of the article, demonstrating the limitations of the system,'”
itis hard not to be frightened by the potential capacities of these systems, espe-
cially when their visual datasets include contextual data beyond faces (clothes,
locations, comportments, other people, and so on), operate at web scale, and
incorporate human semantic labeling through Amazon’s Mechanical Turk.
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The United States and the United Kingdom, in particular, have a long
history of selling technology with few to no strings attached to oppressive
regimes around the world, ranging from IBM’s sale of tabulators to sup-
port the Third Reich’s “final solution,” as documented by Edwin Black, to
more recent sales of metadata-based surveillance technologies by Britain’s
Government Communications Headquarters, an intelligence and security
organization, to Honduras, Bahrain, Saudi Arabia, China, and Qatar.'*” And
even if Western governments and companies were to exercise a previously
unheard of self-restraint by refusing to sell computer vision technologies
with such capabilities to regimes interested in the automation of outing, Ima-
geNet is publicly available, as are many of the computer science write-ups
of computer vision implementations built atop ImageNet. Anyone, from
domestic neo-Nazi alt-right groups to oppressive governments abroad could
build such a system themselves were it not available for purchase ready-made,
provided ImageNet continues to build out its visual catalogue for terms like
“closet queen.” Even if thisimage data is not used to out people, the counting
and classifying of LGBTQIA+ people has a long history of rendering them
susceptible to dehumanization and violence.'" This historical LGBTQIA+
precarity is only exacerbated now that private corporations control web-scale
data collections and data analytics tools.'*

In both WordNet and ImageNet, as well as in the image recognition
algorithms built atop them, like Google’s SafeSearch and Cloud Vision
API, we can see the hacker ethic at work. Programmers are focused exclu-
sively on implementing their ideas through the most practical means,
largely ignoring the potential social harms these new technologies might
cause or assuming that any ill effects can be patched on an ad hoc basis.
The datasets that serve as the foundation for the majority of computer
vision applications in the world today are riddled with biases, most notably
biases about sex, gender, and sexuality. These biases deeply impact how the
machine learning algorithms trained on them operate and likely can never
be adequately patched after the fact. Biased data will always produce biased
results. Without fostering interdisciplinary and diverse dialogue on what
unbiased data might look like and large-scale investment in implement-
ing less biased datasets, the infrastructure of the internet will continue to
reinforce our preexisting prejudices and further marginalize LGBTQIA+
communities. Lastly, the most common industry response is that human

reviewers are the answer for correcting these biases after the fact. However,
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as we'll see in the next section and chapter 3, these human reviewers put
into practice just as much heteronormative bias as the algorithmic systems
they are meant to correct.

THE HETERONORMATIVITY OF CONTENT REVIEW LABOR

FACEBOOK’S “HUMAN ALGORITHMS”

While few humanities and social sciences scholars have unpacked at length
the operations of automated content filters, like those discussed above, a
number of them have investigated their human counterparts, frequently
composed of an underpaid, overburdened, and globalized labor force respon-
sible for censoring broad swaths of the internet.'’ I would contest that this
latter phenomenon can best be understood in relation to efforts to automate
content moderation through machine learning algorithms like natural lan-
guage processing systems and computer vision or image recognition systems.
The way that major tech companies envision and situate this labor, structure
and schematize it, and mask it behind confidentiality agreements and com-
partmentalization will all strongly reflect these companies’ ideas and practices
from designing algorithms. In fact, as we’ll see, companies like Facebook
even describe these laborers as “human algorithms.” While the public archive
surrounding Google’s Cloud Vision API allowed for unique insight into their
automated content moderation practices, we will now turn to Facebook’s
human content moderators because their response to criticism in the wake
of the 2016 US election led to them opening up their content moderation
practices to the public in unique ways that offer the best insight into how
these “human algorithms” are at work within the company.

Facebook only began publishing data on the enforcement of its Commu-
nity Standards in 2018. In their first report, they found that between seven
and nine content views out of every ten thousand were of pieces of content
that contained violations of its adult nudity and pornography standards.'** In
2019, that number was up to eleven to fourteen views per ten thousand.'* In
their latest report, the company notes that since October of 2017, between
0.05 and 0.15 percent of all Facebook content contained flagged violations
of the adult nudity and sexual activity clauses of the Community Standards.
In each quarter since then, the company has censored between twenty to
forty million pieces of content. Around 96 percent of all flagged content
was caught by Facebook’s automated content moderation system, with the

Downloaded from http://direct.mit.edu/books/book-pdf/2440636/book_9780262369138.pdf by guest on 03 October 2024



Straight Code 99

remaining 4 percent being flagged by the user community.'*® Many of these
determinations are considered by the company to be obvious, but the ones
that fall into gray areas are kicked up to human reviewers whose labor has
been formalized by the company such that they are sometimes referred to as
“human algorithms.”"*

The labor force performing these reviews of flagged content is largely
hired through a California-based outsourcing firm named oDesk, which
farms out content moderation labor for both Google and Facebook, largely
hiring from call centers. Around 2012, Facebook employed only fifty moder-
ators for the entire platform, largely from Asia, Africa, and Central America.
They were paid $1 per hour plus incentives for reviewing certain amounts
of content during their four-hour shifts that could bring their total pay up to
$4 an hour—this was the same year Facebook had its initial public offering
at $100 billion.'*® In the wake of the 2016 election and Facebook’s numerous
scandals ranging from Russian trolls to Cambridge Analytica, the company
was employing 4,500 content moderators.'*” By 2018, it was employing
7,500 with plans of increasing that number to 15,000."° While these num-
bers have been released, the company maintains secrecy about the number
and location of its moderating hubs. As the content moderation labor force
has been increased, training has been streamlined. New contract laborers
receive two weeks of training and a set of prescriptive manuals for assessing
content. They also are given access to Facebook’s Single Review Tool (SRT),
which allows them to act like human algorithms, categorizing content and
checking whether it meets the appropriate sections of Facebook’s Commu-
nity Standards.""

These manuals and the SRT are created by young engineers and lawyers
at the company who work to distill all content moderation into a series of
yes-no decisions, thus producing an algorithm that can be run on the out-
sourced laborers’ bodies and minds. While Facebook claims that there are no
time constraints on these laborers, inside information indicates that modera-
tors have eight to ten seconds to review each piece of content (longer for vid-
eos), and they have targets of around a thousand pieces of reviewed content
per workday. The materials that have been released have all been in English,
requiring laborers not fluent in English to use Google Translate through-
out their daily work and increasing the difficulty of accurately moderating
content.' It is worth noting as well that Facebook currently does not have
enough training data prepared for its automated content flagging systems to
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be very accurate in languages other than English and Portuguese. Despite
these linguistic difficulties, moderators are collectively required to review
over ten million pieces of content per week and are expected to review every
piece of flagged content on the platform within twenty-four hours. The
company aims for a benchmark error rate of less than 1 percent, which means
that there are still tens of thousands of moderation errors made each day by
the platform’s human algorithms.'* As Max Fisher notes, “[M]oderators,
at times relying on Google Translate, have mere seconds to recall countless
rules and apply them to the hundreds of posts that dash across their screens
each day.”"*

A number of these materials have been leaked to the press and can offer
a small window into content moderation labor at Facebook. However, as
Tarleton Gillespie notes, what is most shocking about the documents is not
any aspect in particular that they reveal but the fact that they had to be leaked
in the first place. As Gillespie notes,

These are secret documents, designed not for consideration by users or regulators,
but to instruct and manage the 3000+ independently contracted clickworkers
who do the actual moderation work. These criteria, while perhaps crafted with
input from experts, have not been made public to users, not benefited from public
deliberation or even reaction. A single company—in fact a small team within that
single company—have anointed themselves the arbiters of what is healthy, fair,
harmful, obscene, risky, racist, artistic, intentional, and lewd.'s

It is precisely at this point of hubris, where a small group of people thought
that they could universalize determinations of obscenity in secret, that
heteronormativity slipped into the foundation of Facebook’s content mod-
eration policies. This bias is only exacerbated in practice as an overworked
and underpaid globally distributed set of laborers are charged with imple-
menting them at scale. People performing this labor told the Guardian that
“moderators often feel overwhelmed by the number of posts they have to
review—and they make mistakes, particularly in the complicated area of
permissible sexual content.”'*

The problem is that Facebook does not recognize analyzing sexual con-
tent as being among the content moderation tasks that are most difficult and
time sensitive. The structure of its human algorithm is such that content like
hate speech, conspiracy theorists preying on mass shootings, and content the
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media is focusing on, like Russian trolls, are “escalated” to better trained and
longer-employed laborers. Sexual content more often remains de-escalated,
handled by the least trained laborers. Sarah T. Roberts, a professor at UCLA
who studies content moderation, told Motherboard, “The fundamental rea-
son for content moderation—its root reason for existing—goes quite simply
to the issue of brand protection and liability mitigation for the platform. It
is ultimately and fundamentally in the service of the platforms themselves.
It’s the gatekeeping mechanisms the platforms use to control the nature of
the user-generated content that flows over their branded spaces.”"*” This is
reflected in the training documents and guidelines that have been leaked to
the press, which warn moderators against creating “PR fires” by making
decisions about content removal that could “have a negative impact on Face-
book’s reputation or even put the company at legal risk.”'*® Heteronormative
bias does not often fit the bill for dedicated attention at the company and has
never produced serious discussions among politicians about better regulating
the platform. The few PR fires that ignite over LGBTQIA+ discrimination
are more easily quelled by patronizing apologies and promises of changes and
self-regulation that rarely manifest.

While specific examples of biased content moderation decisions will be
overviewed in greater detail in chapter 3, it is worth taking a look briefly
at two PR fires caused by content moderation decisions at the company to
illustrate the point. For example, the first PR fire around heteronormative
content moderation on the platform to catch the public’s attention occurred
in 2011 when Facebook moderators decided to censor an image of a gay
kiss taken from the British television drama Eastenders. The company apol-
ogized profusely and reinstated the image, but there are no available public
records or indications within leaked documentation of larger changes being
made within its content moderation policies after this encounter.” In
2016, Facebook censored a famous image of the so-called napalm girl from
the Vietnam War for violating its policies on depicted nudity, thus demon-
strating that photorealism is so habitually associated with pornography that
all nude bodies are liable to be considered sexually explicit unless proven
otherwise after public outcry.'® This demonstrates the default worldview
of Facebook’s content moderators in which all female-presenting bodies
are sexualized. Facebook similarly apologized after the instance, and it now
appears as an example in their training manuals, but this photo is allowed
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because of its credentials and historic importance. The next photo like it
will still likely be censored on the platform until it has achieved enough
awards, hung in enough museums, and climbed the Google Image search
rankings.

Thus, Facebook’s human algorithm is produced by a small set of pre-
dominantly white, straight, young men looking for the most practical solu-
tions imaginable within their normative worldviews that minimally meet
the company’s desire to protect its brand value and avoid legal liabilities.
Its outsourced labor force is made up of culturally heterogeneous contract
laborers who receive little training, are given heteronormative guidelines,
are under immense pressure to rapidly determine whether to censor content,
and are instructed to default to censoring all potentially sexually explicit
content, and the most highly trained and accurate of whom dedicate most
of their time to reviewing escalated content exclusively. This leads to a lot
of heteronormative bias in Facebook’s content moderation practices and can
have disastrous consequences for its users. Facebook Pages and Groups whose
moderators have five pieces of content censored within ninety days or have
more than two “elements” that can be considered sexual solicitation or nude

imagery on their home pages are unpublished.

These policies similarly
apply to personal accounts, with many users facing repeated and increas-
ingly lengthy bans from the site. As we’ll see in chapter 3, such biased content
moderation policies are the norm on platforms like Facebook. They have dire
consequences for all users, but particularly for LGBTQIA+ communities,
and the adjudication mechanisms for correcting biased decisions are severely
lacking. As evidence of this, I'd now like to turn to an examination of Face-
book’s Community Standards, particularly as they relate to key issues for the

LGBTQIA+ community.

FACEBOOK’S COMMUNITY STANDARDS
Facebook maintains a detailed set of community standards and enforcement
guidelines for moderating content on their platform. The company describes
its mission as including the embrace of diversity in perspectives and notes that
because of this, they err on the side of allowing content to persist on the site.
This is in large part because Facebook regulates content via a single, global
set of rules that are meant to be applied consistently to their entire Face-
book community of some two billion users. They further reserve the right to
deviate from the letter of these Community Standards and to enforce them
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based on the “spirit” of the policies."®

As we'll see, this leads to a pervasive
heteronormativity in Facebook’s content moderation practices, despite their
best efforts to combat this bias, as well as pervasive Western, and specifically
US-centered, biases—a limitation particularly difficult to combat because the
deliberations about content moderation policies and the publicly available
information on these changes are in English.

Since 2016, Facebook has taken steps to make this deliberative process
that results in changes to their Community Standards more transparent to
the public. These meetings are prefaced by multiple working groups per-
forming research within the company and engagements in discussions with
“stakeholders” who provide input into proposed policy changes, all of which
isaggregated and presented at Facebook’s Product Policy Forum (previously
called the Content Standards Forum) for comment before Facebook makes
its final decision on policy changes. Since 2017, Facebook has publicly
released the minutes and presentations from the Product Policy Forum on
the Facebook Newsroom website, though the stakeholders and forum par-
ticipants are anonymized in the publicly released documents.'*> A number of
people performing content moderation review labor at Facebook have also
leaked Facebook’s guidelines to the press, particularly from the pre-2017 era
in which their work was more thoroughly shrouded in secrecy. From these
documents, we can piece together a rather clear picture of how content mod-
eration labor is performed at the company and how the company’s Commu-
nity Standards get formalized into enforcement guidelines that can be run as
“human algorithms” on human reviewers.

Currently, Facebook’s Community Standards outline twenty-one differ-
ent types of content that it moderates on its platform. Under the heading
“Safety,” Facebook’s Community Standards list “Sexual Exploitation of
Adults” as one type of content that they will moderate on their platform.
This includes “content that depicts, threatens or promotes sexual violence,
sexual assault, or sexual exploitation,” and “content that displays, advocates
for, or coordinates sexual acts with nonconsenting parties or commercial
sexual services.”'* We can already see here the influence of NCOSE’s con-
cept of intersectional sexual exploitation, as sex work is definitionally con-
flated with sexual exploitation, thus removing agency from sex workers and
reinforcing their historic positioning as the corrupted and helpless victims
of the darker aspects of society in need of saving. This discourse is rooted
in a heteronormative gender binary that historically understands women as
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being less compelled to seek sexual pleasure and personally and privately
in charge of defending their sexual virtue from nonmonogamous or com-
mercialized sexual activity. While it is certainly noble to guard against real
sexual exploitation on a social media platform like Facebook, conflating that
task with combating prostitution betrays deeply embedded normative and
Christian conservative moral frameworks.

Under the heading of “Objectionable Content,” Facebook also lists “Sex-
ual Solicitation.” Violations of this portion of the Community Standards
include content that “facilitates, encourages or coordinates sexual encounters
between adults.”'® This means that users cannot make posts that attempt to
coordinate or recruit participants for filmed sexual activities, strip club shows,
live sex performances, erotic dances, or sexual, erotic, or tantric massages.
Facebook also considers content that explicitly and implicitly solicits sex to
violate this standard. Explicit sexual solicitation includes offering or asking
for sex or sexual partners, engaging in sex chat or conversations, or sending
nude images. Implicit sexual solicitation is defined as an offer or request to
engage in sexual activity combined with the use of suggestive statements,
sexual hints, shared sexual content, and what Facebook calls “sexualized
slang.” While these policies officially apply to publicly posted content, Face-
book has a history of scanning private messages as well and unclear policies
about when and how it does so.'*® Essentially, Facebook does not want any-
one to use its platform to arrange sex acts of any kind, including digital sex
acts like sexting. Asjournalist Violet Blue notes, “Anything encouraging sex
for pleasure between adults is now a bannable offense in public posts.”"*” This
anti-sex approach to content moderation should not be surprising, given
Facebook’s normative moral stance on pornography and sex writ large. In
fact, Facebook was one of the first major tech companies to break ranks and
support the passage of FOSTA-SESTA by the US Congress, a sweeping anti-
sex and anti-pornography bill masquerading under the rhetoric of protecting
children and preventing sex trafficking that will be analyzed in much greater
detail in chapters 3 and 4.

Facebook’s most sweeping standard is its restriction of content displaying
“adult nudity and sexual activity,” which it considers as “objectionable con-
tent.” Policies for regulating nudity as obscenity have always been difficult to
formalize, and thus the company’s definitions here more frequently come as
lists of examples of censorable images. The current list of things you should

not post images of on Facebook is as follows:
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* Real nude adults, where nudity is defined as

« visible genitalia except in the context of birth giving and after-birth
moments or health-related situations (for example, gender confirma-
tion surgery, examination for cancer or disease prevention/assess—
ment);

* visible anus and/or fully nude close-ups of buttocks unless photo-
shopped on a public figure; or

* uncovered female nipples except in the context of breastfeeding, birth
giving, and after-birth moments; health-related situations (for exam-
ple, postmastectomy, breast cancer awareness, or gender confirmation
surgery); or an act of protest.

* Sexual activity, including

e sexual intercourse;

* explicit sexual intercourse, defined as mouth or genitals entering or in
contact with another person’s genitals or anus, where at least one per-
son’s genitals are nude;

* implied sexual intercourse, defined as mouth or genitals entering or in
contact with another person’s genitals or anus, even when the contact
is not directly visible, except in cases of a sexual health context, adver-
tisements, and recognized fictional images or with indicators of fic-
tion; or

* implied stimulation of genitalia/anus, defined as stimulating genitalia/
anus or inserting objects into genitalia/anus, even when the activity is
not directly visible, except in cases of sexual health context, advertise-
ments, and recognized fictional images or with indicators of fiction.

¢ Other sexual activities including (but not limited to)

* erections;

* presence of by-products of sexual activity;

* stimulating genitals or anus, even if above or under clothing;

* use of sex toys, even if above or under clothing;

* stimulation of naked human nipples; or

* squeezing female breast except in breastfeeding context.

» Fetish content that involves

* acts that are likely to lead to the death of a person or animal,

e dismemberment,

e cannibalism, or

* feces, urine, spit, snot, menstruation, or vomit.'®’
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They note that images are allowed that would otherwise violate these stan-
dardsif the sexual activity is not directly visible or is not sufficiently detailed
or if the image was posted in a satirical, humorous, educational, or scientific
context. As we’ll see below, these standards contain a number of hetero-
normative and Western biases that become apparent when they are put into
practice. It is worth noting first that Facebook leverages the rhetoric of pro-
tecting children and the feminist discourse against revenge porn to justify
their overbroad implementation of these standards. In short, the company
defaults to removing any and all sexual imagery on the platform unless there
is a specific “carve-out” that has been codified to allow that content.'”

Each carve-out that the company has worked into its Community Stan-
dards and its “human algorithms” for reviewing flagged content is the result
of a previous failure of the system and usually has only been implemented
after strong grassroots organizing among Facebook users who have faced
multiple account bans and had many pieces of content censored. Take, for
example, the carve-out for images of breastfeeding, a hard-won victory by
grassroots organizers well documented by Tarleton Gillespie in his book
Custodians of the Internet. For more than a decade, Facebook censored all
images of breastfeeding. As Gillespie notes, “Some women spoke of feel-
ing ashamed and humiliated that their photos, and their experiences as new
mothers, were being judged obscene. Removal of a photo was literally an
erasure of the woman and her accomplishment, and could easily feel like a
particularly personal violation of a deeply held conviction.”"”! This censor-
ship also synced up with people’s experiences with the hypersexualization
of female-presenting breasts that made breastfeeding in public a social taboo,
extending these same restrictions into the digital world. In this example,
we can see Facebook kowtowing to their advertisers, protecting their brand
image, and appeasing heteronormative conservatives at the expense of breast-
feeding parents. The policy was not changed until 2014, after a decade of
parents politically organizing, engaging in political action, making negative
headlines for the company, and engaging in acts of “platform disobedience,”
like purposefully posting images that violated this community standard and
then documenting and sharing Facebook’s responses—many people had their
accounts banned multiple times to achieve this victory.

More recently, Facebook has been struggling to figure out how best to
handle what it refers to as “cultural nudity,” which is most often exempli-
fied by photos of “aboriginal” peoples and religious figures and rituals. For
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the people in these images, nudity is a cultural norm, and it would be diffi-
cult to impossible to visually represent them on the platform without vio-
lating Facebook’s Community Standards. In 2019, the company convened
four cross-functional working groups, engaged in seventeen conversations
with external stakeholders, and made a presentation at their Product Policy
Forum without reaching a consensus on how to address this gap in their cur-
rent policies. Facebook’s current policy would be to ban any of these images
that contain visible female-presenting nipples or the genitalia of either sex,
but the company has considered allowing images of age-appropriate people
whose female-presenting nipples are exposed, provided the images are not
sexually suggestive and no genitalia are visible. This proposal produces some
problems, though, as it leads to value judgments of content, the problem of
having moderators attempt to interpret content, and would require a lot of
labor to overhaul the automated content moderation systems. The other pro-
posed change would add carve-outs for full nudity when there are indicators
that the nudity is “cultural/Indigenous” or is posted in the explicit context of
“pregnancy/motherhood.” This latter proposal presented problems of deter-
mining the consent of the nude people depicted; produced the possibility for
false positives within the carve-outs; requires a definition of cultural nudity,
which is difficult to produce; may produce a slippery slope in which context
is used to justify more and more nudity on the platform; and requires an
overhaul of the automated system. In the end, the company failed to reach a
consensus on new changes and continued to analyze its options for the rest
of 2019 while the ban on depictions of genitalia or female-presenting nipples
remained the status quo.'”

From this example, we can see a number of problems in the way con-
tent gets moderated on Facebook. First, the company’s quest to produce a
universal—and English-language-based—set of standards runsinto problems
when applied in practice. Here these problems consist of cultural variations
in what is considered “nudity” and in which contexts that nudity becomes
“obscene.” While it is easy to see how a company with the practicality of an
entrenched hacker ethic would lean on the visibility of female-presenting
nipples as the sole determinant of whether an image is obscene, this comes
at the expense of hardcoding heteronormativity into the platform. It rein-
forces the sexualization of female-presenting bodies and produces an unfair
double standard that is disadvantageous for female-presenting people.'” Fur-
ther, even the proposed policy changes would not introduce toplessness for
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female-presenting people and potentially achieve the hoped-for desexualiza-
tion of female-presenting bodies among populations that have historically
suppressed this behavior. As the company noted in its Product Policy Forum,
“We are trying to focus on historic, social and cultural norms that exist across
different groups of people, whether that’s religious groups, racial groups,
social groups.”"”* This move is also grounded on a homogeneity across his-
toric, social, or cultural opinions about female-presenting toplessness that
does not exist. For example, in the United States, thirty-seven states do not
have official policies on female-presenting toplessness, and it is more often
legislated at the local level, producing a wide variety of local ordinances gov-
erning the exposure of female-presenting breasts in the United States.'”

The most heteronormative aspect of this particular community standard,
however, is the assumption that “female nipples” correlate with genitalia
or that anatomical sex can be inferred in cases where genitalia are obscured
from the shape and size of the breast tissue that visible nipples are attached to.
Take, for example, Courtney Demone’s #DolHaveBoobsNow? Project, in
which Demone, a transgender woman, posted photos of her exposed chest
as she underwent hormone replacement therapy, challenging Facebook and
Instagram to answer her very simple question, “At what point in my breast
development do I need to start covering my nipples?”'” Platforms cannot
answer this question based on their cisnormative community standards. In
other words, their policies turn out to be profoundly impractical for regulat-
ing the visibility of gender fluid, nonbinary, and trans bodies on the platform.
With the current accuracy rates of computer vision-based automated content
filtering, coupled with the “human algorithms” Facebook employs to sort
out the content that slips through its automated filters, the company can quite
accurately identify all images with exposed nipples. So why not just produce
an overlaid filter that blurs an image until people confirm that they are willing
to be exposed toit, as Facebook already does with violent and medical images
posted to the site? Why not simply produce a nipples/no nipples toggle in a
user’s Facebook settings? It would be easy to implement such a solution and,
since the company already verifies user identities and ages, it would be easy
to gatekeep children from “unwanted exposure.” Heteronormativity on a
platform like Facebook is essentially this: to see biased filtering as the default,
most practical solution to the problem of content moderation rather than
recognizing the ease with which less normative filtering could be achieved
across the platform.
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Another recent point of contention in Facebook’s Product Policy Forum
has been how to moderate sexual activity in art. In late 2018 and early 2019,
the company convened two working group meetings, consulted with four-
teen external stakeholders, and held a presentation at their Product Policy
Forum to reaffirm their status quo and formalize better operational guide-
lines to ensure more consistent enforcement by their “human algorithms.”
As the company notes, “Our policies distinguish between real world and
digital art in the context of adult nudity and sexual activity because we have
historically found that digital images are hypersexualized.”"”” In essence, the
company maintains a medium-specific set of standards. If your image is a
photograph of an oil painting or a sculpture, Facebook assumes it is less likely
to be hypersexualized than a digitally produced image. The company also
is more likely to remove performance art and mass-produced, video-based
content. Thus, content moderators are trained to look at whether an image
is of a “real object” (paper, wood, canvas, wall) or composed in a “traditional
medium” (water colors, pencil, marker, charcoal, spray, marble, bronze) and
to use Google Image Search to check whether the art is “real or digital.”
They also look to see if an image has been altered by photo editing software
through things like cut and paste signals and whether there are traces of paint
programs, like vector shapes or 8-bit lines. This essentially reproduces a tra-
ditional classist distinction between “high” and “low” art in which Tom of
Finland erotica is permissible because it’s been made with oil paints on canvas
but anonymously created digital nude portraits are not. While it might not
be readily apparent how this connects to heteronormativity, one needs only
remember the financially precarious existence of much of the LGBTQIA+
community, particularly alarge section of the trans community. This makes
it more difficult for the community to publicize its arts and culture, arbitrate
and litigate censorship, and take in essential revenue to maintain and produce
new artworks. As smartphones increasingly become a necessity for every-
day life—essential for gaining employment, managing finances, obtaining
housing, and so on—they are increasingly the windows through which arts
and culture are accessed, disseminated in the public sphere, and marketed to
generate revenue. Digital communications mediated by these smartphones
and the social media platforms that dominate their internet usage can easily
lead to a future in which artistic production is less viable for the LGBTQIA+
community. By producing a medium-specific set of community standards
surrounding artistic nudity, Facebook is potentially leaning into a future in
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which LGBTQIA+ art bears an undue burden of censorship and risks being
rendered invisible to the broader public.

Taken collectively, despite response to public pressure to improve their
content moderation policies and practices, the operation of Facebook’s
“human algorithms” leaves much to be desired. The employees respon-
sible for the moderation of content of central importance to LGBTQIA+
communities in the United States are largely the least experienced, operate
from other cultural contexts, and are underpaid and overburdened, leading
to uninformed, exceedingly fast decisions about censorship. As I've shown,
these decisions are particularly impactful when it comes to content sur-
rounding sex work, breastfeeding, nipple exposure more broadly, cultural
nudity, and artistic expression. This creates an undue burden of censorship
on LGBTQIA+ communities and disallows a large portion of content that
many people would not find to be explicitly obscene or pornographic, rang-
ing from community building, social activism and organizing, sex education,
explorations of gendered embodiment, and artistic expression. As we’ll see
in chapter 3, these actions by Facebook are not the exception but the rule on
the internet. LGBTQIA+ content is faced with undue censorship, account
banning, and demonetization across the web.
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OVERBLOCKING

CYBERPORN AND THE END OF REGULATION

The internet as we know it and many of the companies that dominate it were
forged in the wake of a nationwide sex panic about children’s access to por-
nography. This sex panic might be best exemplified by the August 3, 1995,
Time magazine issue on cyberporn (see figure 3.1). In the issue’s cover story,
Philip Elmer-Dewitt reported on the findings of a later debunked study
showing that 83.5 percent of the images stored online at Usenet newsgroups
were pornographic.! Twenty years later, Elmer-Dewitt would describe this
as his worst story “by far” and note that one Time researcher assigned to
his story later recalled it as “one of the more shameful, fear-mongering and
unscientific efforts that we ever gave attention to.” This sex panic surround-
ing “cyberporn” culminated in Congress passing the Children’s Internet
Protection Act (CIPA) in 2000. CIPA required public schools and libraries
to install internet filters on all of their computers to block obscene content,
child sexual abuse images, and content deemed harmful to minors in order
to continue receiving federal funding. Similar to earlier moral panics sur-
rounding the dissemination of pornography in the United States, CIPA also
embodied a class-based anxiety over who had access to online pornography,
as evidenced by the original extension of the ban to adult library patrons.’
Media scholar Henry Jenkins responded to the Time story ina 1997 article
published in Radical Teacher. In a passage worth quoting at length, he wrote,

The myth of “childhood innocence” “empties” children of any thoughts of their
own, stripping them of their own political agency and social agendas so that they
may become vehicles for adult needs, desires, and politics. . . . The “innocent”
child is an increasingly dangerous abstraction when it starts to substitute in our
thinking for actual children or when it helps justify efforts to restrict real chil-

dren’s minds and to regulate their bodies. The myth of “childhood innocence,”

Downloaded from http://direct.mit.edu/books/book-pdf/2440636/book_9780262369138.pdf by guest on 03 October 2024



112 Chapter 3

GYBERPORN

EXCLUSIVE: A new study shows how pervasive and wild it really is.
Canwe protect our kids—and free speech?
-

-

Figure 3.1
Time magazine cover, August 3, 1995.

which sees children only as potential victims of the adult world or as beneficiaries
of paternalistic protection, opposes pedagogies that empower children as active
agents in the educational process. We cannot teach children how to engage in
critical thought by denying them access to challenging information or provoca-
tive images.*

As we'll see in this chapter, so much of our lives as children and adults are
lived at the interstice between the sexual and the platonic, the prurient and
the pure. Critical thought requires us to learn how to navigate these gray
areas, and the development of this capacity takes many years of practice,
online or off. Overbroad filters stunt this development, blocking access to
everything from legitimate nonsexual speech to hard-core pornography and
all the gray areas in between. As we’ll see, this problem is particularly acute
when it comes to LGBTQIA+ discourse. However, what little resistance there
was to CIPA maintained these black-and-white distinctions between legiti-
mate and illegitimate speech, focusing on how nonsexual speech was blocked
by overbroad filters.

Prior to CIPA, the American Civil Liberties Union (ACLU) was already
publishing detailed white papers arguing against internet censorship based on
abroad interpretation of First Amendment rights.” In 2002 the Kaiser Family
Foundation published a study indicating that at moderate levels, internet
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filters did not significantly impede access to online health information, but
at their more restrictive levels, the filters would “block access to a substantial
amount of health information, with only a minimal increase in blocked por-
nographic content.”® CIPA was challenged in court by the American Library
Association, also on First Amendment grounds, and appealed to the Supreme
Court by 2003. It is worth noting that none of these free speech arguments
against the implementation of porn filters were arguing that pornography
ought not be filtered. Pornography has never constituted protected speech in
the United States and has been especially vulnerable to censorship after Miller
v. California.” The central fact of all these arguments was that porn filters
are unreliable. They always overblock—they filter some portion of nonpor-
nographic sites for one reason or another—and they always still let some porn
through. The First Amendment claims against these filters were all based on
the fact that they would necessarily be blocking some portion of nonpor-
nographic content, which, precisely because it was not pornography, would
qualify for free speech protections.

All nine Supreme Court justices agreed that restricting children’s access
to pornography posed no constitutional problem. They also agreed that all
available filters were blunt instruments that inevitably block some portion of
nonpornographic material.®* The constitutional question was thus whether
this overblocking constituted a violation of First Amendment rights. The
Supreme Court ultimately decided in favor of CIPA by a margin of six to
three. In the aftermath of this decision and the displacement of the cyberporn
sex panic from center stage by 9/11 and the escalation of wars in Afghani-
stan and Iraq, the free speech concern of overblocking largely faded into
the background. As Deborah Caldwell-Stone noted in her 2013 American
Libraries article, “Debate over filtering became muted. . . . While researchers
counted the number of libraries and schools using filters, little inquiry was
made into how institutions were implementing CIPA or how filtering was
affecting library users.”

While the critical discourse seeking to combat overblocking by internet
filters has yet to fully resurface, this moral panic about access to pornogra-
phy through public internet outlets, and particularly in schools, is alive and
strong. For instance, in both 2017 and 2018, NCOSE (see chapter 1) added
EBSCO Information Services to their annual “Dirty Dozen” list of smut ped-
dlers. While CIPA remains in force and most American public schools filter
internet pornography, the EBSCO databases that many students use to access

educational materials are not subject to these same internet filters. Even after
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EBSCO worked to scrub their elementary, middle, and high school databases
of pornographic and sexually explicit materials, NCOSE found a number of
materials on these databases that they objected to. NCOSE researchers found
“sexually graphic written content on high school databases, including sexu-
ally graphic written descriptions and instructions for oral sex and other sexual
acts” that they considered “salacious and not academic.”'® On the high school
EBSCO database, they also objected to academic articles about gay porn, arti-
cles about pornography more broadly, and articles from magazines like Cosrmo-
politan and Redbook that provide sex advice. EBSCO’s middle school database
(Middle Search Plus) and elementary school database (Primary Search) con-
tained articles on adult entertainer Bettie Page; teen activists working to make
public nudity acceptable by posting nude protest images to Instagram; sex
advice articles with information on oral sex, anal sex, and BDSM; and other
sex education materials that NCOSE considered guilty of normalizing devi-
ant sex and encouraging the use of pornography by children."

EBSCO spokeswoman Kathleen McEvoy noted that schools are primar-
ily responsible for setting up their own EBSCO filters for blocking objec-
tionable content and that the NCOSE researchers were likely accessing these
materials through their home computers that would not be subject to
these school filters. However, she noted that EBSCO initiated an investiga-
tion after NCOSE’s research findings. While EBSCO was not able to repro-
duce their findings, she noted that the company took NCOSE’s findings very
seriously and that the company has taken steps to ramp up its content filters
for public school databases. She also concurred with NCOSE that magazine
articles about sex practices like BDSM did not count as “sex education” and
thus ought to be censored."? Despite EBSCO’s response to these problems, at
least one school district in Colorado discontinued its subscription to EBSCO
Information Services for the foreseeable future.'

We can thus expect that overblocking will continue to be part of the daily
lives of public school students in the United States for the foreseeable future
as well. This inordinately impacts the most underprivileged students who
might not have ready access to the internet via broadband or mobile devices
outside of the school’s internet filters. As we’ve repeatedly seen, moral panics
over sex and pornography always have class dimensions to them, which are
repeated both here and in another instance in which NCOSE, after joining
forces with Enough Is Enough, was able to get both Starbucks and McDon-
ald’s to agree to filter sexually explicit content on their free Wi-Fi in locations
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nationwide.' The overblocking that results inordinately impacts poor and
unhoused adults in the same way that it did when public libraries installed
filters after CIPA.

This chapter will make the case that overblocking is a phenomenon com-
mon across the internet writ large and is not confined to public schools or
free Wi-Fi hotspots. Nearly every major internet platform today engages in
systematic overblocking of sexual expression, which by default reinforces
heteronormativity. The primary focus will be on analyzing the impact of the
Stop Enabling Sex Traffickers Act and Fight Online Sex Trafficking Act, col-
lectively known as FOSTA-SESTA and hereafter referred to as FOSTA, which
the US Congress passed in 2017. FOSTA was the first substantial change in
legislation and regulative policy surrounding adult content that the United
States has made since CIPA and has had the largest impact on the internet since
the Communications Decency Act (CDA) was passed in 1996. We can essen-
tially divide content moderation practices into pre-FOSTA and post-FOSTA
eras. In the former, ISPs and content hosts, like social media platforms, were
not liable for user-generated content disseminated by or hosted on their net-
works, which led to a lighter, but still quite repressive, censorship regime, as
we’ll see below. FOSTA, claimed as a marquee policy victory by NCOSE,
has led to extreme crackdowns on sexual speech on the internet. It has
adversely impacted many LGBTQIA+ communities and has been exploited
by the manosphere (see chapter 1) to punish adult entertainers and sex work-
ers online. In the aftermath of FOSTA, many adult entertainers and sex
workers have faced serious consequences as both their livelihoods and their
bodies were put at risk by the act. Additionally, the act has ramped up the
overblocking of sex education materials, which is likely to have an inordi-
nate impact on the adolescents coming of age during its reign over internet
content. As I'll show in chapter 4, this victory of anti-porn crusaders has also
led to a détente wherein pornography is allowed to continue proliferating
online provided it is produced by multinational corporations and coheres to

heteronormative genre conventions.
OVERBLOCKING IN THE RUNUP TO FOSTA-SESTA
Since 2016, LGBTQIA+ digital content and its creators have been increas-

ingly under attack at a global scale. As Freedom House’s annual “Freedom
on the Net” report for 2016 states, “Posts related to the LGBTI community
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resulted in blocking, takedowns, or arrests for the first time in many settings.
Authorities also demonstrated an increasing wariness of the power of images
on today’sinternet.”" The organization found attempts to block LGBTQIA+
content in eighteen countries, up from fourteen in 2015, ranging from South
Korean regulators asking the Naver web portal to reconsider linking to gay
dramas to the Turkish government blocking all the popular LGBTQIA+
websites in the country for a period during 2015.'¢ Turkey regularly invokes
legal provisions about protecting families, censoring obscenity, and prevent-
ing prostitution to block LGBTQIA+ websites and apps like Hadigayri.com,
Transsick-o, and Grindr."” By 2017, Freedom House estimated that 47 per-
cent of the global population lived in countries where LGBTQIA+ content
was suppressed and sometimes punishable by law."

It is worth noting that information on the overblocking of LGBTQIA+
content online was restricted to only a single page of both Freedom House’s
2016 and 2017 reports and was entirely absent from their 2018 report.
Reporting on the overblocking of LGBTQIA+ content is largely absent from
contemporary discourse on content moderation. A large part of this is due to
the pressing issues of social media spreading alt-right political propaganda and
conspiracy theories, which leads to an inevitable focus on content moderation
in terms of political speech. However, it may also be due to the false Pandora’s
box of porn narrative leading people to believe that LGBTQIA+ content flows
freely across the global internet. My hope in this chapter is to convince you
that this is a false assumption and that LGBTQIA+ content is regularly over-
blocked in the United States. This US-based overblocking has global implica-
tions. As many of the most prominent internet platforms are headquartered
in the United States, its legislation has an inordinate impact on global internet
traffic for two primary reasons. First, internet platforms rarely maintain sepa-
rate content moderation standards for different national or cultural audiences.
If a state has the power to influence these standards, that impact is frequently
felt globally. Second, the proprietors of these internet platforms and many of
their employees live in and are influenced by the same US norms that make
legislation like FOSTA possible. The global impact of FOSTA is thus to dou-
bly reinforce heteronormativity, first by subjecting LGBTQIA+ content to
stricter scrutiny than heteronormative content and second because silencing
sexual expression effectively preserves the status quo.

The majority of anti-porn discourse argues that content filters are the only
way to protect children from unwanted exposure to pornography online,
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thus justifying overblocking. This, however, does not seem to be the case.
For instance, after analyzing two separate datasets, researchers found that the
use of internet filters “had inconsistent and practically insignificant links”
with adolescents encountering sexually explicit content online." The over-
blocking that results from internet filters thus does not have its desired effect.
Mainstream heteroporn with wide distribution networks, advanced search
engine optimization (SEO) techniques, and the capacity for mass-producing
content still makes it through the filter, as we’ll see in chapter 4. What is
lost is always a combination of art, sex education, LGBTQIA+ community
resources, and LGBTQIA+ pornography.

BAD BLOCKS/WEAK ADJUDICATION

It is difficult to retroactively construct a full catalogue of unduly censored
content prior to FOSTA because few researchers were focused on content
moderation and no centralized agencies were collecting archival examples
of overblocking. For example, a paper from the Berkman Klein Center for
Internet and Society at Harvard University examined Google SafeSearch in
2003 and found strong evidence that Google routinely blocked newspapers,
government sites, educational resources, and even sites about controversial
concepts and images.”* However, since 2003, there have been no academic
studies of SafeSearch censorship, and thus there is no real catalogue of what
has been getting censored or how the adjudication mechanisms play out for
those who believe their content was censored in error and are thus seek-
ing to get it unblocked.?! To stick with the case of Google, this censorship
has dire consequences for content producers and website managers, as even
a temporary block can do irreparable damage to their position in Google
search rankings and thus can cause an unexpected and potentially prolonged
cessation of revenue as web traffic slows to a halt. As we will see below, this
is not unique to Google. Across the internet, content creators and website
administrators, particularly those with less access to capital and representing
niche and/or marginalized communities, are confronting undue censorship
and loss of revenue. The adjudication channels provided to them are opaque,
alienating, and often unsuccessful if they do not have national visibility or
expensive legal counsel.

In lieu of a robust archive of unduly censored content pre-FOSTA, I will
work to stitch together what has been documented with some experimen-
tal explorations of contemporary content moderation practices, both my
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own and those conducted by artists using their own convolutional neural
networks—particularly what are termed “generative adversarial networks”
that reverse engineer the operations of computer vision algorithms. What
we’ll find is that automated content moderation performed by computer
vision and image recognition algorithms is not very good at parsing the
context of nudity, which constitutes a significant problem when it comes
to the censorship of art. While some of this lack of contextual knowledge
can be compensated for by relaying the moderation decisions to human algo-
rithms, they, too, will often err on the side of overblocking artistic nudity.
While they may recognize and override blocks to canonical Western artistic
nudity—the types of oil paintings hung in world-class museums—this same
consideration is rarely extended to non-Western, noncanonized, or everyday
artistic productions.

Itis no wonder then that one of the most frequent victims of overblocking
is the artistic representation of nudity. As we saw in chapter 2, even canoni-
cal works of art like the Venus de Milo are potentially subject to censorship
by Google SafeSearch because automated content filters have trouble with
higher-level differentiations like that between pornography and nude art.
Several famous works of art have been subjected to censorship on platforms
like Facebook. In 2018, Facebook flagged images of the Venus of Willen-
dorf as pornography and censored them on its platform, which led to an
online petition against art censorship.? Facebook also automatically flagged
an image of the painting The Origin of the World posted by Gustave Cour-
bet, who had his account deactivated as a result.?? Facebook has also banned
images of Gerhard Richter’s 1992 painting Ema, a misted view of a nude
woman descending a staircase; Evelyne Axell’s 1964 painting Ice Cream, a
pop art painting of a woman’s head as she licks an ice-cream cone; and Edvard
Erikson’s 1913 public sculpture The Little Mermaid.**

This trend is even more impactful when it comes to photography. Take,
for example, Michael Stokes’s work, which often includes photographs of
men in various stages of undress, including wounded, amputee veterans.
Since 2013, Stokes’s photographs have been repeatedly flagged on Face-
book as violating their community standards, and he has been subjected to
multiple bans from the platform (not to mention hate messages and threats
from other users). Stokes compares this to Helmut Newton’s ability to freely
post his photograph of Venus Williams in the nude for ESPN’s 2014 Body
Issue, which Facebook has allowed to circulate without challenge. Stokes
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writes, “Nude subjects have traditionally been reserved exclusively for the
male gaze, so when a man poses nude, to some this implies that the image is
homoerotic.”* Thus, Stokes has found that images of women can be further
undressed than those of men without triggering content filters (either auto-
matically or by people reporting the images). Stokes argues that this trend has
only accelerated in the past few years. In 2015, he posted a photo of two male
police officers, fully dressed, kissing with a caption about censorship that was,
ironically, quickly censored. He further notes that he recognized a strong
shift in Instagram’s content moderation after it was purchased by Facebook.
He encountered few problems with the platform before its sale and afterward
was regularly subject to warnings and takedown notices. More recently, after
Tumblr announced that it would no longer host sexually explicit content on
its platform, nearly 70 percent of his 900 photographs on the platform were
flagged as violating the new community standards.

Photorealism does seem to be a key marker of the likelihood that an image
will be automatically flagged as sexually explicit, at least via Google Safe-
Search. For example, I ran the first one hundred images that resulted from
Google Image searches for “nude sculpture” and “nude painting” through
Google’s Cloud Vision API and found evidence that photorealism was a key
indicator for an image being flagged as “adult” or “racy.” For instance, of
the sculptures, only one was flagged as likely or very likely to be adult, and
thirty were flagged as likely or very likely to be racy. Similarly, of the paint-
ings, only twelve were flagged as adult and sixty-seven as racy. The sculptures
that were flagged often were realistic and had a sheen to them reminiscent of
the sweat and oil often found on models’ skin during filming, and paintings
were much more likely to be flagged the less abstract they were. This bears
out upon further testing. I ran the first one hundred images from The Vulva
Gallery, an online site and printed book containing close-up illustrations of
vulvas in the likeness of watercolor paintings. None of them were flagged as
adult, and only fifteen of them were flagged as racy. Similarly, I ran two sets
of hentai fanart from the site DeviantArt.com through Cloud Vision, fifty
color illustrations and fifty line art illustrations. Of the color illustrations,
thirty-four were flagged as adult and forty-eight as racy, while only one of
the line art illustrations was flagged as adult and only thirty-three as racy.
Lastly, I took the first forty-four images of Real Dolls, lifelike silicone sex
dolls, from a Google Image Search and ran them through Cloud Vision and
found that all forty-four of them were flagged as both adult and racy. These
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findings are borne out by computer science literature, which demonstrates
that color and texture properties are key features in the detection of nudity
by computer vision algorithms, as seen in chapter 2.

Yet what a computer “sees” as indicative color and textural features of
nudity is not the same as what we would expect based on our own visual
experience. This has been demonstrated by several artists who have been
using machine learning to probe the limits of computer vision, image recog-
nition, and adult content moderation as it relates to the arts. Take, for exam-
ple, the work of Tom White, an artist and senior lecturer in media design
at Victoria University of Wellington. White uses a generative adversarial
network (GAN) to produce what the tech industry calls “adversarial exam-
ples” based on ImageNet classifiers. In essence, a GAN mirrors the CNN that
powers an image recognition algorithm (see chapter 2 for alengthy overview
of CNN), feeding abstract shapes, patterns, or amalgamations of images into
the CNN, seeing what classifiers that image triggers, and then adjusting the
shapes, patterns, or amalgamations of images iteratively until it outputs an
image that will trigger a classifier despite looking nothing like what a human
would recognize as an example of that particular classification. As White
putsit, he uses abstract forms to “highlight the representations that are shared
across neural network architectures—and perhaps across humans as well.”*

In two exhibitions, Synthetic Abstractions and Perception Engines, White has
generated shocking images that will trigger certain classifiers on Amazon,
Google, and Yahoo's image recognition systems but to a human look noth-
ing like an object that ought to trigger that classification.” Take, for exam-
ple, figure 3.2, which depicts a series of black-and-white abstract shapes and
lines on an orange and yellow background. Google SafeSearch recognizes
this abstract image as “very likely” to be adult content, and both Amazon
Web Services and Yahoo Open NSFW make similar determinations. White
has a series of similar adversarial examples that to humans present as abstract
shapes and colors but to image recognition systems look like concrete, iden-
tifiable objects. Images like these challenge the efficacy of image recogni-
tion systems, probing their boundaries to demonstrate the different ways in
which they perceive the world. They also constitute a more practical prob-
lem, as White’s work would likely be censored on most major platforms
today, and he would be required to individually appeal each automatic flag
applied to images on his accounts despite their (to human eyes) obviously
“safe for work” status.
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Figure 3.2
Mustard Dream by Tom White being run through Google’s Cloud Vision API.

For another example, we can look to Mario Klingemann’s eroGANous
project, which stitches together elements from actual images into adversar-
ial examples that will trigger image recognition systems.” These images are
much more photorealistic than White’s and, thus, while White’s images may
survive human review after the system has automatically flagged his content,
the eroGANous images are more likely to be censored in the six- to eight-
second window that human reviewers generally have to make censorship
determinations on potentially sexually explicit content (see figure 3.3). As
Klingemann notes, “When it comes to freedom, my choice will always be
‘freedom to’ and not ‘freedom from,” and as such I strongly oppose any kind
of censorship. Unfortunately in these times, the ‘freedom from’ proponents
are gaining more and more influence in making this world a sterile, ‘mor-
ally clean’ place in which happy consumers will not be offended by any-
thing anymore. What a boring future to look forward to.”*° As a side note,
for those interested in escaping the boredom of this sterile visual regime,
I'd recommend taking a look at Jake Elwes attempt at producing “machine
learning porn,” a two-minute video of computer vision pornography
unrecognizable—yet uncannily evocative—to human vision.”!
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Figure 3.3
eroGANous image being run through Google’s Cloud Vision API.

A similar example can be found in Robbie Barrat’s work. Barrat fed images
of ten thousand nude portraits into a GAN and used it to iteratively generate
new “nude” images. As Barrat notes,

So what happened with the Nudes is the generator figured out a way to fool
the discriminator without actually getting good at generating nude portraits.
The discriminator is stupid enough that if I feed it these blobs, it can’t figure
out the difference between that and people. So the generator can just do that
instead of generating realistic portraits, which is a harder job. It can fall into this
local-minima where it isn’t the ideal solution, but it works for the generator, and
discriminator doesn’t know any better so it gets stuck there. And that is what is

happening in the nude portraits.*

Thus, as Barrat’s project demonstrates acutely, computer vision has a very
peculiar and least-common-denominator approach to detecting nudity that
totally collapses the context within which that nudity occurs. For many peo-
ple, none of the images above would be considered obscene, and even if they
were, they are most certainly contained within the realm of artistic nudity
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rather than pornography. Despite this, these images are routinely censored
by all major computer vision algorithms.

These experiments with computer vision challenge the reliability of
image recognition and produce an implicit challenge to content moderation.
They also demonstrate the guiding role that the ethic of anti-porn crusad-
ers plays in their production, as overbroad censorship is always preferable to
even one pornographic image slipping through. This prioritization of anti-
porn morality is, as I've shown, explicitly at odds with the needs, desires, and
rights of the LGBTQIA+ community. Further, the artists above allow us to
imagine a future in which new BigGAN production practices can obfuscate
pornography from content moderation algorithms. As Klingemann notes,

Luckily, the current automated censorship engines are more and more employing
Al techniques to filter content. It is lucky because the same classifiers that are used
to detect certain types of material can also be used to obfuscate that material in an
adversarial way so that whilst humans will not see anything different, the image
will not trigger those features anymore that the machine is looking for. This will
of course start an arms race where the censors will have to retrain their models and
harden them against these attacks and the freedom of expression forces will have

to improve their obfuscation methods in return.”

What goes unnoted here is that these techniques will likely only be available
to the most tech savvy of content producers or, in lieu of doing it themselves,
those with either the access to capital to hire others to perform this labor or
with large enough audiences to crowdsource it for free. A likely unintended
effect of this will be that in this arms race between porn obfuscators and con-
tent moderators, the only people unable to keep up will be amateur and low-
budget artists and pornographers, of which LGBTQIA+ content creators are
likely to form a substantial portion. In short, if what computers view as “porn”
really can be likened to spam, it seems inevitable that certain types of
“porn” will mutate to exploit the weaknesses in image recognition systems.
It also seems likely that the content producers that achieve this will be the

well-resourced corporations peddling mainstream, heteronormative content.

IFFY BLOCKS/BAD CONSEQUENCES
As we saw earlier in this chapter, the discourse of moral panic that lever-
ages the idea of unwanted and traumatic exposure of children to hard-core
pornography to legitimate regimes of censorship, sexual discipline, and
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heteronormativity necessarily makes children and adolescents the most likely
to have their internet traffic filtered—at school, college, the library, and at
home. This filtration is likely to be under the direction of the people with the
most authority at any of these locations, and thus the patterns of regulation
of internet traffic are likely to draw upon the preexisting material relations of
inequalities at these locations, which are often strongly heteronormative in
the household.** By pandering to these moral panics and providing overbroad
filters to ensure the smallest possibility of “unwanted exposure,” filters like
SafeSearch place themselves at odds with some of the more liberatory poten-
tialities of the internet. Additionally, in the United States, some evidence
suggests that adolescents who use online pornography are more likely to be
African American and to come from less educated households with lower
socioeconomic status.” There are thus always class and racial tensions that
cut through these sex panics.*

A number of scholars have argued that the internet can be a very effec-
tive medium for disseminating educational information about sexual health,
introducing sexuality, and fostering sex-positive attitudes in children and
adolescents.”” While people of any age can reap these benefits, it is more
common for younger people to use the internet for information about sex
and sexuality, and even more common for LGBTQIA+ youths to do so.?®
Keep in mind that this is precisely the age group meant to have its internet
traffic censored by filters like SafeSearch. Overblocking frequently leads to
the censorship of sex education materials. Take, for example, the case of
the National Campaign to Prevent Teen and Unplanned Pregnancy’s online
campaign called “Bedsider,” which was launched in 2012. This campaign was
meant to be hipper so that it would have more appeal to young people. This is
a common strategy in newer sex education social media campaigns. As Susan
Gilbert, codirector of the National Coalition for Sexual Health, explains,
“We have to make healthy behaviors desirable by using creative, humorous,
and positive appeals.”’

Bedsider made use of these standard social media strategies to try to entice
teens to engage in safer sex practices. For instance, Bedsider tweeted, “98 per-
cent of women have used birth control. Not one of them? Maybe it’s time to
upgrade your sex life.”*’ In response, Twitter banned Bedsider from promot-
ing its tweets for violating Twitter’s ad policy, which prohibits the promotion
of or linking to adult content and sexual products or services. A Twitter
account strategist noted that the problem would persist as long as Bedsider’s
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website continued to host the article “Condom Love: Find Out How Amaz-
ing Safer Sex Can Be.”*! Even though the article was focused on encouraging
young people to engage in safe sex, the Twitter account strategist told Bed-
sider, “It still paints sex in a recreational/positive light versus being neutral
and dry.”* In 2017, Facebook banned advertisements from the National
Campaign to Prevent Teen and Unwanted Pregnancy that promoted regular
health checkups. Like others, their modern and catchy “You're so sexy when
you're well” advertising campaign was deemed as profane or vulgar language.
Similarly, journalist Sarah Lacy’s advertisements for her book The Uterus Is a
Feature, Not a Bug were rejected for containing the word “uterus.”*

In response, Lawrence Swiader, Bedsider’s director, told the Atlantic, “We
need to be able to talk about sex in a real way: that it’s fun, funny, sexy, awk-
ward . . . all the things that the entertainment industry gets so well. How
can we possibly compete with all of the not-so-healthy messages about sex
if we have to speak like doctors and show stale pictures of people who look
like they’re shopping for insurance?”** This is not an isolated incident. The
Keep A Breast Foundation, a youth-based organization that promotes breast
cancer awareness and educates young people about their health, was banned
from using Google AdWords because of their slogan, “I Love Boobies.”**
Both of these instances constitute a staggering reiteration of early Supreme
Court bias in enforcing obscenity doctrine against LGBTQIA+ and sex edu-
cation materials but not against Playboy magazine; Playboy has been allowed to
advertise its content through its Twitter account and has even posted photos
of bare breasts. And they have very real material consequences. In the last
systematic study I could locate from 2013, the Pew Research Center found
that 59 percent of Americans had turned to the internet for health informa-
tion in the past year, with 77 percent of them starting at a search engine like
Google, Bing, or Yahoo.*

The appeals process for banned content is too complex, time-consuming,
and expensive for nonprofit organizations to successfully engage in.
For instance, in 2014, the sex education organizations Spark and YTH
(Youth+Tech+Health) had four of their sex education videos removed from
YouTube. The organizations repeatedly contacted YouTube and filed two
official appeals through the online process, all to no avail. They were only
able to successfully get their videos reactivated after hiring a lawyer who hap-
pened to go to law school with another lawyer high up in YouTube’s policy
department. As Swiader noted, “While some organizations have had success
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getting content through after initial rejection, the process of winning that
minor victory is tireless. Many smaller organizations just don’t have the band-
width to fight for each individual piece of content.”* This has been a huge
hindrance to online sex education campaigns, as at least forty sex educational
content creators have had their YouTube videos demonetized, their channels
deprioritized in search results, and their accounts shadow banned, including
channels like Watts the Safe Word, Come Curious, Bria and Chrissy, and
Evie Lupine.*

This overblocking is not confined to sex education though. Entire iden-
tity categories have been subject to overblocking, even when their online
content is not sexually explicit. Take, for example, Google’s understanding
of the term bisexual. From 2009 to 2012, Google only understood the term
“bisexual” as a query for mainstream heteroporn. While the effects of this
oversight at Google and their slowness to address it are quite bad, it is easy
to understand how their algorithms would have come to such a conclusion.
In mainstream porn, the term “bisexual” is popularly appropriated hetero-
normatively to signal only scenes with females willing to engage in group sex
with other women—for example, male-female-female (MFF) threesomes.*’
The term “bisexual” then is hugely popular in mainstream heteroporn, and
mainstream heteroporn comprises a large percentage of internet pornogra-
phy (if not of the web in its entirety). As such, the term “bisexual” actually
is more likely to indicate pornography than not. And while it is a flagship
term in the LGBTQIA+ marquee, bisexuals often speak of feeling underrep-
resented or even marginalized in LGBTQIA+ discourse. With the term often
being collapsed into its container initialism, one can see how this usage would
have been less compelling to the content filter’s machine learning protocols.
The result was Google adding the term “bisexual” to a list of banned search
terms that could cause a website to be deprioritized in search rankings if
any of these terms appeared on the site. Because of this, for three years, all
bisexual organizations and community resources were either deprioritized
in Google Search results or completely censored.

I can find no comprehensive studies of the effects of Google’s changes to
its algorithms post-2012 to disallow the censorship of bisexual organizations
and community resources. There are also no comprehensive studies on other
such terms that have been designated as exclusively pornographic, though
“gigolo” and “swinger” went through similar classifications between 2007
and 2015.%" Without such studies, it is hard to determine how many online
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LGBTQIA+ resources are still being prevented from reaching their intended
audiences by Google’s SafeSearch features. These sorts of resources are a
particularly difficult issue to deal with from Google’s regulatory framework,
as the line between explicit and educational or identity-forming content is
hazy. In communities that look to the performativity of sex, sexuality, and/
or sex acts for their communal identity formation, visuals and discourse
that might be considered explicit in other contexts take on a new valence.
Here “prurient” interest can be tethered to sexual education and individua-
tion. “Hard-core” pornography is used—in particular by adolescents—for
educational purposes.®® There is some evidence of a correlation between
prurience—in this case masturbation to online materials—and seeking
information about sex and sexuality online. While, not surprisingly, mas-
turbation also correlates to viewing these materials more favorably, more
interestingly it also correlates to people reportedly being less disturbed by
sexual material %

The internet is well suited for offering a safe space to experiment with
one’s sexuality with few negative repercussions—people can “try on” and
“test out” sexualities and practice coming out—and for building communi-
ties for people with marginalized sexual identities.>* As Nicola Déring notes,
“The Internet can ameliorate social isolation, facilitate social networking,
strengthen self-acceptance and self-identity, help to communicate practical
information, and encourage political activism.”*® While the internet offers
very promising opportunities for LGBTQIA+ individuation and commu-
nity building, its heteronormative content moderation practices work to cir-
cumvent those opportunities. As Attwood, Smith, and Barker note, “Young
people appear to be using their encounters with pornography as part of their
reflections upon their readiness for sex, what they might like to engage in,
with whom, how and what might be ethical considerations for themselves
and prospective partners.”*® As such, we need to be having a much more
robust conversation about what constitutes pornography, in which contexts,
when it is actually in the best interests of children and adolescents to censor
it, and how, and this conversation needs to better reflect LGBTQIA+ and
sex-positive voices. To facilitate this conversation, we need a more robust
and longer duration dataset that tracks online censorship, particularly when
it comes to LGBTQIA+ resources online so that we can better understand
just what content is being considered “explicit.” Additionally, we need to
collect more information on how people (adolescents in particular) use the

Downloaded from http://direct.mit.edu/books/book-pdf/2440636/book_9780262369138.pdf by guest on 03 October 2024



128 Chapter 3

web for sexual education, experimentation, individuation, and community
building.”” Without this basic information, it is very difficult to provide a
well-founded critique of content moderation or to advocate for precise inter-
ventions into how content moderation algorithms ought to be altered to
better suit LGBTQIA+ communities online.

FOSTA-SESTA AND THE FINANCIAL INCENTIVE TO OVERBLOCK

As I noted briefly above, in March of 2018, the US Senate passed the Stop
Enabling Sex Traffickers Act (SESTA) and the tacked-on Allow States and
Victims to Fight Online Sex Trafficking Act (FOSTA) by a vote of ninety-
seven to two. Collectively, these acts are known as FOSTA-SESTA and work
to close off Section 230 of the CDA of 1996, which for two decades had
allowed internet providers and content hosts to avoid legal culpability for
obscenity and the facilitation of prostitution that at times may have been
facilitated by their services. Under the pretense of protecting women from
sex trafficking and cracking down on child sexual exploitation, FOSTA
stopped the protections of Section 230 and instituted a new, very ambigu-
ous definition of content and services that can be considered to facilitate sex
trafficking and prostitution. For instance, under FOSTA, sex work and
sex trafficking are the same thing, and content hosts and service providers can
be held liable for “knowingly assisting, supporting, or facilitating” sex work
in any way.’® Congresswoman Ann Wagner, a key sponsor of the bill, has
also explicitly conflated consensual sex work and sex trafficking in a speech
on the House floor.>’

FOSTA is a clear mark of heteronormative bias in the congressional
agenda, or at least a pandering to it. As Violet Blue notes, “Lawmakers did
not fact-check the bill’s claims, research the religious neocons behind it, nor
did they listen to constituents.”® FOSTA was opposed by everyone from
the ACLU to the Department of Justice.®' The Electronic Frontier Foun-
dation (EFF) published many dozens of articles condemning the act, as did
law professors, anti-trafficking groups, and sex worker organizations.** Large
internet companies like Amazon, Google, Facebook, Microsoft, and Twitter
also unilaterally opposed the act under the guise of the Internet Association
in August of 2017.% Though by November these companies had changed
their minds—ostensibly after unspecified revisions to the legislation—and
were thanking the same senators that they were testifying before in Congress
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about having facilitated Russian interference in the 2016 US presidential
election.® Tech journalists writing in both conservative and liberal news
forums attributed this shift to Facebook’s breaking ranks and championing
the legislation in the wake of their series of scandals ranging from Cam-
bridge Analytica to Russian bots spreading pro-Trump propaganda and hate
speech.®

FOSTA was immediately claimed as a significant victory for NCOSE,
which wrote shortly after its passage, “This is as great a moment in the fight
to free our country from sexual exploitation, as the Emancipation Procla-
mation was in ending the scourge of slavery.” It is unclear exactly how
much credit can be reasonably attributed to NCOSE for FOSTA. As has been
noted, between 2016 and 2018, NCOSE was able to get its language into the
official Republican Party platform and saw a number of states pass resolutions
declaring pornography a public health crisis. It is unclear exactly how much
of this grassroots organizing had made its way into the US House of Repre-
sentatives and Senate, but the time line of FOSTA overlaps significantly with
this movement, and it is safe to assume that it is part of a growing consen-
sus among legislators that pornography needs stronger regulation, though
under the familiar guise of protecting children. What is clear is that the dis-
cursive conventions of NCOSE have become mainstream. Their so-called
intersectional approach to sexual exploitation that considers pornography
and human sex slavery to be different only in degree rather than different in
kind has been taken up on both sides of the aisle and was echoed by the Inter-
net Association and Facebook executives like Cheryl Sandberg in particular.
This is a particularly dangerous conservative anti-sex apparatus that has been
constructed. It can mobilize the ambiguity of its blurred definition of sexual
exploitation—containing equally everything from soft-core pornography
to sex slavery—to attack any and all forms of sexual expression from the
unassailable rhetorical ground of protecting children from being sexually
abused and exploited on the dark web. And further, as has repeatedly been
the case in the past, these sorts of apparatuses often reach a détente with the
untamable flow of erotic expression in which only the most industrialized,
corporate, and heteronormative versions of pornography are able to persist.

Ron Wyden, the only senator besides Rand Paul to vote against FOSTA,
noted that rather than preventing sex trafficking or helping child victims of
abuse, the law would primarily create “an enormous chilling effect on speech
in America.”® We can already see that this is precisely the case. The new law
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incentivizes law enforcement to focus on intermediaries that facilitate pros-
titution rather than sex traffickers themselves. It thus shifts focus away from
real criminals, and in shuttering these intermediaries, it cuts law enforcement
off from essential tools that were previously used to locate and rescue victims.
It similarly cuts law enforcement off from easily tracked evidence that can
be used in criminal cases against sex traffickers. This is why the bill was also
opposed almost universally by anti-trafficking groups and sex work organi-
zations.*® Chapter 4 will dig deeper into the impact that FOSTA has had on
the finances and everyday lives of sex workers and adult entertainers, with a
particular focus on those offering LGBTQIA+ services and content. Here it is
worth exploring how a number of platforms responded to the shift in regu-
latory policy. Most major ISPs and internet platforms clamped down on sex-
ual expression, ramped up their content moderation practices, and ended up
overblocking more content than ever. In particular, we will look at the over-
blocking imposed by Apple through its App Store that serves as a gatekeeper
to all iPhone users globally and at the Google platform, both of which have
engaged in heteronormative overblocking in the wake of FOSTA-SESTA.

OVERBLOCKING IN APPLE’S APP STORE
The Apple App Store was set up to function as a sort of moral policing mech-
anism for mobile content. Steve Jobs famously said, “We do believe we have
amoral responsibility to keep porn off the iPhone,” and he further noted that
“folks who want porn can buy an Android phone.”* This anti-sex sentiment
has been literally codified in both the community standards for the app store
and the algorithmic procedures for policing iOS content. These policies have
been claimed as a victory by NCOSE, which had been putting pressure on
Apple for years.” This sentiment also permeated the iPhone’s firmware at
one point, as researchers discovered in 2013 that the following words were
intentionally excluded from the iPhone’s dictionary and thus also from auto-
correct and auto-complete: abortion, abort, rape, arouse, virginity, cuckold,
deflower, homoerotic, pornography, and prostitute.” In essence, the system
was hardwired to be blind to these terms and thus to inhibit conversations
mediated by iOS about abortion, rape, virginity, sex, homosexuality, por-
nography, and prostitution. The industry describes lists like these as kil lists,
and many text input technologies like Android and the Swype keyboard con-

tain them as well.”
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This was not new for Apple, as in 2011, it was discovered that Siri could
not answer simple questions about where people might go to get birth
control or to receive an abortion. In the latter instance, Siri would instead
direct iPhone users to antiabortion clinics.” In 2016, researchers in New
Zealand found that Siri produced either no answer or answers from disrepu-
table sources for 36 percent of the fifty sexual health—related questions they
asked. In particular, Siri failed to produce visual illustrations, misinterpreted
“STI” as a stock market quote, and when asked to tell them about meno-
pause pulled up the Wikipedia page for the show Menopause the Musical that
was then running in Las Vegas.”* These findings were in line with previous
research demonstrating that Siri trivialized many important inquiries about
mental health, interpersonal violence, and physical health.” These discrepan-
cies between voice search and desktop search have a disproportionate impact
on communities that more frequently access the internet through these or
similar vocal interfaces, including people with visual impairments, lower
literacy rates, or whose only internet-enabled device is their phone. Nor are
they exclusive to Apple. In 2016, all the top virtual assistants—Siri, Google
Now, and S Voice—could not understand questions about what to do if you
are raped or being abused in a relationship.”® As Jillian York, then director
of international freedom of expression at the EFF, told The Daily Beast, “I
hate to say it, but I don’t think this should surprise anyone. Apple is one of
the most censorious companies out there.””” Apple’s commitment to an anti-
sex and anti-pornography regime of censorship is particularly important
because so many technology companies, and platforms in particular, require
the intermediation of the App Store to interact with iPhone users.

Take Instagram for example. As Instagram cofounder and former CEO
Kevin Sysntrom explained, much of the platform’s focus on censoring
explicit content is meant to maintain its 12+ rating in the Apple App Store
and thus capture a larger youth market share.”® Instagram largely achieves
this by operating two types of censorship based on hashtag use. The first type
permanently blocks all content with particular hashtags from ever appearing
in a search. It contains over one hundred hashtags that have been applied
to millions of photos, mostly having to do with nudity, pornography, pro-
anorexia, and self-harm. These hashtags range from the expected—#anal,
#bigtits, #blowjob, #porn, and so on—to the vaguely sexual and some-
what surprising—#cleavage, #sexual, #femdom, #fetish, #footfetish,
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#freethenips, #gstring, #nipple, #shirtless, #twink, #wtf, and the like.”
These banned hashtags betray a general anti-sex comportment that sexual-
izes and objectifies female bodies by banning images of female-presenting
people with cleavage and thongs that would be legally permissible to wear
in public settings. They also work to foreclose politically sexual speech, like
the famous Free the Nipple campaign in which males and females posted
close-up photos of their nipples so that Instagram would have trouble deter-
mining whether they were sexually explicit or not according to its policies.
The campaign began in 2014 to protest the double standard in which female
nipples are eroticized and legally required to be covered in public under most
state and local laws in the United States. The campaign grew immensely
on Instagram and even attracted attention and support from celebrities like
Miley Cyrus and Chelsea Handler. Lastly, Instagram bends its own rules to
render images of feet censorable as sexually explicit solely based on the con-
text clue of a hashtag indicating that users might masturbate to the images.
This demonstrates a stronger commitment to preserving the spirit of hetero-
normativity rather than the letter of their community standards.

The second type of censorship is a soft ban in which a select number of
hashtags return only thirty or so results. Users searching for these hashtags
receive the following message from Instagram: “Recent posts from # | hashtag]
are currently hidden because the community has reported some content that
may not meet Instagram’s community guidelines.”® While Instagram implies
that these soft bans are only temporary, research has shown that many have
remained censored for at least several months at a time. Some of the soft-
banned hashtags include #bi, #curvy, #everybodyisbeautiful, #iamgay,
#lesbian, #mexicangirl, and #woman.®' This demonstrates an even more
insidious policing of queer expression on the platform, as it reinforces body
normativity, reproduces Google’s earlier obfuscation of bisexual discourse,
and shuts down the sharing of images from LGBTQIA+ users because of the
potential association of these hashtags with pornography. More recently, Ins-
tagram has soft-banned hashtags in a way that reaffirms cisnormativity. For
example, in 2018, the hashtags #woman, #strippers, and #femalestrippers
were all banned but hashtags like #man and #malestrippers were not.** In the
wake of FOSTA, the company also banned the hashtag #sexworkersrights-
day, further marginalizing and stigmatizing sex workersin the United States.

While these two forms of censoring images from appearing in search
results based on hashtag use are Instagram’s most proactive efforts to censor
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nudity on its platform, it also uses some rather clunky computer vision algo-
rithms to automate content moderation and community reporting proce-
dures that are exploitable by alt-right misogynists (as we’ll see in chapter 4).
While there is little to no publicly available data on these systems, it is fair to
assume that they internalize a lot of the same biases as Google’s SafeSearch
and Cloud Vision API. What is available are many instances of Instagram’s
algorithms failing to appropriately identify objects in images. Sometimes this
leads to quite funny and ridiculous results, such as in 2019 when Instagram
censored a photograph of a potato.*’ Other times the results are much more
appalling.

In 2018, internet studies researchers Stefanie Duguay, Jean Burgess, and
Nicolas Suzor interviewed queer female Instagram users and found that they
experienced Instagram’s content moderation as overly stringent.®* That same
year, journalist and sex worker Alexander Cheves reached out to his network
on Twitter and received over one hundred messages from other sex workers
and adult performers whose accounts on Instagram had been flagged, dis-
abled, or shadow banned in 2018.% Here are just a few of the particularly
egregious examples of Instagram censoring (nonpornographic) LGBTQIA+
content. In 2019, Instagram banned the account of Tom Bianchi, a male
erotic photographer and HIV activist who has helped to document the his-
tory of gay men’s lives on Fire Island and elsewhere in the United States since
the 1970s.%¢ Speaking about his photography, Bianchi told LGBTQ Nation,

Fire Island was, for me, a little utopia away from everything. It’s literally an island.
And even for me, my photos were an idealization. . . . Stonewall happened right
before I got to New York and shortly before I started doing all of this at Fire
Island. The image of the homosexual was that of degenerates working in shadows
and perverts trying to seduce children. So healthy young American boys playing
on the beach? Early game changer. . . . Basically I saw myself as the supporter of
and encourager of the whole gay consciousness that was emerging at that timeina
very positive way. . .. What's special about it is remembering the affection that we
all had for each other. We were all best buddies. We played together, we partied

together, we adored each other. We danced with each other.”

In 2018, Instagram also censored a photo of Queer Eye’s Antoni Porowski
in his underwear.®® Also in 2018, the Warwick Rowers, a rowing team that
highlights advocacy and allyship for women and queer communities, had
yet another of their posts censored on Instagram. This time, the photo was
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of the rowers nude but with no exposure of their genitals, the cover for their
upcoming charity calendar whose proceeds support LGBTQIA+ inclusiv-
ity in sports.”” Perhaps most egregiously, in late 2017, Instagram censored a
photo of two lesbian women cuddling in bed with their child.”® All of these
efforts are solely meant to prevent nudity from becoming easily visible on
the platform so that Instagram can maintain its market share of iPhone users.
This market share is more valuable to the company than the intermittent
public relations crises that result from its stifling of LGBTQIA+ expression.
Apple’s aggressive anti-porn censorship regime even impacts large inde-
pendent companies like Barnes & Noble and Amazon, both of whom rely on
the Apple App Store to disseminate e-reading apps. For instance, in 2017,
Barnes & Noble began terminating the accounts of erotica writers on their
Nook platform without warning.”" Similarly, in 2018, Amazon followed
suit and began shadow-banning authors of romance, erotica, and similar
books considered to be sexual content. A number of authors had their books
stripped of their best-seller rankings with no warning or notice from Ama-
zon. While this alteration may seem mild to some, it is worth noting that
many of Amazon’s algorithms use best-seller rankings to determine how
content appears in searches, whether the book shows up in advertisements,
and whether the book can be served up as a recommendation for buyers
who have purchased similar titles.”” These changes only took effect on the
US Amazon site and thus demonstrate that Amazon was likely introducing
these changes in anticipation of FOSTA’s enactment.” However, the focus
on eliminating erotica from the Nook and Kindle stores also betrays a
focus on censoring mobile content likely meant to assuage Apple and keeping
their mobile apps in the Apple App Store. This marks a radical divergence
from past precedent in the United States where the last major attempt to
censor an “obscene” literary text was William S. Burroughs’s Naked Lunch,
which reached the Massachusetts Supreme Court in 1965 before being over-
turned with testimony from Allen Ginsberg and Norman Mailer. Since then
it has been presumed that establishing the negative impact of literary texts
and demonstrating their obscenity was too high a bar to clear, and censorship
was largely reserved for audiovisual texts going forward. While Amazonisa
private company and does not have to adhere to these precedents in managing
its digital storefront, it is shocking to see them take such a conservative and
anti-sex stance on literotica. Further, self-publishing e-books presents a low
barrier of entry for authors—it is cheap and easy to do—and thus literotica
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is a haven for LGBTQIA+ and other non-normative sexual content. Shadow-
banning literotica from the Kindle and Nook platforms makes queer content
harder to produce, locate, and afford for authors and readers alike.

Reddit similarly had a number of its apps pulled from the App Store in
2016 because they contained a NSFW toggle that allowed users to search
for porn subreddits and view them on their iPhones. Reddit was forced to
remove the toggle and make it extremely difficult to view any pornographic
content through its apps to get them fully reinstated in the App Store.” In
2018, Microsoft banned nudity and profanity platform-wide, including on
Skype, in Office 365 documents, and in Microsoft Outlook, a move likely
connected to Microsoft’s move to integrate these services into the mobile app
ecosystem on iOS.” In fact, all major platforms and app providers are forced
to bow before Apple’s anti-sex morals, as Apple gatekeeps access to between
20 and 25 percent of all mobile phone users globally.”® FOSTA simply gave
Apple yet another financial excuse and set of rhetorical tools to justify its
heteronormative policing of sex and sexuality.

We might similarly read Facebook’s dedication to policing sexual expres-
sion, as was examined in chapter 2, as another result of Apple’s gatekeeping
given the large portion of Facebook users who access the platform primar-
ily through its mobile app. However, while there is plenty of evidence of
Facebook overblocking LGBTQIA+ content, there is less documentation
directly connecting it to Apple’s standards for its App Store. While we’ve
already examined Facebook’s heteronormative content moderation policies
and some of their impacts on sex education, it is worth adding a few explicit
examples of them censoring LGBTQIA+ speech before moving on to exam-
ining the Google platform. In 2018, several site admins for the sex education
group SEXx Interactive on Facebook were banned the day after their biggest
annual conference for an “offending image,” which turned about to be their
logo, which was simply the word SEXx in bold black text on a solid peach
background.”” Cyndee Clay, executive director of sexual health and harm
reduction advocacy group HIPS told Motherboard that they were seeing a
lot of content getting blocked or removed from Facebook for violating com-
munity standards, including a post from a friend of hers asking to interview
sex workers for an article.”®

In a 2018 story, the Washington Post found dozens of LGBTQIA+-themed
advertisements that were blocked on Facebook for supposedly being “polit-
ical,” getting caught in the crossfire of Facebook’s attempt to moderate
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political content after the 2016 election and alleged Russian misinformation
campaign. These included advertisements for pride parades, beach concerts,
pride-themed nights at a sports arena, an LGBT youth prom, an NAACP-
sponsored conference on LGBTQIA POC, a Lyft ad raising money for an
LGBT community center, an LGBT-themed tourist expedition to Antarctica,
gay social groups, a gay comedian’s stand-up event, senior-friendly housing
options, and perhaps most notably an advertisement for a panel discussion
with an LGBT radio station in Washington on the history of Stonewall.”

OVERBLOCKING ON THE GOOGLE PLATFORM
Steve Jobs’s recommendation that pornography enthusiasts turn to Android
was misleading at best. The Google platform has largely kept pace with Apple
in the race to see which can be the most anti-sex and anti-pornography. For
example, Google maintains its own “kill list” for Android. In 2013, research-
ers found that Android’s firmware filtered words like intercourse, coitus,
screwing, lovemaking, most terms for genitalia (with special attention paid
to female anatomy), panty, braless, Tampax, lactation, preggers, uterus, STI,
and condom.'” These words were not contained in its dictionary and not
available for autocorrect or auto-complete functions. This essentially made
it more difficult for Android users to talk about sex and about their bodies,
betraying a sex negativity whose silence helped reinforce heteronormativity.
In the same time period that Apple was pointing the finger at Google as being
pro-pornography, Google was systematically censoring it across their entire
platform. Google banned pornography on Google+ at its rollout in 2011, on
Blogger in 2013, in Google Glass apps in 2013, on Chromecast in 2014, on
AdWords in 2014, and in the Google Play app store in 2014.""

Since then, people have reported Google Drive automatically deleting
pornography stored on Google’s servers without warning.'” For a period
in 2018, Google News censored all articles with the word “porn” in them,
including legitimate articles that simply happened to be about or to mention
porn, like stories on revenge porn or on the suicide of adult entertainers that
were published in mainstream newspapers and magazines.'” In July of 2018,
Google AdSense blacklisted a page on GovTrack.us for hosting legislative
information about a then thirty-two-year-old bill called the “Child Sexual
Abuse and Pornography Act of 1986.” The site’s admin submitted a request
to review the violation to Google but was quickly given a response that the
request to unflag the page was denied and that the page would remain unable
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to display AdSense ads to generate revenue.'” Today, you can even purchase
a Google router and use Google Family Wi-Fi to filter all web traffic passing
through that router with Google SafeSearch.'

Each of these bans produced instances of overblocking, most notably the
shift to the content policies at Blogger. In 2013, Google announced that it
had changed the content policy for the site, which had provided free blog
hosting since 1999. The changes included a policy shift that would ban and
begin deleting blogs “displaying advertisements to adult websites” without
offering any definition of what constituted “adult” content. As Violet Blue
reported, at the time, the blogs that Blogger marked for deletion included
“personal diaries, erotic writers, romance book editors and reviewers, sex
toy reviewers, art nude photographers, film-makers, artists such as painters
and comic illustrators, text-only fiction writers, sex news and porn gossip
writers, LGBT sex activism, sex education and information outlets, fetish
fashion, feminist porn blogs, and much, much more.”'% In 2015, Google
made additional changes, removing adult blogs from its search index, hiding
them from public discovery without a direct invitation and Google login,
and providing content warnings to visitors before they land on the page.'”’
After these changes, bloggers were left with few alternatives to host their
content. WordPress.com may host what Google considers “adult” content
but does not offer options to monetize that content. Until 2018, Tumblr
was a popular option, but its blogs were not indexed by Google Search and
monetization was also difficult. The only real option was for bloggers to pay
to host their own blogs, which produced financial and technical barriers for
content producers.

Nowhere has overblocking been more visible on Google’s platform than on
YouTube. As digital media researchers Jean Burgess and Joshua Green note,

Advertiser-friendly content regulation—particularly using automated
methods—can just as effectively smooth the edges off radical progressive politics
or the witnessing of human rights abuses as it can work for the intended purpose
of dampening abuse, hate speech, and extremist activity. And the conflation of
sexual content and harmful speech in content regulation can often end up inad-

vertently discriminating against sexual and gender minorities.'”

This became readily apparent in what is popularly referred to as YouTube’s
adpocalypse in 2017. Advertisers realized that their ads were popping up on
videos of white nationalists, hate preachers, and sexually explicit content.
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Major advertisers like Coca-Cola and Amazon pulled their ads from the
platform and ad revenues plummeted.'” YouTube acted swiftly to imple-
ment a system to automatically demonetize any videos violating its new
“Advertiser-Friendly Content Guidelines,” therefore preventing ads from
appearing alongside them. The criteria it used to make these determinations
were vague and expansive, including videos whose main topics included
inappropriate language, violence, adult content, harmful or dangerous acts,
hateful content, incendiary and demeaning content, recreational drugs and
drug-related content, tobacco-related content, firearms-related content,
adult themes in family content, and controversial issues and sensitive events
like politics, war, and tragedies, regardless of if they were presented “for news
or documentary purposes,” as well as a lot of LGBTQIA+-related content.'"

YouTube’s system is unique because its censorship is based fully on
machine learning—based automated content filters and does not incorporate
community flagging or reporting. As YouTube notes, “In the first few hours
of a video upload, we use machine learning to determine if a video meets our
advertiser-friendly guidelines. This also applies to scheduled live streams,
where our systems look at the title, description, thumbnail, and tags even
before the stream goes live.”""! YouTube acknowledged that the system was
imperfect and implemented an appeal system in which creators of demone-
tized videos can get their cases reviewed, but only if they have been viewed
1,000 times in the past seven days. This requirement effectively prevents
niche YouTubers from ever successfully appealing the demonetization of
their videos and puts an unfair burden on smaller-scale content creators.''?
While these changes continue to cause significant damage to LGBTQIA+
content creators, they successfully appeased advertisers who quickly began
returning to the platform.'”

For example, Erika Lust, an erotic filmmaker, had her account shut down
and was permanently banned from the platform after posting a series of
video interviews with sex workers about their trade.'* Lust wrote on her
website, “There was NO explicit content, NO sex, NO naked bodies, NO
(female) nipples or anything else that breaks YouTube’s strict guidelines in
the series. [ ... | It was simply sex workers speaking about their work and
experiences.”'”® In 2018, the YouTube channel for Recon, a fetish dating
site for gay men, was suspended yet again, only being reinstated after a neg-
ative backlash on Twitter and in the press.'"® YouTube demonetized many
of Sal Bardo’s films, including Sam, a film about a bullied trans boy’s journey
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of self-discovery, despite the fact that the film has been screened at festi-
vals and in classrooms around the world and had over six million views on
YouTube."” Queer YouTuber Stevie Boebi reported that all of her lesbian
sex videos were completely demonetized on the platform.'”® Gaby Dunn
similarly reported that YouTube had demonetized all of the LGBTQIA+
and mental health content on her and Allison Raskin’s channel Just Between
Us.""” YouTubers Amp Somers and Kristofer Weston of Watts the Safeword
have also had their content flagged and/or demonetized on YouTube."*

A number of YouTubers noted that simply including the word “trans” in
a video title was enough to flag the video for demonetization."” On the last
day of Pride Month in 2018, YouTube took to Twitter to apologize to the
LGBTQIA+ community, noting that they were proud to have their voices on
the platform and to facilitate the role they play in the lives of young people
and promising that they would do better in the future.'?* This apology rang
hollow to many, however, particularly the portion about the role these You-
Tubers play in the lives of young people given the previous year’s rampant
problems with YouTube censoring LGBTQIA+ content for adolescents and
children. To my knowledge, YouTube has made no announcement of specific
changes that have or will be implemented to date.

YouTube has offered a Restricted Mode since 2010, which is meant to be
used by libraries, schools, public institutions, and users “who choose to have
amore limited viewing experience on YouTube.”'* There are only two ways
that a video can become censored in Restricted Mode: (1) the content’s cre-
ator can apply an age restriction to any of their videos, and (2) an “automated
system checks signals like the video’s metadata, title, and the language used
in the video.”'** Videos that deal with drugs and alcohol, violence, mature
subjects, use profane and mature language, contain incendiary and demean-
ing content, and, most importantly for our purposes, sexual situations are
subject to restriction. YouTube describes these sexual situations as follows:
“Overly detailed conversations about or depictions of sex or sexual activity.
Some educational, straightforward content about sexual education, affec-
tion, or identity may be included in Restricted Mode, as well as kissing or
affection that’s not overly sexualized or the focal point of the video.”'* This
poses a key problem for people creating youth content on sexual health and
sexual identity, especially when they attempt to make this material appealing
to young people, as we’ve already seen in the instances with sex educators
on Twitter and Facebook. Further, videos suffering from restriction offer a
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much more damning portrait of the company since, as their site notes, the
only way a video can be restricted is by content creators self-selecting an age
restriction or by an internal, automated content filter. In each of the cases
we will examine, this is worth bearing in mind. This is not caused by an army
of misogynist trolls flagging LGBTQIA+ videos as inappropriate—this is a
fully automated function on YouTube’s platform betraying its hardcoded
heteronormativity.

In 2017, anumber of LGBTQIA+ content creators noticed that their vid-
eos were now being censored on Restricted Mode, and their hashtag # You-
TubelsOverParty trended on Twitter as content creators commiserated
with one another and began protesting YouTube’s biased censorship.'** If
you notice the timing, this came shortly after the passage of FOSTA, a veil
behind which all internet platforms were ramping up their censorship of
LGBTQIA+ content. For example, Rowan Ellis, a feminist and queer You-
Tuber who makes videos about pop culture, activism, and self-care, found
that forty of her videos were now being censored under Restricted Mode. In
her video on the subject, Ellis noted, “The sexualization of queer and trans
people is still rampant. This kind of insidious poison which makes us seem
inappropriate is still around. It is still having an effect.”'?” In another exam-
ple, Calum McSwiggan, an LGBTQIA+ lifestyle vlogger, found that all of his
videos had been censored under Restricted Mode except for one. McSwiggan
acknowledges that a number of his videos include inappropriate content for
children but notes that even videos with clean language and no explicit sexual
themes were taken down without cause. Examples of such videos include one
explaining gay pride and why LGBTQIA+ individuals march every year, a
video celebrating the gay marriage of two of his friends, a video he made in
collaboration with Tom Daley in which they interview celebrities who speak
about who their pride heroes are, and a spoken-word video detailing how
McSwiggan came out as gay to his grandmother.'*®

A popular LGBTQIA+ YouTuber named Tyler Oakley similarly com-
plained on Twitter that his video “8 Black LGBTQIA+ Trailblazers Who
Inspire Me” was blocked by YouTube’s Restricted Mode.'® A number of Sal
Bardo’s videos were restricted, including his contribution to It Gets Better,
a campaign meant to prevent at-risk youth suicide.”*® Bisexual YouTuber
neonfiona noted that on her channel, all the videos about her girlfriends
were blocked while all the videos about her boyfriends remained visible in
Restricted Mode—thus toggling the Restricted Mode settings effectively
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transforms neonfiona from a bisexual woman into a straight woman."!
Another bisexual YouTuber named Melanie Murphy reported the exact
same thing happening to her channel.* YouTuber Gigi Lazzarato had all of
her videos about coming out as transgender and many that discussed gender
identity and sexuality restricted. She notes, “[I]t’s scary on so many levels
because I know when I was younger, YouTube was my family, YouTube was
the place where I found a community of people that understood what I was
going through.”"*’ Seaine Love’s video about coming out as transgender was
restricted as well.’**

In response to the complaints of these YouTubers, the company sent out
a tweet noting that “LGBTQ+ videos are available in Restricted Mode, but
videos that discuss more sensitive issues may not be.”"** In an emailed state-
ment, YouTube representatives noted that their automated system may be
incorrectly labeling some LGBTQIA+ videos as violating their community
guidelines for Restricted Mode. They noted, “[W]e realize it’s very import-
ant to get this right. We’re working hard to make some improvements.”'*
Within a month, YouTube claimed to have fixed a problem on the “engi-
neering side” that was incorrectly filtering twelve million videos, hundreds
of thousands of which featured LGBTQIA+ content.'’

In 2018, a year after YouTube apologized for “accidentally” blocking,
demonetizing, and/or age-gating the content of YouTubers like Rowan Ellis,
Tyler Oakley, Stevie Boebi, and neonfiona, Chase Ross noted that any of his
videos that contained the words “trans” or “transgender” in their titles were
being demonetized or removed completely—the same videos with different
titles were left alone. Ty Turner similarly tweeted that his channel was penal-
ized for a video he posted about picking up his prescribed testosterone."* Not
only do LGBTQIA+ videos continue to be censored, demonetized, and age-
gated on YouTube, but the company has also since allowed extremist anti-
LGBTQIA+ advertisements to be posted alongside LGBTQIA+ content on its
platforms—a number of which came from the Alliance Defending Freedom,
which has been deemed a hate group by the Southern Poverty Law Center.'*’

The Women of Sex Tech conference, which contains presentations and
talks by a group of entrepreneurs in sex and technology industries, had its
first-ever, live-streamed conference censored by YouTube in 2020. SX Noir,
the vice president of Women of Sex Tech, told Motherboard, “I think this
indicates that there will always be a moral judgment on these platforms. . . .
When cis, heterosexual white men create these digital worlds, you see these
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moral judgments leading to more discrimination for people who are brown,
black and queer.”'* In 2021, YouTube’s overblocking of LGBTQIA+ con-
tent is still palpable, and LGBTQIA+ content creators still complain of cen-
sorship. For instance, as I write, you can still go to neonfiona’s channel, toggle
the Restricted Mode, and watch as her sexual identity appears to shift from
bi to straight. By leveraging the rhetoric of protecting children and com-
bating criminality and sexual deviance, YouTube is complicit in silencing
LGBTQIA+ discourse for the youth and anyone poor enough to need to
access YouTube through public computers. And, from their own admission,
this is an instance of pure algorithmic bias.

CONCLUSION/ASMR

One of the oddest victims of FOSTA has been creators of autonomous
sensory meridian response (ASMR) videos, called “ASMRtists.” ASMR is
a sensory phenomenon “in which individuals experience a tingling, static-
like sensation across the scalp, back of the neck and at times further areas
in response to specific triggering audio and visual stimuli.”**! These audi-
tory phenomena are wide-ranging and most often nonsexual. Browsing the
most frequently viewed ASMR videos on YouTube brings up content like
whispering, ear cleaning, massage, tapping, peeling, brushing, crunching,
squishing, and eating sounds. People who experience ASMR report a pleas-
ant feeling and relaxation while listening to and/or viewing ASMR con-
tent, and this is its primary purpose rather than supposed sexual enjoyment.
For instance, research has shown that these same people experience reduced
heart rate and increased skin conductance levels while listening to or view-
ing ASMR content, which may indicate that it has therapeutic benefits.'*?
There is evidence it may be useful in treating everything from depression to
chronic pain.'* This is the most frequently cited reason for accessing ASMR
content online. In one survey, 82 percent of people used ASMR content to
help them sleep, 70 percent to deal with stress, and only 5 percent for sex-
ual stimulation.'** It has also become remarkably mainstream. Rapper Cardi
B noted that she listens to ASMR content every night, Ikea made ASMR
advertisements for its furniture, and automaker Renault made an
ASMR advertisement for one of its new cars.'*® Michelob even ran an ASMR
ad for its Ultra Pure Gold beer during the 2019 Super Bowl.'*
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ASMRtists have long had to contend with the assumption that ASMR is
a sexual fetish, and it has recently become a new target of the war on porn.
In 2018, China cracked down on ASMR, calling for its leading video sites to
“thoroughly clean up vulgar and pornographic ASMR content,” a directive
that sites like Youku, Bilivili, and Douyu complied with by removing all
ASMR content writ large.'” While the response in the United States has
not been as extreme, it has certainly been troubling and betrays a hetero-
normative paranoia about queerness. YouTube began demonetizing the
genre in 2018. For example, the YouTube channel ASMR with M] got a
notice from YouTube for violating its community guidelines, as nearly a
third of its videos were suddenly considered improper for monetization.'*
In another example, the woman running the channel Be calm with Becca
took to Reddit after having a number of her videos demonetized, such as
videos where she is fully clothed and talking about clothes. As she notes,
YouTube’s appeals policy requires a video to get 1,000 views in a week before
they will review it, a near impossibility for many ASMR videos that were
banned because they are older and have niche audiences.'*

This reaction quickly spread to PayPal, which began banning ASMRtists
for life and freezing their funds for 180 days. Content creators like Sharon
DuBois (ASMR Glow), Scottish Murmurs, Creative Calm, and RoseASMR
all had their PayPal accounts banned and funds frozen, though two of them
were able to successfully appeal the decision.'” As Violet Blue has explained,
there was an odd correlation between the ASMR accounts being demone-
tized, censored, and banned online and the gender of the content creators
that can only be explained by looking to the manosphere, which had begun
mobilizing against (female) ASMRtists on an 8chan forum called “PayPal
Lowering the Hammer on ASMRits [sic|.”*' The 8chan forum’s name is
a pun on the term ASMRtists, used to describe the predominantly female
content creators. The censorship of ASMRtists betrays an assumption that all
LGBTQIA+and female-created content is automatically sexual and ought to
be subject to stricter scrutiny on the part of internet platforms, which is all
too easy for alt-right misogynists to exploit.

Despite the censorship crackdown, a number of companies have rushed to
begin capitalizing on ASMR content.'* The recent app and ASMR platform
Tingles is rushing in to supplant both YouTube and Patreon, hosting ASMR
content and monetizing it for ASMRtists on the same platform. Tingles tries
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to lure ASMRtists to its platform by promising to quadruple their ad revenue
and offering incentive gifts for reaching certain numbers of supporters.'>?
However, ASMRtists have reported that the company is a scam. By register-
ing, content producers automatically have their entire YouTube portfolio
uploaded to the Tingles platform, which disables their YouTube ad revenues
and severely decreases their overall income.”* Another similar attempt at
commercialization is Monclarity’s integration of ASMR content into their
Mindwell meditation app, which is produced in-house. Mindwell now offers
voices that pan across speakers to make users feel a sense of companionship
that can aid with calming and relaxation, often offset by music.'*® It is worth
noting that neither of these apps has been banned in the Apple App Store
or the Google Play Store, and there are no murmurs among the alt-right
community of targeting them to get them censored in app stores. Perhaps
this is because both companies are owned and operated by men? In a hetero-
normative internet rife with biased censorship, it seems only men are allowed
to control the sufficiently vertically integrated and capitalized companies that
can push their content through the content filters and community guidelines
to reach a user base at web scale. Anti-porn organizers only rest once digital
prostitution is placed under the control of digital pimps.
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PORNOTOPIA BOUND

WHEN TUMBLR BECAME STRAIGHT

On December 17,2018, the social media site Tumblr banned “adult content”
from its platform. For many years, Tumblr had been a safe haven for purveyors
of alternative, feminist, and LGBTQIA+ porn, most commonly referred to
collectively as “alt-porn.” It also offered sex-positive and body-positive blogs
and several curated archives of sexual expression not readily available else-
where on the web. The changes worked to eradicate this safe space and renew
along-standing effort to cleanse the platform and better monetize it. Tumblr
had been purchased by Yahoo in 2013 for $1.1 billion dollars with the promise
that Yahoo would not “screw it up” by altering the platform.! Despite this
pledge, shortly thereafter Yahoo moved to shadow-ban adult content on the
site, with Yahoo CEO Marissa Mayer describing adult Tumblrs as not being
“brand safe.” This was despite Tumblr supporting a robust alt-porn commu-
nity, with its own analysts at the time reporting that less than 1 percent of its
adult blogs were spam-based mainstream heteroporn advertisements.” Despite
this, Yahoo exiled its adult blogs to what Violet Blue has referred to asa “non-
searchable ghetto,” de-indexing them from both internal and external searches
and making an estimated 12.5 million adult Tumblrs unfindable. At the same
time, Tumblr rolled out its app for iPhone, which led to even more intense
efforts to combat pornography on the platform, banning the hashtags #gay,
#lesbian, and #bisexual from the app because it associated these terms with
searches for pornography.* As we’ve seen, this heteronormative overblocking
that so sexualizes people’s existences that they can be considered pornographic
is nothing new. After severe backlash from its user community, Yahoo
announced that it would roll back these policies. By many accounts,
Yahoo did not understand Tumblr or its users and ended up leaving the plat-
form to its own devices after the failed attempt to cleanse it.?
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This changed when Verizon acquired Yahoo for $4.48 billion in the sum-
mer of 2017 and began attempts to better monetize its holdings.® From the
beginning, it was expected that Verizon would again look to crack down on
sexual content on the platform. As Katrin Tiidenberg, a professor at Tal-
linn University in Estonia who studies adult content on Tumblr told Quartz,
Tumblr’s new owners understood the intermittent adult content as making it
more difficult to sell ad space to potential advertisers.” This is despite the fact
that adult content constitutes over 20 percent of all the content clicked on by
Tumblr’s desktop users, demonstrating the deep entanglement of the plat-
form with pornography.® Within months of its purchase by Verizon, Tumblr
rolled out a new “Safe Mode” on the platform so that users could browse
content on the site without running into pornography. However, it appears
that this did not suffice. In November of 2018, the company got the chance to
further ramp up its censorship efforts when Tumblr’s app was removed from
the Apple App Store after child pornography was found on the platform.’ As
we’ve seen in the previous chapter, Apple maintains a strict anti-pornography
and more generally anti-sex moral stance and polices its App Store based
on those morals. Apple forces companies like Tumblr that want access to
iPhone users to regulate their platforms in accordance with Apple’s biases.
As a recently purchased company looking to better monetize its platform,
Tumblr had the excuse to ramp up content moderation on its platform and
ban all adult content whatsoever, though, oddly, far-right extremist content
continued to proliferate unchecked on the platform.™

Tumblr’s new definition of adult content primarily included “photos, vid-
eos, or GIFs that show real-life human genitals or female-presenting nipples,
and any content—including photos, videos, GIFs and illustrations—that
depicts sex acts.”"! The company made exceptions for images of breastfeed-
ing, people giving birth, and “health-related situations” like mastectomy
and gender confirmation surgery, as well as for written content, nudity as
political speech, and nudity in art. Tumblr acknowledged that its content
moderation system was being implemented on the fly and that there would
certainly be mistakes as it worked to develop automated features to cut
down on the human review labor necessary to maintain its platform.'* Its
computer vision-based automated content moderation system led to a com-
edy of errors in its debut, likely due to the short time frame in which it was
implemented. The system flagged user drawings of dragons, images of cro-
cheted candles, of tights, a vase, and of NHL-player Alex Ovechkin sleeping
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with the Stanley Cup trophy, among others.”” A number of art and anatomy
Tumblrs had a large portion of their posts censored on the site.'* Even a post
about LGBTQIA+ content getting censored on Tumblr that was posted to the
platform got flagged for violating its new adult content policies."> As we've
seen, overblocking is a frequent result of any attempt to filter or moderate
digital content and one that inordinately impacts LGBTQIA+ communities
in its failure to distinguish the context of sexual speech and nudity, as well
as its hypersexualization of female-presenting bodies. And similarly, this
overblocking can have disastrous consequences, as having too many pieces
of flagged content on your Tumblr will de-index it from Google Search and
thus hurt your ability to monetize your digital content."®

Tumblr presents a unique case, however, because of its long history of
being used as a queer-friendly safe space that incorporated sexuality and
pornography into its open LGBTQIA+ discourse. Alexander Cho, a digital
media anthropologist at UC Santa Barbara, has described Tumblr as a “queer
ecosystem” in which LGBTQIA+ users felt free from having to articulate
their identities in relation to heterosexual norms and, because Tumblr is
such an image-based platform, of course, these communities flirted with
edgy and sexual images.'” He further points out that because Tumblr offers
pseudonymous accounts and reblogging features, it avoids the “default pub-
licness” of social media like Facebook that makes LGBTQIA+ youth fear
being outed. Stephanie Duguay, professor of communication at Concordia
University, noted that these communities on Tumblr “share GIFs and vid-
eos and content around queer celebrities, queer characters, and fanfiction.
Sometimes nudity and adult content is in this. . . . It’s a general part of peo-
ple’s self-discovery, especially when you’re a young person and you’re deter-
mining things about yourself and your sexual identity.”'® Duguay notes
that it is important for these youths to see representations of queer identities
in the context of relationships, embraces, kisses, and sex so that they can
imagine these scenarios as possibilities in their future, a process that hetero-
sexual people are privileged to take advantage of in most popular media.
By fragmenting these communities, young people will have a more difficult
time finding these materials and experiencing content that represents their
identities and everyday lives. In the wake of these changes, a number of
LGBTQIA+ Tumblr users have given testimony to the role that the platform
played in shaping their sexual identities as they used the site to discover and
imagine new possibilities for their futures. Many of them expressed their

Downloaded from http://direct.mit.edu/books/book-pdf/2440636/book_9780262369138.pdf by guest on 03 October 2024



148 Chapter 4

worries about a future in which LGBTQIA+ youth don’t have access to these
communities and this content.!®

Internet studies researchers Tim Highfield and Stefanie Duguay have shown
that by sharing edgy and explicit looping GIFs, LGBTQIA+ users are able to
produce a sense of irreverence and play that builds communities and signals to
people that they are in a safe space for sexual expression.? In interviews with
queer women, Duguay has found that this visibility of queer sexuality may also
dissuade homophobic harassment and lead to less discrimination on the plat-
form.* For instance, trans Tumblr users engage in self-representation on the
platform through sophisticated hashtagging practices that make their commu-
nity dialogue visible to one another on the platform, often including sexual
expression that challenges cisgender norms.? A lot of LGBTQIA+ history was
also archived and catalogued on the site and has now been rendered invisible.
For example, the anonymously authored Tumblr Bijou World curated photos
of vintage gay porn, old magazine covers, and newspaper clippings to capture
the history of LGBTQIA+ erotica and culture.”® These losses may be irrepa-
rable to the community, as a number of artists have noted that not only were
their images flagged, but their accounts were permanently banned, leading to
them losing entire archives of their work that they had not backed up elsewhere
because they trusted the long-standing reputation of Tumblr as a safe space for
sexual expression.?* Perhaps most importantly, however, this entails a forfeiture
of the space for digital pornography to mainstream heteroporn conglomerates.”

For many years, Tumblr was the perfect solution for people who found
“tube sites” like Pornhub or XHampster to be too flooded with misogynistic,
mainstream heteroporn and who could not reliably find alt-porn through
Google Search. As Ashley Vex, an adult entertainer and curator of a DIY
porn Tumblr, noted in her eulogy for Tumblr,

Sex wasn’t this separate, shameful thing. . . . We shared it, discussed it, debated
it and curated it. Porn on Tumblr wasn’t treated as disposable, something just
to be immediately purged from your browser history, but an aesthetic, artistic
component of your page and your life, alongside your complementary colours
of sunsets and song lyrics and personal posts. It was out in the open. It allowed
you to become a collector of your own desires, displaying them and cel-
ebrating them proudly, rather than having them spoon fed by a tube site
algorithm. [ . . . ] It allowed for sex in a space that didn’t feel like it was
dominated by male desire. [ . . . ] It helped young, queer people find their
communities and sexualities represented, to take control and represent

them themselves. [ . . . ] It allowed people with disabilities, young parents,
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people of colour, trans and gender non conforming folk (identities that
make up alarge majority of the community of sex workers and who are too
often ostracised by a traditional, capitalist workplace) to makerent. | ... ]
If we push our depictions of sexuality into the shadows, we allow them to
continue be defined and co-opted by the status quo.*

Vex’s article is worth quoting at length because this sentiment abounds in nearly
all of the reporting on the changes to Tumblr. For instance, WIRED conducted
interviews with more than thirty sex workers, pornographers, and porn view-
ers who collectively lamented the loss of the site and the unique safe space that
it curated for exploring sexuality. The magazine noted that these interviewees
“described the site as notably more empowering and friendly than more tra-
ditional venues for explicit content.” Liara Roux, a sex worker and online
political organizer, told the magazine that “the options for finding adult con-
tent online are diminishing, and consolidating with big companies,” making
it more difficult for LGBTQIA+ communities to find a space for their online
existences.”® With Tumblr cleansed of pornography, tube sites and Google are
the foremost remaining options for finding digital pornography, and thus the
bulk of this chapter will be dedicated to examining them. The first section looks
at the political economy of tube sites and the heteronormative biases they rein-
force, with an added focus on the recent moves in the United Kingdom to make
all porn sites use the services of MindGeek, which maintains a monopoly on
tube sites, to age verify all of their visitors. The second section looks at Google’s
move in 2012 to an always-on version of SafeSearch that only allows pornogra-
phy to appear when users both turn SafeSearch off and use specific pornographic
keywords in their search query. It goes on to show how the current political
economy of “independent” porn sites is dominated by mainstream heteroporn
whose influence sets genre standards that permeate even amateur porn and alt-
porn. Lastly, this chapter will examine the financial impact that FOSTA-SESTA
has had on sex workers and adult entertainers, and it will demonstrate how it
has put pressure predominantly on low-budget and amateur pornographers,
which results in an inordinate impact on LGBTQIA+ content.

TUBE SITES AND THE VICIOUS CIRCLE OF HETERONORMATIVITY

In 2013, David Cameron centered his election campaign on censoring por-
nography, which he argued was “corroding childhood” and doing irreparable
harm to the minds of an entire generation of British children.” In 2014, the
United Kingdom advanced David Cameron’s anti-pornography crusade by
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amending the 2003 Communications Act. The new Audiovisual Media Ser-
vices Regulations 2014 requires that online pornography now adhere to the
same guidelines laid out for traditional video and DVD pornography by the
British Board of Film Censors (BBFC). The act effectively bans pornography
from containing acts of spanking, caning, aggressive whipping, penetration
by any object “associated with violence,” physical or verbal abuse even if
consensual, urolagnia or “water sports,” role-playing as nonadults, physical
restraint, humiliation, female ejaculation, strangulation, facesitting, and fist-
ing, noting that these final three are potentially life-threatening.”* The BBFC
argues that these restrictions are a “tried and tested” method for protecting
children, though adult performers argue that they are more aimed at regulat-
ing women’s pleasure with the odd inclusion of things like female ejaculation
and facesitting.’’

This sweeping set of regulations was just the prelude to the introduction
of the Digital Economy Act 2017, which was introduced the next year and
meant to require all online distributors of pornography to age verify every
visitor to their website. The BBFC was to be in charge of enforcing the new
regulations and holding sites accountable for any minors who viewed their
content, with consequences including withdrawing advertising services,
pressuring payment service providers to deny service to the websites, and
requiring ISPs and mobile network operators to block access to these web-
sites writ large.*? Independent adult content producers feared the regulation
would turn all erotic film in the United Kingdom into “boring, unrealistic
male fantasy.”” This is largely because many independent pornographers
would not have been able to afford to age verify every visitor to their site. As
feminist pornographer Pandora Blake, who runs the site Dreams of Spank-
ing, noted in an interview, “There’s no way sites like mine could afford to
verify every visitor. We'll all go under.”*

The United Kingdom’s new age verification requirements were originally
set to take effect in April 2018 but were pushed back twice with no clear date
of implementation as the United Kingdom attempts to pass the laws through
Brussels at the same time as it is managing Brexit.”® As of 2019, Nicky
Morgan, the fifth culture secretary, noted that the government no longer
intended to enforce this component of the law but stated that its objectives
might still be obtained by the new regulator set forth by similar legislation.’®
A large reason why the United Kingdom’s porn blocker was repeatedly
delayed before being canceled was the practical problem of implementing
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age verification. The BBFC intended to create a certification scheme for age
verification systems that websites could’ve used but was never planning to
create a nationwide scheme free of charge. Instead, it intended to leave this
to the free market, with each site being responsible for implementing its own
age verification scheme and, in most cases, doing so by purchasing schemes
from third-party vendors that the BBFC had certified.”” The frontrunner that
stood to gain a near monopoly on the age verification market in the United
Kingdom was the AgeID system being developed by MindGeek.

While sizable portions of the porn-blocking legislation appear to be
defeated for the moment—thanks in part to organizers who demonstrated
the collateral damage that it would have in terms of overblocking nonpor-
nographic materials like charities, schools, and social support websites**—
this incident helps to demonstrate the international reach, lobbying power,
and adaptability when faced with government regulation of the most highly
capitalized segments of the mainstream heteroporn industry. If you remem-
ber from the introduction, MindGeek owns Pornhub, as well as many of the
other most popular tube sites on the web, like RedTube, YouPorn, GayTube,
Xtube, ExtremeTube, Spank Wire, and Tube8. MindGeek’s platform boasts
115 million daily hits and consumes more bandwidth than Twitter, Face-
book, or Amazon.” The average visitor to these tube sites spends at least ten
minutes on them.*’ The frequency and duration of the visits have allowed
MindGeek to create its own highly profitable advertising network, Traffic-
Junky, to serve targeted ads to the people consuming its free pornographic
content. With its soaring profits, MindGeek has bought up several top
pornography studios at discounted rates, including Brazzers, Digital Play-
ground, Mofos, MyDirtyHobby, Reality Kings, and Twistys.*' MindGeek
and its subsidiaries also spend lavishly on advertising in Adult Video News and
other industry news outlets, in trade publications, and at events, allowing
them to effectively shape the discourse within the pornography industry.*
As Shira Tarrant, professor of women’s, gender, and sexuality studies at Cal
State Long Beach and author of The Pornography Industry, told the Atlan-
tic, MindGeek’s business model “features vertical integration and horizontal
integration, so they’re really monopolizing the industry.”*

In an interview with the Daily Dot, Adult Empire director of business
development Colin Allerton noted that “every major studio and star is now
partnered with MindGeek or has worked for a studio that MindGeek pur-
chased.”* In fact, studios and stars are so entangled with MindGeek that
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they are afraid to speak out about the company’s practices for fear of being
blacklisted.* One of these practices is hosting pirated pornography across
their tube sites and requiring owners of that content to file individual Digital
Millennium Copyright Act takedown requests for each pirated video on each
tube site, an onerous burden and one that many smaller and independent
studios don’t have the financial resources to keep up with. As adult film star
Siri noted, the tube sites “force copyright holders to jump through hoops
to get our content removed.”* This rampant pirating of content is occur-
ring within an economy in which production, subscriptions to, and sales of
pornography are all trending downward. As David Auerbach has explained,
“The result has been a vampiric ecosystem: MindGeek’s producers make
porn films mostly for the sake of being uploaded on to MindGeek’s free tube
sites, with lower returns for the producers but higher returns for MindGeek,
which makes money off of the tube ads that does not go to anyone involved
in the production side.”*’

MindGeek, originally known as “Manwin,” has served to reinforce patri-
archy and heteronormativity for twenty-first-century pornography. We can
see how this plays out if we look to three communities impacted by this
shift toward tube sites in the political economy of pornography: professional
adult entertainers, amateur adult entertainers, and consumers. In terms of
professional adult entertainers, it has reinstated the traditional subjugation
of female porn stars in a political economy in which they had been mak-
ing strides toward equality as more women opened and ran pornography
studios and websites. MindGeek has essentially instituted a “freemium”
economic model in which adult entertainers make pornographic videos as
advertisements for their other lines of business, like camming, stripping, or
escorting. Adult entertainers make increasingly diminished returns off their
pornographic videos, which requires them to bank on a small minority of
consumers of that free content who will pay for additional services.*® This
pushes adult entertainers to heighten their performances and engage in
more extreme sex acts, since they are essentially advertisements for niche
audiences, and may explain the trend toward increasingly exploitative and
misogynistic sex acts in mainstream heteroporn. It also has radically increased
the number of adult entertainers who engage in escorting to supplement
their income. According to Salon, while it would have been taboo within the
industry to engage in escorting at the turn of the century, it is now consid-
ered normal. One porn star told Salon, “If you look at the escort sites, pretty
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much every porn star is on there.”*’ Thus, the economics of tube sites and its
subsequent impoverishment of adult entertainers has led to an escalation of
misogyny in pornography and of adult entertainers engaging in escorting, a
risky endeavor given state and federal anti-prostitution laws.

The same is also true of amateur adult entertainers, who similarly use their
pornographic content on tube sites as advertisements for their camming, per-
sonal websites, one-on-one Skype sessions, and similar paid features. Even
more so than professionals, amateurs must make use of tube sites to advertise
their other content and services if they want to generate enough income
to live off of. Tube sites are dominated by mainstream heteroporn, and the
titles and metadata for their content reflect this. To generate clicks, amateur
models often use similar titles and language to describe their videos, and they
use similar tags to apply metadata to their content, all of which produce
a normative effect on the actual content that they produce.’® Similarly, a
quantitative study by French researchers of tube sites Xnxx and xHamster
found that while the sites do host a wide variety of material, just 5 percent

”

of the tags (e.g., “blowjob,” “teens,” “big boobs,” “cumshot,” “anal”) used
to categorize pornography cover over 90 percent of the videos on the sites.*’!
In broad-ranging quantitative studies, computational neuroscientists Ogi
Ogas and Sai Gaddam have similarly found porn to be increasingly hetero-
normative.’® As Shira Tarrant explains, the stereotypical, often sexist and
racist, keywords that most people use to find pornography end up working
as a feedback mechanism that subsequently influences what porn gets made.>
Tarrant describes this as a chicken-and-egg problem, but we might better
think of it as a vicious circle of heteronormativity inscribed into the political
economy and algorithmic infrastructure of the internet.

Lastly, MindGeek reinforces patriarchy and heteronormativity among its
consumers as well. It operates sophisticated recommendation engines that are
trained on the heteronormative titles, descriptions, and metadata of main-
stream heteroporn. As Tarrant explains,

In addition, MindGeek, for example, uses algorithms to create highly curated
personalized sites that are based on the user’s search history. It’s a lot like Amazon,
where you look for a couple of books and they say, “You might also be interested
in this.” Then you’re being spoon-fed a limited range of pornography based on
the keywords you use, based on your geographic location, based on their algo-
rithms and the information that they’re processing about time of day. They’re

doing a lot of data collection. Online-porn users don’t necessarily realize that
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their porn-use patterns are largely molded by a corporation. We talk about the
construction of wants and needs in other aspects of the economy, but that applies

just as well to pornography.**

Thus, tube sites do not just lock porn producers into making content that
corresponds with the view of the genre embedded in their recommendation
engines; they also lock users into it as well. This is an opinion shared by
Pandora Blake, who argues that MindGeek homogenizes pornography in
accordance with the “male gaze” and objectifies all sex, leading to “click-
able, sensationalistic” porn. She notes, “It’s a power law distribution—the
more something is viewed, the easier it is to find and the more views it gets,
and then producers make more porn like it because they know it’s popular.
There’s so much diverse, alternative material out there on the open internet,
but as MindGeek’s monopoly increases I fear it will become less and less visi-
ble.”>® These mainstream tube sites thus deflate their consumers’ sexual imag-
inations and capacities to experience new pleasures and form new desires at
the same time that they harm sex workers’ livelihoods and push them toward
more dangerous and unstable sources of revenue.

Itis no wonder that professional and amateur adult entertainers alongside
many consumers of pornography in the United Kingdom were fearful of
handing over a monopoly on age verification to MindGeek. This monop-
oly would have quickly put most small-scale pornographers out of business
and made it even easier for MindGeek’s tube sites and affiliate networks to
strengthen their monopoly. According to a Freedom of Information request,
MindGeek met with the British government five times between the critical
months of September 2016 and January 2017 as the act was being crafted and
lobbied for the government to shut down their competitors.* They expected
to sign up twenty to twenty-five million sites in the first month alone after
the act went into effect on an initially traffic-based pricing schema, but there
would be nothing to prevent them from increasing the rent once they have a
monopoly on an age verification market. Further, there were no protections
in the act for the massive amounts of user data that MindGeek would have
been able to collect as it gained insight into the pornography consumption
patterns of an entire nation.”’ Lastly, it should be noted that the act let search
engines and social networks off the hook, classifying them as ancillary service
providers and focusing instead on regulating “pornographic websites.”® Per-
haps it ought to be expected that internet platforms would have the clout to
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escape regulation, but it demonstrates a bias in the regulation schema toward
censoring those sites without the capital to fight back.

While nothing on this scale has been seriously considered to this point
in the United States, it is increasingly possible. The end of net neutrality
in combination with FOSTA making ISPs potentially financially liable for
facilitating vaguely defined sexual services makes it easy to imagine a world
in which content filters will be applied at the level of ISPs rather than individ-
ual platforms. Violet Blue goes farther and even imagines a future in which
classifications of “pornography” are broadened to include any speech that the
government doesn’t like and looks to examples like Kuwait and the United
Arab Emirates, which classify the World Health Organization’s website as
“pornography” in order to censor it under national law.> As we’ve seen in
chapter 3 and will continue to see in the rest of this chapter, however, even
without heteronormative content filtering at the ISP level, the United States’
increasing reliance on internet platforms and payment services creates a tech-
nological infrastructure and political economy in which mainstream hetero-
porn can continue to dominate not only the porn we see but also the porn

we can imagine.
GOOGLE SAFESEARCH AND THE INVISIBILITY OF ALT-PORN

As we have already seen, the tube sites that now dominate online pornog-
raphy consumption operate heteronormatively in a number of ways. Many
critics, like Pandora Blake, compare this to an idealized version of the open
internet in which all content, no matter how niche or queer, was readily
available to users. These ideal versions of the web as a pornotopia largely
require us to view Google Search as an unbiased gateway to that pornotopia,
else the content might exist, but everyday users would have no means of ever
stumbling upon it. Or at least, if this imagined pornotopia can make room
for just alittle bias on Google’s part, like allowing the most visited porn sites,
which are by default heteroporn, to show up first in its search results, it would
require a sort of pornoliteracy in which adept users might manipulate the
search results to get past the wall of heteroporn and discover the feminist and
queer pornography cached all across the web. In reality, both of these axioms
for a pornotopia are immensely flawed.

First, while some readers—especially adult readers with a longer history
of seeking and finding alt-porn online—will think that this pornoliteracy
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is widespread and easily obtained, I am not convinced that we should be so
hopeful. It requires that internet users be able to make rather sophisticated
determinations about search content, such as what content is the result of
paid advertising or SEO techniques. In 2017, the Federal Trade Commission
conducted a study on how advertising might be better distinguished online
to help people make these sorts of determinations and found that in its default
state, only 45 percent of the Americans they tested were able to correctly iden-
tify advertisements in search results and social media feeds.® A larger private
study found that nearly 60 percent of people were unable to recognize paid
ads on Google in 2018." Similarly, the Pew Research Center found in 2019
that 59 percent of Americans reported that they understood little to nothing
about what companies do with the data they collect.®> Not only does this sort
of pornoliteracy require the capacity to navigate around advertisements and
search engine optimized heteroporn, but it also requires the impetus to do so
in the first place. It requires the capacity to imagine that porn could be other
than it is, a capacity severely diminished in our current pornographic ecol-
ogy. This capacity requires practice to develop, which, as we will see, means
that during the normative phase in which adolescents internalize archetypes
of pornography and the possibilities for their sexuality represented in that
pornography, they are most often stuck with mainstream heteroporn, at least
until they develop a more sophisticated online pornoliteracy.

Second, Google has never offered an unbiased gateway to any content
online, and certainly not pornography. Instead, it has always privileged
mainstream heteroporn, a trend that has become radically amplified since
Google’s SafeSearch algorithms were changed in 2012 when SafeSearch
became an always-on feature in Google Search. Turning SafeSearch off only
opens up the possibility for pornography to appear in search results, but in
actuality, Google will still censor pornography from search results in most
instances. In actuality, SafeSearch is now only turned off by the use of por-
nographic keywords.®® What this means is that unless your query signals to
Google that you are intending to locate pornography, it will not present
you with pornography in your results. By tethering the appearance of por-
nography—or more broadly nude or fleshy bodies—to this limited set of
keywords, Google has essentially guaranteed the continual reification of the
current political economy and genre hegemony of mainstream heteroporn.
Mainstream heteroporn companies currently possess a dominant position in

the link topography of the web, with well-established digital presences and
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vast systems of interlinking subdomains and companion sites, guaranteeing
high positions in any Google Search results. Since 2012, they now have an
easily identified and limited set of keywords that they need to perform SEO
for and the upfront capital to hire top SEO firms to perpetually maintain
their position atop the search rankings. As Safiya Noble has demonstrated,
the porn industry is one of the most sophisticated users of SEO, particularly
the American mainstream heteroporn industry.®* What this means is that in
ensuring that you only get porn when you want it, Google has additionally
ensured that you will always get the same kind of porn. And that same kind of
porn will be made by the same people in the same political economy and set
of power relations that have been the subject of an endless series of critical
porn exposés over the past few decades.

Political economic research on mainstream heteroporn has shown that the
industry shows a strong capacity for constructing global networks through
new dissemination technologies and adaptable business models.®> As Jenni-
fer Johnson has shown empirically, today’s mainstream heteroporn operates
something like an online platform.® Large corporations maintain closed net-
works of “affiliate websites” that are often independently run. These afhiliate
websites offer niche content to a limited set of users, but they purchase that
content from a larger distributor. They also link to and sometimes share login
credentials with other affiliate sites on the network, thus reinforcing that
network and circulating porn users within their own online pornography
platform. These affiliate programs allow large corporations and local web-
masters to work collaboratively to use minimally differentiated content to
cover a maximal number of established niche audiences and thus also capture

maximal web traffic and economic expenditure. As Johnson explains,

By circulating consumers inside a never-ending series of click manoeuvres and
interrelated websites, constantly updated gonzo content and strategic targeting
of addictive behaviour, the industry views consumers not as sexual beings with
authentic desire but rather as dehumanized “traffic” to be manipulated and max-

imally exploited.®”’

Rather than offering a system in which niche content differentiates to match
the evolving sexual proclivities of its audience, mainstream heteroporn
circumscribes that audience and uses affiliate networks hegemonically to
constrain its pornographic tastes to prescribed, revenue-generating niches.
Google’s algorithms are perfectly tailored to foster the digital hegemony of
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mainstream heteroporn, as their ranking metrics are highly sensitive to link
topologies and expensive professional web design that meets their quality
standards. By further limiting pornographic results to a limited set of por-
nographic keywords, SafeSearch only makes it that much easier for these
affiliate networks to engage in SEO and further reify their hegemony over
digital porn consumption.

While it may be true that sophisticated porn consumers figure out ways
to escape mainstream heteroporn’s hegemonic networks online, doing
so requires the cultivation of what I have called a “pornoliteracy” above.
While Kath Albury has described “porn literacies” as an ability to critique
misogyny, homophobia, and racism in mainstream pornography that might
be a useful addition to sex education, here we need to think of pornolit-
eracy as something more basic and widespread among porn users.*®® At its
most basic, pornoliteracy is the capacity to navigate the world of available
pornography, matching pornographic representation to one’s own internal
desires and imagination. There is a sexual and media literacy implicit in all
porn use.®’ Porn users are active agents in their consumption processes. They
select, reject, interpret, and cocreate the online pornography that they engage
with.” Porn users acquire skills through viewing practice and come to view
themselves almost as hobbyists with tastes and preferences, likes, and dis-
likes.” More than this though, pornoliteracy includes as well everything from
viewing habits to a familiarity with the topography of online pornography—
where the good stuff is and how to find more. What is important for our pur-
poses here is that pornoliteracy is almost a style of porn use, and like any style,
it takes cultivation.”” As Attwood, Smith, and Barker note of one user, “porn
begins as unknown and monolithic—an ‘it'—but becomes ‘kinds’ over time
and with the investment of browsing.””® It is very likely that this mono-
lithic version of porn will be the mainstream heteroporn variety. Mainstream
heteroporn’s hegemony over online porn consumption through strategies
like affiliate networks ensures that people will find it first and most often.
They will only come to escape it by developing their own pornoliteracy.
And finally, even once more mature users learn to escape mainstream hetero-
porn, it has been granted the opportunity to serve a normalizing function.
The research indicates that repeated viewing of certain sexual behavior does
normalize that behavior and increases the viewers’ positive evaluation of that
behavior over time.” This capacity for normalization is only enhanced by the
compulsive or addictive usage patterns that researchers have found in porn
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users.”® This addiction occurs by design, as the content, web platforms, and
affiliate networks are all engineered to stimulate it. As people stay enrapt in
mainstream heteroporn, its normative influence grows.

Mainstream heteroporn thus constitutes the default pornography online,
and its hegemony is only reified by SafeSearch making it easier for major
playersin the industry to game Google’s search results for pornographic key-
words. Thus, while SafeSearch does not really seem to have ever succeeded
in preventing adolescents from accessing pornography online according to
most studies, it is successful in heteronormatively channeling adolescent porn
use.”® The case of adolescents is again important, as adolescent porn use often
precedes first sexual encounters and thus has a potentially socializing role on
adolescents.” It is very difficult to accurately assess the precise stakes of this
heteronormative, commodified, and sometimes misogynistic socialization
that SafeSearch helps to reinforce. As a number of scholars have pointed out,
research on pornography tends to be binarized into an anti-pornography
perspective that focuses on negative media effects of pornography and an
anti-censorship perspective that rebuffs prudery and celebrates sexuality by
embracing pornography perhaps too enthusiastically.”

Many anti-pornography studies are motivated by conservative Christian
morals, are often tethered to pro-censorship policy advocacy, and, even when
more rigorous, often operationalize an oversimplified “media effects” theory
of how people interact with pornographic texts in which texts unilaterally
and homogeneously impact their readers or viewers.” Social science research
on the subject is also deeply tethered to class and racial tensions. Pornog-
raphy scholar Laura Kipnis perhaps puts it best when she reminds us that
“researchers aren’t busy wiring Shakespeare viewers up to electrodes measur-
ing their penile tumescence or their galvanic skin responses to the violence or
misogyny there.”® Keeping that in mind, there are some common findings
in media effects research on the negative impacts of pornography use that
warrant attention, especially now that SafeSearch helps to reify the central-
ity of mainstream heteroporn online. Many studies suggest that mainstream
heteroporn—and particularly pornography depicting violence, pain, or suf-
fering during sexual activity—may be a risk factor for sexually aggressive
behavior or sexual violence.® There also may be connections between main-
stream heteroporn use and sexual risk taking, like having unprotected sex.*?
More broadly, there are also potential connections between mainstream
heteroporn use and subscription to stereotypical beliefs about women, their
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sexual roles, and the acceptability of objectification.® Again, while none of
these studies allow us to infer causation and many may contain implicit social
biases, they are worth engaging so that we can better articulate the stakes of
SafeSearch’s censorship.

There have been only a handful of studies to empirically consider the
potential positive effects of pornography use alongside its negative effects,
even though these positive effects might outweigh the negative effects.*
For example, Nicola Déring has described the positive effects as potentially
including “increased pleasure, self acceptance, inclusion of handicapped peo-
ple, improved communication between sexual partners, in addition to the
widening of traditional gender roles and sexual scripts.”® Within the media
effects model of social scientific research, we need more balanced data so
that we can effectively assess the overall impact of pornography use. Beyond
that, more knowledge on the positive effects of the use of different types of
pornography would be particularly useful in advocating for specific changes
to content filters like the SafeSearch algorithm that might make more diverse
porn more easily accessible.

Conversely, many anti-censorship studies look to celebrate the production
and consumption of pornography. In particular, they focus on feminist porn,
LGBTQIA+ porn, alt-porn, or Netporn. Looking at these pornographic
texts, scholars argue that the internet has made possible new forms of ama-
teur, low-budget, and/or niche pornography that can showcase empowered
female agents, alternative body types, amorphous and queer sexualities, and
BDSM, fetish, and other “grotesque” forms of sex.* These new forms of por-
nography challenge everything from the political economy of mainstream
porn production to the heteronormativity of sexuality as presented on the
screen. However, a number of scholars have pointed out that we now are left
with very little critical research on mainstream heteroporn.” Pornography
scholars tend to agree that mainstream heteroporn is “racist, classist, ableist,
and heterosexist” and seem willing to leave it at that.*® As Mark Jancovich
has argued, there is a class tension in its decision as well, which assumes that
mainstream porn is uninteresting and rote because of its popularity and mass
production.” In short, anti-censorship studies need to be less automatically
pro-pornography. To understand the impact that SafeSearch is having by
directing users first to mainstream heteroporn, we need more critical schol-
arship on mainstream heteroporn that can help situate social scientific data
on pornography use within broader analyses of its cultural context, as well as
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alternative interpretations of pornographic texts. As Kipnis has noted, “Por-
nography [ ... ] is profoundly and paradoxically social, but even more than
that, it’s acutely historical.”*” Beyond this, a number of porn studies scholars
have argued that we need to be more critical of more celebrated alternative
pornographies also.”!

As I have noted above, mainstream heteroporn operates normatively on
porn users as they (in the best of cases) develop the requisite pornoliteracy
to escape, first, SafeSearch and, second, the mainstream heteroporn affiliate
networks. This dynamic is duplicated at the industry level, as the normativ-
ity of mainstream heteroporn also influences a large portion of alt-porn, as
one might expect from porn genres that define themselves over and against
mainstream heteroporn. A number of porn studies scholars have demon-
strated how the genre conventions of mainstream heteroporn continue to
shape the production of what is often collectively referred to as “alt-porn.”
Here, we can understand alt-porn as an aggregation of alternative pornogra-
phies whose main similarity is their positioning as outside the mainstream.
Aside from that similarity, they are incredibly heterogeneous, ranging from
niche fetish pornography to LGBTQIA+ pornography to feminist pornog-
raphy. The influence of mainstream heteroporn on alt-porn is only compli-
cated by the increasing professionalization of amateur porn.”” Cramer and
Home have gone so far as to call indie porn “the research and development
arm of the porn industry.”” The hegemony of mainstream heteroporn that
SafeSearch helps to maintain has consequences even outside of its affiliate
networks, as it constrains the possibilities for alt-porn in many ways. For
example, a study of YouPorn.com has shown that amateur videos on the
site follow a heteronormative “pornoscript” that focuses on dichotomized
sexual and gender differences as the primary source of visual pleasure and
almost always from a male subject position.” Some, but certainly notall, alt-
porn falls under the critique that Kipnis made of mainstream heteroporn:
that it “creates a fantastical world composed of two sexes but one gender,”
where that one gender is male.” This is particularly true of amateur porn
posted to these sites because, as Paasonen notes, “amateur porn that is shared
online needs to fit into already established subcategories to be recognized
as porn.””” This is particularly problematic because amateur porn signals
“realness” or “real life” and thus can further naturalize heteronormativity.”®
As Shoshana Magnet argues, alt-porn’s emancipatory potential is limited by

its commercialization.”
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Alt-porn needs clicks and views to garner revenue. Clicks and views
require high ranking by indexes and search algorithms. Achieving a high
ranking in search indexes requires conforming to that search engine’s defini-
tions of the genre.'” Their definitions of the genre are the extracted lowest
common denominators across all pornography. These definitions also operate
with inertia, meaning that each successive index influences the web traffic
that the next index extracts its data from. SafeSearch greatly exacerbates this
problem of index inertia by greatly restricting web traffic to pornographic
websites that are not tailored to a limited set of largely heteronormative por-
nographic keywords. As Déring notes, there are few social scientific studies of
how people select and process pornography at cognitive and emotional levels
or how they might develop a unique style or pornoliteracy in doing so.'!
Without this type of research, it will be hard to empirically assess the impact
of SafeSearch on porn consumption. In addition, we need much more expan-
sive data collection on exactly which keywords can trigger pornographic
results in different Google Search algorithms at different times, places, and by
different users. Without this data, it is hard to articulate exactly what norms
are being perpetuated by SafeSearch’s filtration efforts. At this point though,
it is safe to assume that these keywords will reflect the heteronormativity so
deeply ingrained in our pornography, in SafeSearch’s schema and ontology,
and on the internet writ large, as we’ve seen throughout this book.

As Susanna Paasonen argues, “Pornography is a multifaceted assem-
blage—a historically evolving media genre. It is a field of labor, technolog-
ical innovations, monetary exchange, carnal acts and sensations, regulatory
practices, verbal definitions, and interpretations.”'* She notes that this evo-
lution has no predictable direction or trajectory, as it continually tries to
connect new genre conventions, technologies, body styles, and values in
such a way that it will affect users, both materially and symbolically.'” By
affording mainstream heteroporn companies the capacity for ongoing digital
hegemony, Google has essentially limited the possibility for pornography to
evolve by limiting our ability to take random walks through and engage in
serendipitous discovery of new materials in our digital pornographic milieu.
It has essentially shut down what could have been a freer and more open
space for explorations of human sexuality. The alternative, avant-garde, and
experimental pornography that is the focus of much of porn studies may
find itself continually and increasingly marginalized. If porn is where we
go for a safe space not only to be affected—materially, symbolically, and
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sexually—but also fo discover what affects us, this space has been sold for the
sake of ad revenues. The outcry over unfiltered porn will always outweigh
the outcry over filtered art.

FOSTA-SESTA AND THE NEW POLITICAL ECONOMY OF SEX WORK

While we’ve seen the impact that FOSTA has had on nonpornographic con-
tent online in chapter 3, I would now like to turn to its impact on sex work-
ers, particularly LGBTQIA+ sex workers. Not only is FOSTA ineffective, but
its real purposes are transparent. Essential tools that sex workers used to find
clients and thus protect themselves from having to solicit sex in person and
to verify clients to screen out those who have abused sex workers in the past
have been shuttered, including Backpage, NightShift, CityVibe, the Erotic
Review, VerifyHim, HungAngels, YourDominatrix, Pounced, and Yellow
Pages.' In an article that traces her history of soliciting sex in person, using
print-based personal ads in newspapers, and dealing with exploitative but
safer online personal ad sites like Craigslist and Backpage, Caty Simon notes,

What we’ve been telling the media over and over again is plainly true: many of
us will die, some of us have already died because of the damage SESTA’s done,
and especially because of the loss of Backpage. And the victims will more often
be trans workers, disabled workers, workers of color, and trafficking survivors—

those of us who never had many options to begin with. We are without allies.'®

This is by design in the ambiguous language of FOSTA, which conflates
sex work with sex trafficking and holds companies culpable for acting as
intermediaries, even if all they do is host a link to another website where a
transaction may take place. As Simon notes, its most immediate victims are
often doubly marginalized, as they are not only sex workers but also dis-
proportionately LGBTQIA+, disabled, POC, and traflicking survivors. This
has been confirmed repeatedly. Emily McCombs interviewed dozens of sex
workers for a Huffington Post article on FOSTA and reported that many of
them noted that opportunistic clients and pimps were already trying to take
advantage of this window where sex workers didn’t have access to online per-
sonals and client screening resources.'” She also interviewed sex worker and
adult film star Arabelle Raphael, who pointed out that “it is so far mostly free
and low-cost sites that are disappearing, which she says largely affects those
who can’t afford more expensive platforms or who can’t ‘class pass—that is,
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adopt the markers of a higher socioeconomic class—enough to get work on
them.”'”” Performer Ginger Banks told Motherboard that FOSTA has made
it more difficult for those working in the adult industry to speak out about
abuses and misconduct in their industry, such as the wave of revelations in
summer 2020 primarily focused on Ryan Madison’s abuses while shooting
scenes for Porn Fidelity and Teen Fidelity—both owned by his wife’s com-
pany, Kelly Madison Media. People working in the industry are concerned
that their revelations will be used by anti-porn activists to further argue for
the “abolition” of pornography, and thus they may be disinclined to report
abuse to protect their livelihood.'"

While Ann Wagner claims that FOSTA has shut down nearly 90 per-
cent of online sex trafficking business and ads, the Washington Post has fact-
checked that claim and found it to be inaccurate. Online personals were
already back to nearly 75 percent of their pre-FOSTA levels within six
months of the bill’s passage.'”” As McCombs notes, those with the privi-
lege of disposable income and technoliteracy have been migrating toward
encrypted communication technologies and cryptocurrencies.''” A number
of services have also cropped up to help sex workers in the wake of FOSTA,
like Red Umbrella Hosting, an Iceland-based, sex worker—owned and
operated web hosting service and Switter, a sex worker—oriented Twitter-
like platform run out of Austria. Switter’s hosting service, Cloudflare,
determined it necessary to refuse service to the site after it had amassed
49,000 uses, despite Cloudflare having campaigned against FOSTA and
having since described it as “a very bad law.” Switter was able to find alter-
native hosting; however, Cloudflare did this without notice and without
ever replying to emails from Switter or providing any kind of explana-
tion.'" Even nonprofit organizations that aim to help sex workers and sex
trafficking victims have been negatively impacted by FOSTA. For example,
the Woodhull Freedom Foundation notes that FOSTA caused them to cen-
sor information on their site that could assist sex workers.""? Similarly, the
Sex Worker Outreach Project had to cancel the “acquisition and develop-
ment of an electronic tool for sex workers to report violence, harassment
and other harmful behavior.”"” To my knowledge, the digital tools that
sex workers used to protect themselves have not been fully recovered in the
wake of FOSTA.

FOSTA does not stop sex work or trafficking. It pushes it offline, where it
is more difficult to track, and leads to more negative material ramifications for
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sex workers. It also inordinately impacts the already marginalized who may
not be able to wait out the law or invest in new technologies and platforms
to recover their lost income. They instead face the prospects of financial,
mental, and physical tragedy in the interim. For instance, in 2017, research-
ers studied the impact that Craigslist’s erotic services section had on violence
against women in the United States between its opening in 2002 and its clos-
ing in 2010. They found a 17.4 percent decrease in the female homicide rate
as a causal effect of Craigslist’s erotic services section during the years it was
active."* It is difficult to establish the impact of FOSTA empirically, as such
studies are rare in my experience. Further, FOSTA has led to the legitima-
tion of discrimination based on sex, sexuality, and sexual expression, and
this legitimacy is being taken advantage of by nearly every internet platform
from financial service providers to content hosts to social networks. The
passage of FOSTA essentially established a financial incentive for internet
companies and service providers to maximize overblocking.

Sex workers’ income has long been under attack by traditional financial
entities like JPMorgan Chase, Visa, and MasterCard, which have routinely
denied their services not only to sex workers (thus forcing them into the
dangerous position of having to conduct cash transactions) but also any small
business, artist, or independent contractor whose business happens to cen-
ter on sex. A number of legal porn actors, including Stoya, Teagan Pres-
ley, Dakota Skye, Layton Benton, Tieran Lee, Bonnie Rotten, and Veronica
Avluv, have been denied Chase accounts or had their services terminated
because they were considered to be in a “high-risk” line of work.""> More
shocking yet, Chase refused to process payments for Lovability, a condom
company that stresses gender equality and safe sex.''® Chase only relented
and agreed to process Lovability’s payments when the refusal made headlines,
and it was pointed out that Chase handles mergers and acquisitions for Trojan
condoms.'"” Chase similarly refused to process payments for New York Toy
Collective, a company focused on giving people access to safe, high-quality,
and self-affirming sex toys to help foster a sex-positive culture safe for all
forms of gender expression.'"® These practices are heteronormative not only
in their explicitly anti-sex disposition but also more subtly in that they pro-
duce a political economy in which smaller-scale and niche-oriented sexual
commerce is strangled and only large-scale industrialized corporations like
Trojan can survive, which by their very scale tend to be heteronormative in
orientation because of their imagined majority audience.
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In December 2020, both Visa and Mastercard pulled their services from
Pornhub, partially in response to a New York Times opinion column by
Nicholas Kristof that argued the companies were indirectly supporting
child sexual abuse images and exploitation by providing financial services
to Pornhub.'"”” Not only is this argument specious—far more nonconsensual
abusive imagery is shared on platforms like Facebook, Instagram, or Twitter
than on Pornhub—it also aligned with the messaging of anti-pornography
crusaders, particularly the anti-Pornhub Trafhickinghub campaign backed by
Exodus Cry and NCOSE, which Kristof mentions explicitly. As Samantha
Cole notes for Motherboard, this is yet another expansion of the demone-
tization of sexual speech on the internet—from more niche pornography
like blood play and water sports to pornography writ large—that harms sex
workers’ ability to access financial services.'”

In response to being denied more traditional financial services, many sex
workers and sex-oriented businesses have turned to Silicon Valley for finan-
cial management, using services like PayPal, Square, WePay, Patreon, and
even Amazon wish lists to facilitate the transfer of money and goods as pay-
ment to sex workers. All of these services have begun targeting sex workers
for denial of service in the wake of FOSTA. Nowhere have these practices
been more prevalent than at PayPal, which routinely denies service, seizes
accounts, and freezes funds indefinitely for account holders associated with
online sexual content, including art and sex education.”! Violet Blue has
catalogued some of these practices, which include

* banning dominatrix January Seraph for life,

* freezing the account and seizing the funds of Dee Dennis Tess Danesi for
publishing the New York City Sex Blogger Calendar,

* banning blogger and adult industry writer Cara Sutra for selling a corset,

* banning former escort Vicky Gallas for processing payments for her
memoirs,

* freezing the account of the Seattle Erotic Art Festival for processing fine
art submission fees, and

* freezing the account porn performer and producer Maggie Mayhem
made to raise charity funds for relief work in Haiti because she linked to

it from her sex blog.'*

According to Kate D’Adamo of Sex Workers Outreach Project NYC and Sex
Workers Action New York, “Paypal has for several years made the decision
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that if they assume someone is involved in the sex trade, they will shut down
that account and, in every case that I've heard, keep the money.”'” The war
on sexual expression has been going on inside PayPal for at least a decade, but
the passage of FOSTA has emboldened PayPal and helped spread its disposi-
tion to other online financial service providers.

WePay famously deleted a crowdfunding campaign to raise money for
porn performer Eden Alexander’s medical bills when she was dying of an
infection that caused multiple organ failures because the campaign was linked
to sites that sold pornography.'** Square refused to work with Searah Dey-
sach, the owner of a Chicago-based indie, education-focused, woman-owned
sex toy store.'” After giving a TED Talk titled “Make Love Not Porn,”
Cindy Gallup launched a crowdsourced porn site based on her ideas from
the talk. According to the site, “MakeLoveNotPorn is Pro-sex. Pro-porn.
Pro-knowing the difference. We’re the world’s first user-generated, human-
curated social sex video-sharing platform, celebrating #realworldsex as a
counterpoint to porn, with the aim of socializing sex—making it easier for
everyone to talk about, in order to promote good sexual values and good sex-
ual behavior.”'?¢ PayPal, Amazon, Google Checkout, and Chase all refused
their services to Gallup’s site.'”” Companies like these are regularly deny-
ing financial services based on loosely defined conceptions of sex work and
pornography. These are essential financial services for small businesses and
self-employed content producers, and thus for the majority of LGBTQIA+,
feminist, pro-sex, disabled, working-class, POC, and non-native English-
speaking sex workers, adult entertainers, and erotic artists.

In the wake of these denials of service, a number have turned to main-
taining Amazon wish lists in lieu of currency and have faced similar discrim-
ination from Amazon, which has begun deleting their wish lists without
warning. When contacted about their policies on deleting wish lists, Amazon
told the Daily Dot that they would delete any wish list that contained “evi-
dence” that it was being used for “bartering.” Amazon made these determi-
nations in any instance where a wish list was directly connected to an adult
site as an option for “gifting,” regardless of whether this gifting was transac-
tional. Amazon further noted that wish lists would be deleted if they were set
to “public” and contained “certain” adult items. When prompted for more
information, Amazon revealed that a wish list that contains phallic-shaped
vibrators would be deleted but one that contained a compact vibrating per-

sonal massager would not, based on the former’s “more suggestive shape.”'*
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This is in spite of the fact that sex toys are available for purchase on Amazon
and in great abundance. These determinations yet again mobilize an ambig-
uous set of criteria that can be leveraged on an ad hoc basis to systematically
deny services, and thus revenue, to already marginalized sex workers and
adult content creators.

Perhaps the best exemplar of these ambiguous and ad hoc policies wreak-
ing havoc on the financial livelihoods and everyday lives of small business and
self-employed sex workers and adult content creators is Patreon. Patreon is an
online platform that helps content creators gain and manage revenue from their
online content and has become central to many small and niche content cre-
ators’ livelihoods. Onitshome page, Patreon promises to allow content creators
“to have a direct relationship with [their| biggest fans, get recurring reve-
nue from [their| work, and create on [their] own terms.”* The site boasts
two million patrons, one hundred thousand monthly active content creators,
and an estimated $300 million in creator earnings for 2018."*° In 2016, Pay-
Pal put pressure on Patreon to stop facilitating adult entertainment and sex
work platform-wide, which Patreon resisted, agreeing only to remove Pay-
Pal donation links from sexual content. At the same time, Patreon actively
courted adult entertainers and sex workers and reportedly promised them
via private email that their accounts were safe on the site.””' In September of
2017, the company accepted a new round of investment capital and shortly

132 These new terms of ser-

thereafter made changes to its terms of service.
vice banned the use of the platform to generate revenue from any and all
pornographic material, though the definition of what exactly constitutes
pornography for Patreon is left purposefully ambiguous.'

Users were immediately skeptical about these changes, but they were told
the following by Patreon: “The TL;DR is that if what you were doing before
was okay, then probably what you’re continuing to do is okay. And if what
you're doing is in too much of a gray area, then we’ll be reaching out.”"**
However, just a half year later, FOSTA was passed and Patreon began sus-
pending and reporting many users for “implied nudity.” These suspensions
were most notably doled out to a number of cam models and adult enter-
tainers who used the site to sell adult content, charge for private webcam
sessions, or maintain adults-only websites."*® A number of artists have also
had their content censored. Take, for example, Kate Victoria, a photographer
whose account was suspended without warning for “public nudity” despite
containing no images that exposed genitalia. According to Victoria, the only
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image that did contain nudity was censored by text."® In contrast, Engadget
interviewed a Patreon representative and presented them with potentially
adult pages to see which they might censor. The representative was shown
the Patreon page of an adult performer who created “sexy content for her
fans.” She offered “personalized sexy pictures,” “access to a secret Instagram
account,” and even “10 minute live webcam session|s], through Skype, once
per month” to higher-tiered patrons. The representative noted that this con-
tent would not violate the new terms of service.!®’

Patreon has for years provided a frustratingly vague definition of what
constitutes pornography and whether or not pornography violates their
terms of service.””® As Liara Roux notes in her open letter to Patreon, the
company’s definition is similar to Supreme Court Justice Potter Stewart’s—"I
know it when I see it”—in its ambiguity and ad hoc nature. She writes, “This
is an outdated, legally unclear, and importantly, extremely problematic view of
adult media.”"*’ The problems that arise here are multifaceted. First, as we
have seen, vague definitions and case-by-case determinations inevitably lead
to biased content moderation, often skewing toward the heteronormative.
Second, the frequent changes of policy combined with conflicting messaging
leaves sex workers, adult entertainers, and erotic artists unable to make stable
financial plans or formulate long-term business strategies. These are already
extremely precarious sources of income and the lack of stability Patreon is
introducing is a catalyst for life crises like homelessness or physical and men-
tal health complications. Lastly, as Roux also notes, this new policy inordi-
nately affects queer, trans, disabled, POC, and people whose first language
is not English."" In particular, porn versus art distinctions are mobilizations
of class warfare, as only those adult content producers with the discursive
fluency and educational background to successfully situate their content as
artistic stand a chance to escape censorship. Lower socioeconomic status cor-
relates strongly with content creators who are queer, trans, disabled, POC,
and who do not speak English as their first language. This class status only
gets reinforced by cutting primarily these content creators off from sources
of revenue.

Prior to the post-FOSTA ramp-up in suspensions, Patreon CEO Jack
Conte published an email sent to adult content creators in response to Roux’s
open letter. In his response, Conte both notes that it breaks his heart that
content creators are afraid for their pages and doubles down on the argu-
ment that Patreon “never allowed pornography or sexual services.”'*! After
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reading it over, Roux noted that Conte only exemplified more clearly that
Patreon is more committed to its own image in the eyes of investors and
banking partners than to maintaining the well-being and safety of its legal
content creators.'* By banning sex workers and adult entertainers, Patreon
forces the production of erotica, pornography, and sexual expression into the
mainstream market so heavily dominated by mainstream heteroporn. Con-
tent producers are forced to implement their own web services, seek the few
financial services left available to them, and market individual pieces of their
content through platforms already dominated by mainstream heteroporn.
This essentially shuts down the economy of patronage in which alt-porn
and queer content can be produced and disseminated for free, with creators
being supported by those in the community who have the means to donate
funds to their cause.

It is hard to isolate a discrete cause or responsible party for this system-
wide denial of financial services to small businesses and self-employed people
whose work focuses on sex toys, sex work, adult content creation, and erotic
art. Every financial service provider involved tends to invoke “high-risk”
profiles and argue that the next person higher up in the chain prevents them
from servicing these “high-risk” customers. WePay, Square, Patreon, and
PayPal not only blame each other, but they also blame credit card compa-
nies like Visa and Mastercard and banks like JPMorgan Chase particularly.
Visa and Mastercard have both denied all responsibility, claiming they had
nothing to do with the decisions made by companies like PayPal to refuse
service. This is all despite the fact that both a federal appeals court and the
Federal Deposit Insurance Corporation have declared that it is against federal
financial regulations to refuse business or close accounts based on a “high-
risk” assessment determined solely on the customer’s work being related to
human sexuality.'*?

Some of the pressure is coming from the US Department of Justice under
what it calls “Operation Choke Point,” which requires banks to identify any
customers engaging in what the government defines as “risky” activity and
“choke oft”” those customers’ access to financial services. According to Frank
Keating, CEO of the American Bankers Association, “Justice is pressuring
banks to shut down accounts without pressing charges against a merchant or
even establishing that the merchant broke the law.”'* If banks refuse, they are
penalized by the government, regardless of whether the bank committed any
wrongdoing or whether the customer was engaged in illegal activity. While

Downloaded from http://direct.mit.edu/books/book-pdf/2440636/book_9780262369138.pdf by guest on 03 October 2024



Pornotopia Bound 171

Operation Choke Point primarily targets payday lenders, evidence has been
surfacing since 2014 that it has also targeted those in adult industries and may
be connected to the glut of adult film stars whose Chase accounts were closed
around the same time.'*® In short, the only thing that is clear is that there
is a system-wide felt sense of urgency to not only avoid any transactional
relationship with but also to punish any person whose work is connected to
sex, sexuality, or sexual expression. As I——and others—have demonstrated
repeatedly, this inordinately impacts financially disadvantaged and margin-
alized groups, who for that very reason do not have strong enough advocacy
to alter this trend of systemic discrimination. It is this cultural context that
helped incubate a law like FOSTA, which has in turn only amplified this felt
sense of urgency among financial service providers.

The result of this legislation is to make financial services less available to
smaller market and independent sex workers and adult content creators. As
we have seen repeatedly, this inordinately impacts LGBTQIA+ content cre-
ators, making that content less available to those who might benefit from it
and forcing its creators to enter marketplaces already dominated by main-
stream heteroporn. Additionally, this new internet-wide impetus to police
sexual expression more heavily offers opportunities for alt-right misogynist
trolls to wage campaigns of harassment and oppression on sex workers and
adult entertainers. As we will see below, these opportunities were quickly
recognized and taken advantage of, as the alt-right mobilized on 8chan and
Reddit to develop new strategies and tactics for waging their anti-sex war

on porn.

THE #THOTAUDIT AND ALT-RIGHT EXPLOITATION OF FOSTA-SESTA
The impact of FOSTA was immediately felt across the internet as sex work-
ers and adult entertainers found themselves under systematic attack, being
banned from online platforms, having their content removed, being denied
financial services, having their accounts and funds frozen or seized, and
being doxed by digital misogynists and thus receiving a glut of hate mailand
death threats. This was in addition to facing real-world consequences like
losing their jobs. The long-standing efforts of anti-porn grassroots activists
to use standard governmental and financial channels to disrupt the political
economy of adult entertainment and sex work have been coupled with a
campaign by alt-right internet trolls to punish “e-whores.” It is worth not-
ing that this very term belies the penetration of NCOSE’s “intersectional”
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articulation of sexual exploitation. The lines between prostitution and dig-
itally mediated dissemination are blurred such that cam models are consid-
ered prostitutes. This campaign is nowhere more visible than in the response
to David Wu’s November 2018 Facebook post calling for a campaign to
report self-admitted sex workers to the Internal Revenue Service (IRS) in
an attempt to get them audited. At the time, Wu’s Facebook page contained
adepiction of him as Jason Voorhees, the murderer from the Friday the 13th
movie franchise, dismembering a sex worker."** Wu’s call quickly spread to
Reddit, 4chan, 8chan, and Twitter and went viral after subsequently being
dubbed “thot audit.”

The word “thot” is an acronym that means “that ho over there” and was
most often used in Black communities. It has been prevalent in hip-hop lyrics

47 The word has obvious misogynistic over-

for many years, for instance.
tones. It near universally refers to women and analyzes them purely as sexual
objects. Thots are women who are easy to sexually possess and thus can be
dismissed as worthless. Just like the term “slut,” thot is wielded with obvious
class antagonism as well."*® Thot status is primarily an aesthetic designation
based not on any real information about a woman’s sexual history but on her
consumption habits (i.e., style, tastes). As Amanda Hess writes, “If women
are products, then thots are cheap goods. More than that, they’re knockofs:
low-quality merchandise that attempts to masquerade as luxury items.”'*’
As with most alt-right memes, thot also contains a racial component, as it is
aterm from Black communities primarily used to designate Black women as
cheap imposters of high-class, hard-to-sleep-with, white women.

As I have mentioned, the original strategy behind the campaign was to
report “thots” to the IRS in hopes of getting them audited. Roosh V cham-
pioned this effort early on, arguing that anyone who managed to get a thot
audited would be awarded 30 percent of any taxes recouped by the IRS after
the audit. Roosh wrote, “There is actual financial incentive to defeating
thottery.”"*" In his YouTube video on the “thot audit,” Roosh gave voice
to what he described as the “righteous anger” of online male communities,
like gamers on Twitch, who were enraged by the “boobie streamers” taking
over their digital communities—women who have nothing to offer to soci-
ety but their bodies—and the “paypigs” that support them."" Increasingly
prone to blending religious rhetoric with his outbursts, Roosh argued, “God
is gonna judge these hoes” with his “cleansing fire.”"** In the same video,
Roosh echoes complaints that video games are incorporating homosexual
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and transgender propaganda, thus showing queer materials to young peo-
ple, demonstrating concretely the intersection between the biologization of
gender roles and the reification of heteronormativity. He argues that sexu-
alizing people at younger ages turns them into homosexuals, that sex educa-
tion is meant to turn people gay, and notes that he would be on the verge of
murderous violence if people were trying to “homosexualize” his children.
Roosh argues, “Giving the women the right to vote, the right to choose their
careers, everything, was such a mistake. It goes against the natural order.
Women were never designed to have choice in anything, except what color
clothes her baby gets to wear.”'** Roosh borders on viewing the situation as a
conspiracy to “disconnect the sexes,” lower the population, and turn all men
into homosexuals and all women into sluts. His response is right out of the
alt-right playbook, as he reiterates throughout the 150-minute video that he
is not telling men to do anything, but he won’t blame them if they report sex
workers to the IRS. The entire video is an effective endorsement and catalyst
of this sort of behavior despite these lines intentionally placed to offer plau-
sible deniability of inciting it.

Men’s rights activists like Roosh’s followers and members of the incel
community—incited by tweets from the official Twitter account for incels.
is—quickly organized to begin reporting sex workers to the IRS. The trolls
found out that using the IRS’s whistleblower program is extremely tedious.
You have to submit, in paper via physical mail, a person’s physical address, full
legal name, date of birth, taxpayer identification number, and specific infor-
mation about the alleged fraud being committed.”* The organizers of these
“Right Wing Tax Squads” worked largely via 8chan and the r/ThotAudit
subreddit, which had nearly two thousand followers before it was banned on
November 27, 2018."° One Reddit user responded to the problems with IRS
reporting by posting, “Find the thots paypal email, send them money, and then
report them for selling goods against paypals services. . . . It’s against Paypal’s
rules to solicit digital sexual content. All of their funds will be locked pretty
quickly.”" The dissatisfied trolls quickly turned from reporting sex workers
to the IRS to abusing the content moderation policies of online platforms to
damage the livelihoods of sex workers, a tactic that has been used by foreign
governments and partisan groups to, for example, silence the Syrian resistance
movement and the Catalonian independence movement.'”” On one thread of
the subreddit users described a way to expedite the reporting process, “includ-
ing spamming webforms with multiple reports, including links to illustrate the
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breach of the company’s terms of service, and threatening to report the breach
to the media if the company did not immediately ban the sex worker.”!*®

To further streamline this process, these digital misogynists organized via
8chan the construction of what they termed the “ThotBot,” a web crawler
that would automatically crawl the web to capture the screen names, full
names, locations, links to wish lists, individuals’ payment processors, and
bios of online sex workers, which it would then compile into a spreadsheet
to make reporting them for violations of terms of use easier. By Decem-
ber, ThotBot had already captured the information of more than 166,000
sex workers.”” An 8chan poster wrote, “Find every piece of law breaking
action that the left does. It’s fucking easy since they broadcast it all on social
media for the public to find. Get their dox, use it to report their illegal activ-
ities to the authorities, rinse and repeat.” ' The creator of the ThotBot told
WIRED via direct message that the intention behind the crawler was the
“total excommunication or extermination of whores in society” and noted
that they ought to face the death penalty.'®!

Where the first leg of the ThotAudit campaign of reporting sex work-
ers to the IRS was an abject failure, this second leg has led to serious conse-
quences for sex workers and adult entertainers online. Take, for example,
Lily Adams, who makes and sells pornographic photos and videos online. In
the wake of the thot audit, Adams took to Twitter describing the campaign as
awitch hunt. Within a minute, her account was flagged and added to areview
list. On the same morning that her account was reviewed by thot auditors,
Adams’s PayPal account was frozen indefinitely with $256 left in it. By the
end of the day, she was banned by every cash app she was using.'** Porn per-
former Ela Darling was doxed, and her family received calls from internet
trolls at their workplaces to harass them about her vocation.'® Stories like
these are increasingly becoming the norm among online sex workers and
adult entertainers. They find themselves in a renewed state of precarity that is
culturally invisible because so many of us have bought into the Pandora’s box
of porn myth, assuming that sexual speech and content flows freely across
the internet. Instead, the internet has been canalized to facilitate the flow
of heteronormative content at the expense of queer communities. And this
new heteronormative infrastructure is being viciously exploited by digital

misogynists to renew their violent crusade against queer and female bodies.
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On March 5, 2020, as the COVID-19 pandemic was dominating news head-
lines, South Carolina Senator Lindsey Graham introduced the Eliminating
Abusive and Rampant Neglect of Interactive Technologies Act—known as
the EARN IT Act—to Congress. The EARN IT Act intends to radically
expand the surveillance of sexual speech online, calling for the formation of
a nineteen-person commission to develop vaguely defined “best practices”
that ISPs and content platforms like social media sites will be strongly incen-
tivized to institute—facing hefty fines and potential criminal charges if they
refuse.! As the ACLU noted in their opposition letter to the Senate, the pro-
posed commission developing these best practices will be constituted solely
of Department of Justice officials, elected officials, and industry representa-
tives, with no representation of LGBTQIA+ communities, sex workers, or
other marginalized communities that will be impacted by the bill.* As the
ACLU noted,

After SESTA/FOSTA, platforms censored a great deal of legal sex-related
speech, disproportionately harming the LGBTQ community, and the speech of
sex workers, generally, harming their ability to organize and engage online. The
EARNIT Act will incentivize similar censorship efforts by platforms. Platforms
will again ban and censor sex-related speech, especially if it relates to youth. These
sex-related speech censorship regimes are particularly harmful to LGBTQ com-
munities and to sex worker communities because their advocacy often discusses
or relates to matters involving sex and sex education. Furthermore, censoring the
online speech of the LGBTQ community also harms LGBTQ youth, who often
first explore their identities by seeking information and building community
online, before engaging with their identities oftline, espccially if their friends or

family may not accept who they are.’
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Beyond the further expansion of censorship of LGBTQIA+ communities,
the EARNIT Act also threatens to enact backdoors through encryption pro-
tocols in digital communications technologies. Riana Pfefferkorn, a research
scholar at the Stanford Internet Observatory, described EARN IT as a “bait
and switch” that attempts to mobilize people’s anger at “Big Tech” toward
along-standing governmental desire to ban strong encryption.* The ACLU
has identified strong encryption as essential not only to the political protests
demanding racial justice in the United States but also to less visible efforts
to organize the LGBTQIA+ community, institute HIV prevention, deliver
public health resources to marginalized communities, and safeguard domes-
tic violence victims.® These impacts will reverberate internationally. As has
been seen time and again, social media companies and ISPs that are either (1)
headquartered in the United States or (2) are dependent on doing business
in the United States tend to implement rather uniform content moderation
procedures across their entire platforms. The standards set here will impact
people across the world. And further, as Ruane notes, offering a backdoor
to encryption for the US government will make it difficult for these compa-
nies to resist similar requests from foreign governments, including those that
actively criminalize or persecute the LGBTQIA+ community.°

Myriad institutions, including the ACLU, the Electronic Freedom Foun-
dation, Human Rights Watch, Wikimedia Foundation, and Freedom Works,
have submitted open letters to Congress outlining the dangers of the EARN
IT Act, similarly as was done in the case of FOSTA-SESTA in 2018. Sex
workers have also been organizing against the act creatively because of social
distancing measures. For instance, Veil Machine, a sex worker—led art collec-
tive, put on a twelve-hour virtual variety show/peepshow called “E-Viction”
that was meant to highlight the ways in which sex workers and marginalized
people are being evicted from digital spaces.” These actions are eerily similar
to those that unfolded prior to FOSTA—briefs and letters filed from free
speech—oriented nonprofits and tech platforms and small-scale activism from
feminist, LGBTQIA+ communities, and sex workers. While these efforts are
truly admirable, and I want to find hope in them, the signs that I have been
piecing together in my research for this book point toward a trend in the
opposite direction. The EARN IT Act is just another bulwark to further
solidify and entrench the social conservative position. If it passes, it will be
wielded with lethal force against marginalized communities. If it doesn’t,
another will soon take its place, leveraging the rhetorical force of child sex
trafficking to distract from its more malignant intentions.
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The theorist Michel Foucault once argued that, contrary to popular opin-
ion that the Victorian Era was a sexually repressive era, beneath the surface,
people could not stop talking about sex. Today, we are experiencing the
opposite. In an era popularly conceived to be sexually liberated, hetero-
geneous, and with all forms and representations of sex readily available at
the stroke of a key, beneath the surface, sex is being ignored by most and
targeted for repression by a small but influential subset of the population.
As we've seen throughout this book, there is a growing sentiment in online
discourse that sexual expression needs to be combated. While this opinion
may be held by a minority of internet users, it is given an atypical amount
of power in shaping our online discourse and thus the future of the internet.
As I've shown, this is largely due to two primary factors. First, the privi-
leges this heteronormative, white, bourgeois minority enjoys—ranging from
technical literacy to strong organizational structures, strategies, and tactics
to the media coverage their taboo transgressions generate—allows them to
exert a disproportionate amount of power on the internet. Second, they have
formed strong alliances and become the unlikely bedfellows of evangelical
Christians and anti-porn feminists, allowing them to form a multifaceted
discourse that shifts emphases from scientific rationality to feminist critique
to Christian conservative family values to violent misogyny based on what
is convenient given the context in and audience for which their message is
disseminated.

The influence of this growing sentiment against sexual expression can be
seen everywhere, from the coders developing digital tools and technologies
to the underlying code for major internet platforms to the “human algo-
rithms” that oversee content moderation online to the way the US govern-
ment understands, legislates for, and regulates the internet. As we've seen,
many coders hold misogynistic and anti-LGBTQIA+ sentiments, a problem
exacerbated by the lack of diversity in the tech sector. Whether intentional
or not, these biases get embedded into the structure of the algorithms they
produce in the form of biased data inputs or biased parameters for machine
learning. As they say, garbage in, garbage out. The result is algorithms that
reinforce cultural biases and prejudices in a way that is largely opaque to the
public and at a worrisome new scale. Once these systems are trained and
embedded into our digital infrastructures, they are very costly to change.
In line with the hacker ethic of continually patching bugs in a product like
bailing water from a sinking ship, the most frequent solution is to suggest ad

hoc readjustments and the addition of human review to edge cases. However,
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this will always lead to two problems. First, the human review process is pro-
duced by the same companies that built the biased system in the first place,
and their normative viewpoints tend to inflect their protocols for human
review just as much as their code for algorithmic review. Second, because of
capitalist incentives to maximize profits—and, in fact, the legal obligation
of publicly traded companies to do so—this content moderation labor will
always be farmed out to contract laborers; in the case of sexual expression,
it will be outsourced to undertrained and overworked Indian and Filipino
laborers. Reviewers will have mere seconds to make determinations about
the content being reviewed and rather than reflecting the contextual and
localized community standards in which the content was produced and cir-
culated, these judgments will be made according to the most conservative
global standards to protect platform brand integrity and advertiser revenues.
This isn’t likely to change unless the public relations expenditures internet
platforms incur when they have to apologize for overblocking LGBTQIA+
content become more expensive than it would be for them to reconstruct
their algorithms, retrain their moderators, and hire more moderators who
are better trained and given more time to review sexually expressive content.

Further, it is difficult to trust that these companies could achieve such a
change even if they were well-intentioned. For example, while tech com-
panies are at least paying lip service to feminism and LGBTQIA+ civil rights
and in some instances installing people dedicated to progress when it comes
to these issues in positions within middle management, too frequently, these
measures are rendered moot by the coders who work in isolation from them
and the top executives who flout them in an attempt to buy their high school
fantasies of unlimited heterosexual and misogynistic access to female bodies.
The limitations of these progressive midlevel employees were demonstrated
all too clearly in Google’s firing of Timnit Gebru in December 2020. Even
if there were well-intentioned tech executives, they would still be subject
to US law and regulations, which, as we’ve seen particularly in the case of
FOSTA, are increasingly oriented toward combating sexual expression on
the internet, none more so than LGBTQIA+ and feminist sexual expression.

The impact that this curtailing of sexual expression has is always dis-
proportionately borne by those already structurally positioned for disem-
powerment and marginalization, most notably women and LGBTQIA+
communities, but also communities marginalized by race, nationality, and

ability. This is most noticeable when we examine who bears the burden of
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“overblocking,” the phenomena in which unintended pieces of content are
blocked because content filters are designed to be overbroad—any “catch-
all” filter will also catch a lot of nonpornographic content in the process.
In the instance of art, we can clearly see that while canonical, Western (re:
white, male, Eurocentric, colonial, and the like) art can trigger content filters,
it is considered embarrassing when it does so. This art is indexed to prevent
this from happening, and there are specific “carve-outs” in the content mod-
eration review procedures meant to protect it from being censored. This is
not the case for other forms of art, whether it is lesser indexed art from deco-
lonial communities or the amateur art produced by online communities—a
particularly salient practice in online LGBTQIA+ communities.

For additional evidence of the undue burden borne by these communi-
ties one only needs to look at which sex educational and nonpornographic
sexually expressive content gets censored on the internet. As I've shown, it is
inordinately LGBTQIA+ community resources, activist groups, and sex edu-
cators that are getting censored by the overbroad content moderation algo-
rithms and human reviewers. This occurs for a number of reasons, including
(1) their identities are at least partially tethered to sexual expression, and thus
LGBTQIA+ discourse requires freedom of sexual expression to exist; (2) they
don’t have the institutional support or financial resources to seek redress from
internet platforms and ISPs when their content gets blocked as if it were por-
nography; and (3) the cultural pornographication of LGBTQIA+ identity is
exacerbated by the frequency of LGBTQIA+ terms being used in descriptions
of mainstream heteroporn—e.g., “bisexual girl in MFF threesome,” “lesbian
dominatrix uses strap-on”—which floods algorithms with signals that words
like “bisexual” or “lesbian” are dirty words. This was never about simply
blocking hard-core pornography but about the pornographication of a large
group of people’s everyday lives, identities, and forms of self-expression.

These effects are felt particularly acutely by LGBTQIA+ children. By posi-
tioning children as naturally “pure” with no inner sexual drives, children find
themselves increasingly dependent on adult “protection” and evacuated of
all agency and autonomy.® As Henry Giroux argues,

Unable to understand childhood as a historical, social, and political construc-
tion enmeshed in relations of power, many adults shroud children in an aura of
innocence and protectedness that erases any viable notion of adult responsibility
even as it evokes it. In fact, the ascription of innocence largely permits adults

to not assume responsibility for their role in setting children up for failure, for
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abandoning them to the dictates of marketplace mentalities that remove the sup-
portive and nurturing networks that provide young people with adequate health-

care, food, housing, and educational opportunities.’

For our purposes, we can expressly view these educational opportuni-
ties through the lens of sex education. By asserting that children and ado-
lescents are pure, sexless beings, parents and other authority figures at the
same time deny their responsibility for educating children about sex and
sexuality. Instead, children are left to learn about sex and sexuality from
the pornographic marketplace, which is misrepresentative enough of sex
and sexuality for heterosexual children and wildly nonrepresentative for
LGBTQIA+ children and adolescents looking to learn about and explore
their sexuality.

What makes all of this even harder to swallow is that this entire system of
porn censorship is not really slowing down the production, distribution, and
consumption of pornography. Mainstream heteroporn proliferates as do the
structurally produced ills of sex work within this largely heteropatriarchal
mode of production. Sure, content moderation does a rather good job of
keeping nudity off Facebook, YouTube, and Google Images, but technology
companies celebrate themselves for putting pornography out of sight and
thus out of mind. What these systems actually do is make it more difficult to
accidentally stumble upon porn. However, they don’t make it much more
difficult at all to find porn if you are looking for it, even if you are not sup-
posed to be able to find it (as in the instance of many adolescents). This focus
on preventing exposure to porn at some times while facilitating access to it
at other times has had very problematic effects on the range of sexual expres-
sion that can be readily found in pornography. By setting themselves up as
gatekeepers and trying to determine the exact instances when a person may
want to view pornography, they play into the hands of the mainstream het-
eroporn industry. The mainstream heteroporn industry alone is capitalized,
horizontally integrated, and vertically integrated enough to force its product
through this gauntlet of censorship. By a combination of SEO, sophisticated
hub-and-spokes affiliate networks, and legal representation, mainstream
heteroporn producers make sure their content is always available and nearly
exclusively so. Barred from revenue by undue censorship, deprioritization in
search, shadow bans, and content demonetizations that can’t be adjudicated
because of their small size and lack of capital, niche producers of feminist
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and LGBTQIA+ pornography at best become largely invisible and at worst
cease to exist.

In essence, we increasingly find ourselves in a digital world where sexual
expression is considered to be a private matter, not meant to take place on
social networks but only to be consumed or enacted in private. I imagine here
an archetypical person who holes up in a room with the door closed, wakes
up their screen, and signals that now is the time they’d like to engage with
mainstream heteroporn. If this engagement with heteronormative porn is
confined to the privacy of the bedroom, then the engagement with queer
porn can be understood as once again confined to the silence and invisibility
of the closet. This increasing tendency to bracket pornography to a digital
bedroom, safely distant from the social media we increasingly understand
as our digital public sphere, privileges heteronormativity. As we’ve seen,
LGBTQIA+ discourse requires some level of tolerance for sexual speech in
the public sphere—as does much of feminist discourse (e.g., marital rape
requires that the private become public for just and democratic solutions to
be found). Asif it weren’t enough that the bulk of sexual expression is filtered
out of public discourse, nonpornographic LGBTQIA+ discourse is over-
blocked, and LGBTQIA+ pornography is rendered invisible or nonexistent.

The result of all of this is what T have called “the digital closet.” The digital
personae of LGBTQIA+ people are forcibly stripped of all sexual expressivity
after having been pornographied, and they are forced to digitally segregate
that aspect of themselves from their everyday online existence. To not have
your account banned, to not have your content censored, to not find yourself
demonetized, or, in short, to participate in this new internet-mediated world
of ours, you must relegate a certain part of your identity to a digital closet—
usually one with a gym bag containing the few odd bits of pornography that
push the boundaries of the “abnormal” sexual desires that you’ve been able
to scrape out from the homogenous glut of mainstream heteroporn (with
little help from tube sites or Google Search). As Michele Barrett and Mary
MclIntosh note, this canlead to “a prison whose walls and bars are constructed
of the ideas of domestic privacy and autonomy.”"?

Taken individually, each instance of heteronormative bias I've examined
throughout the book and recapitulated above is rather easily dismissed by
technology companies’ public relations departments as simply being a mis-
take made by enormously complex systems operating at web scale on billions
of pieces of content or the rogue misogyny and homophobia of a few bad
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actors. Perhaps even more unfortunately, these arguments are convincing to
a sizable portion of their users. Lisa Nakamura has found similar explana-
tions for racism online, which is often positioned as “a ‘glitch’ or malfunc-
tion of a network designed to broadcast a signal, a signal that is hijacked or
polluted by the pirate racist.”"" Following Nakamura, I hope to have shown
that heteronormativity is not a glitch online but a feature of the internet writ
large. By connecting a broad overview of misogynist and heteronormative
discourse online (chapter 1) to the coding practices and content moderation
policies at technology companies (chapter 2) and demonstrating their broad,
enduring, and consistent negative impact on LGBTQIA+ communities over
time (chapters 3 and 4), my hope is that in aggregate these many cases and
examples might serve as a convincing gestalt from which we can begin to see
the growing heteronormativity of the internet.

For some, this will likely still be an ersatz argument, lacking the smok-
ing gun of direct admission of guilt or the empirical evidence of a hetero-
normative module embedded in every algorithm on the internet, as some
people are still wont to give the benefit of the doubt to technology compa-
nies. Unfortunately, with blackboxed proprietary algorithms dominating
the internet and a scattered and ephemeral archive of overzealous censor-
ship, it will be difficult to ever convince these people. Further, the fact that
cultural, political, and economic victories are never securely won but must
continually be refought can inspire cynicism, apathy, and, in the worst cases,
nihilism. However, this is the harsh reality that we must face. Just as the door
to the closet seemed to have been pried open with the blood, sweat, and
tears of millions of people, its logic is being rearticulated in our digital world
and embedded in the infrastructure of the internet. This battlefront has been
reopened, and like a hydra, heteronormativity has reared another head.

In light of this, critique is not enough. In my opinion, ending the book
here would be dodging the key question implicit in any such critique;
namely, what can be done? For those willing to see the whole that emerges from
these many parts, there are some steps we might take, ranging from revision-
ist actions that might make the argument more convincing and ameliorate
some of the worst heteronormative abuses of power to the revolutionary
that might reshape the internet and society for the next generation. While I
will outline the beginnings of some potential strategies and tactics that might
be useful in the battle at hand, I would like to offer some caveats. My ideas
here will be partial, perspectival, and quite possibly wrong. There can be no
singular answer to this most difficult of questions, and someone who enjoys
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my privileges is perhaps least qualified to respond. As such, I'd invite you to
correct my response, to critique my critique, even if it means tearing down
everything I've pieced together here to start anew or exposing the normativ-
ity in my own analysis. It is my hope that smarter and more qualified people
than me will be determining the course of action necessitated in response to

the digital closet.
THE REVISIONIST RESPONSE TO THE DIGITAL CLOSET

The revisionist response to the digital closet includes collective actions that
we might all engage in to strengthen our case against the increasing hetero-
normativity of the internet and to ameliorate some of the harms that it
inflicts, unduly borne by the most marginalized in our communities. The
revisionist response is meant to provide some framework for what can be
done immediately or in the short term while more expansive responses are
formulated and implemented. This is a culture war of many fronts and will
take a steadfast, diverse, and distributed set of actors committed to many
different strategies and tactics over different time frames to make significant
progress. Toward that end, here are a few of the action items that I think are
readily achievable and can be articulated within the preexisting framework
and discourse on the internet, free speech, and civil rights that are prominent
in Silicon Valley.

1. Vigilance and Accountability through Data Collection

We—and by this I mean the alliance of people willing to work toward
queering our internet architecture—need more, better, and longer duration
data on internet censorship. While we could demand this from companies
themselves—or we could demand that our governments demand it on our
behalf—it is unlikely that they will provide it. The possibility of spammers
reverse engineering their filtration systems from this data will endanger their
ad revenue too greatly for them to provide this information willingly. If it
cannot be obtained by demand, it ought to be collected independently by re-
search centers, universities, and community members. Some initial efforts
have been made in this direction, but they are not well funded or robust
enough. Ideally, everyone on social media would know where to go and how
to submit a report of the overzealous censorship of sexual speech. With a large
enough dataset, we can make much more convincing arguments; we can

demonstrate that heteronormativity is not a glitch but a feature of the internet.
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2. Initiate a Public Discourse on Sexual Speech

We need to be having a much more robust conversation about what con-
stitutes pornography, in which contexts, when it is actually in the best inter-
ests of children and adolescents to censor it, and how best to do so. This
conversation needs to better reflect LGBTQIA+, sex-positive, and sex-
critical voices. We need to figure out what values we actually share and ex-
amine how they intersect with civic justice. We need to consider the evidence

we have about sexual speech and pornography in particular in doing so.

3. More and Better Evidence on the Impact of Sexual Speech

Throughout my research for this book, it was a struggle to connect the
incredibly heterogeneous and siloed empirical evidence that came to bear
on sexual speech online. This is no wonder, as disciplinary boundaries often
prevent the very confluences of ideas necessary to address a problem like
this. This is only exacerbated by the difficulty of getting funding for and
internal review board (IRB) approval for studies on the impact of sexual
speech, especially when they examine people under eighteen years old. It
would be helpful if we advocated for more, better, and reproducible studies
of the impact that sexual speech has on people that are then confirmed
through multiple repeat trials. This same energy ought to be applied as well
to researching the material impacts of online sex work so that we can better
understand the needs of digital sex workers. The social sciences are particu-
larly well equipped to do this if we make it a priority.

4. Anti-Censorship Commitment

In 2007, Google shareholders voted down a sweeping anti-censorship
initiative.'? Similar initiatives have been introduced at or suggested to
other internet platforms to no avail. We ought to press these companies to
reconsider anti-censorship commitments and press our governments to
put similar commitments into legislation and bureaucratic regulations as
well. While anathema to shareholders, these commitments easily fit
within the techno-libertarian, free speech—oriented ethos of the technol-
ogy sector and can be argued for on grounds that are thus familiar to tech
executives. Extracting a specific commitment to protecting LGBTQIA+
discourse online would be particularly beneficial, as they can be brought
to bear as pressure on companies to redress grievances more quickly and

thoroughly.
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5. Better Adjudication Mechanisms

One of the more opaque aspects of content moderation online is the adju-
dication mechanisms available to people who believe their content was
blocked unjustly or in error. The accounts that I came across repeatedly
showed tech companies sending out mixed messages, repeatedly sending
vague form letters in response to each complaint, or ignoring requests for
adjudication altogether. We ought to advocate for more carve-outs for
LGBTQIA+ discourse and sexual speech and specific channels of adjudica-
tion for content that may have been blocked due to heteronormativity and/
or homophobia. This is a rather low-cost solution and fits within the content
moderation workflow that already exists at most tech companies—it is a
simple matter of prioritizing and escalating LGBTQIA+ content to the more
senior and better trained moderators and/or instating targeted carve-outs to
preserve LGBTQIA+ discourse. These costs, it could be argued, would easily
be offset by the benefits of avoiding the embarrassing public relations night-
mares of censoring clearly nonpornographic LGBTQIA+ content.

6. Demand AI Explicability

Big data and AI ethics are rapidly growing discourses that increasingly
stress the need for neural network explicability and interpretability. Some
computer scientists argue that this will unnecessarily handcuff the develop-
ment of Al systems."> However, it is the only means for having a public
discourse on such systems. Recent trends in neural network research have
begun to demonstrate methods for feature visualization and attribution in
neural network applications.' We ought to demand that companies apply-
ing machine learning and neural networks to content moderation institute
more robust feature visualization and attribution and make these outputs
publicly available so that we might better understand how their algorithms
are working and offer constructive criticism for improving them.

7. Demand “Human Algorithm” Explicability

In the wake of the content moderation scandals that surrounded the 2016
US presidential election, Facebook introduced transparency measures to its
content moderation policy making. This first step is applaudable and ought
to be replicated industry-wide. It needs to be taken further though, and fur-
ther transparency ought to be granted to the public or nonprofit industry
Watchdogs who can keep track of who is making content moderation
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policies, who is influencing these policy makers, and who is enacting
these policies and making decisions about individual pieces of content.
Moderation of sexual content ought to be further prioritized, with more
care and consideration given to policy making and more training being
given to content moderation laborers. Ideally, this would also include lo-
cation or cultural context being factored into decision-making. Further
use also ought to be made of the click-to-reveal dynamics implemented at
companies like Facebook for potentially gory photos, allowing borderline
sexual content to persist on the site behind a click-through barrier or even
behind age verification, though this latter is rife with its own problems.

8. Reinstate the Off Button

Google SafeSearch and other companies that host but mask pornography
on their platforms need to reinstate a full opt-out option. All content on
these platforms should be indexed and searchable with the same ease, and
the decision of when to show or not show “pornographic” results ought to
be left to users rather than keyword and behavior-based predictive analytics.
Gating pornography behind a select few keywords puts mainstream hetero-
porn producers at an undue advantage, as they can leverage their technolog-
ical prowess, access to corporate lawyers, and advertising capital to make
sure their content is “optimized” to show up first in any content search.
This seems like a relatively simple to implement and cost-effective solution
and thus is a demand worth making. Similar demands ought to be made if
other platforms can be convinced to host sexual speech behind click-
through or age verification barriers, though, as of now, this demand per-
tains mostly to Google.

THE REVOLUTIONARY RESPONSE TO THE DIGITAL CLOSET

The revolutionary response to the digital closet encompasses those strate-
gies that aim for changes that are much more difficult to achieve or need to
occur over alonger time frame. The revolutionary response needs to remain
flexible and responsive to social contexts and the needs of the marginalized.
It is particularly difficult to imagine because we are all fed a narrative of the
inevitability of our current technologies and the impossibility of thinking
outside the frameworks of the nation-state and capitalism. That said, it is
worth staking out some initial thoughts on what such a response might look
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like, even though it will inevitably fall short. Toward that end, here are some
action items that might help us orient a revolutionary response to the digital
closet, each of which requires a more or less radical break from our current
ideology and the current state of affairs.

1. Defund the Police

Following the calls of the Black Lives Matter movement and other social
justice organizers, we ought to make defunding the police a core strategy.
The particular focus ought to be on defunding vice squads that enforce
prostitution laws and criminalize sex work, as well as the branches of the
Justice Department now focused on the overbroad enforcement of FOSTA.
Where police departments continue to exist, we might also follow New
Zealand’s model and train police officers to be more accountable and avail-
able to LGBTQIA+ and sex worker communities so that they can have equal
access to protection under the law. Extending that concept, police also
ought to be better equipped to handle the types of online harassment that
digital sex workers might face, including things like trolls and stalkers.

2. Legalize Sex Work Online and Offline

A tightly coupled second aim ought to be to legalize sex work, both on-
line and offline, in recognition that the criminal justice system is not the
appropriate apparatus to address the material ills of sex work. This has the
added benefit of creating a loophole in FOSTA, which notably does not apply
in Nevada because of state legislation on prostitution there. While a more
revolutionary approach would be to demand this at the federal level, it also
works as a revisionist approach, as the same idea can be applied at local and

state levels perhaps more immediately.

3. Make Sex a Concern for the Welfare State

Again, following the trends in the current progressive movement of de-
manding an expansion to the welfare state—including universal health care,
sweeping environmental regulations, unemployment insurance, and so
on—we might add to that list that sex be treated as a public health concern
and an important prong of the welfare state. I mean this both in a rehabilita-
tive sense—offering social services like housing, health care, food, job train-
ing, education, and so on, to sex workers (regardless of whether they agree
or intend to exit sex work)—and in a more proactive and positive sense. By
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the latter, we might begin to think about fulfilling, enjoyable, diverse sex as
part of what it means to live a healthy and happy life. We might radically
expand and diversify sex education, not only in public schools but also in
public discourse through public service announcements and other informa-
tional campaigns. We might aim to become the society we already imagine
ourselves to be that can openly talk about sex and sexuality in a productive,
informative, transformative sense. Needless to say, I imagine this in an anti-
heteronormative and feminist sense that would highlight increasingly things
like consent and mutual pleasure.

4. Direct Action through Community Organizing

While this is less difficult to imagine as many LGBTQIA+ and sex worker
communities are already engaging in the practice, we might imagine radi-
cally expanding our communal capacities to address our concerns directly
without the need to appeal to state or corporate powers. I am thinking here
of the sex worker activist groups AIDS Myanmar Association, Durbar Ma-
hila Samanwaya Committee, Veshya Anyay Mukti Parishad, and the Thai
group Empower or trans and queer community groups looking to address
violence without recourse to police like Safe Outside the System Collective
of the Audre Lorde Project in New York City; For Crying Out Loud!,
Communities Against Rape and Abuse, and the Northwest Network of Bi-
sexual, Trans, Lesbian and Gay Survivors of Abuse in Seattle; Creative In-
terventions and Generative Somatics in Oakland; Community United
Against Violence in San Francisco; and Philly Stands Up!" In particular, we
can look to The Revolution Starts at Home and the Creative Interventions
Tool Kit as inspiration for how community problems can be solved by com-
mitted community members engaging in direct action.'® I think this is a
model we might look to expand on and develop.

5. Make Communications Infrastructures and/or Social Media Platforms

into Public Utilities

It has always struck me as odd that among the demands made by progres-
sive organizers that turning phone and ISPs and now social media platforms
into public utilities was not a more prominent demand. It is nearly impossi-
ble to access state services or maintain gainful employment without main-
taining perpetual internet and mobile phone connectedness, and it has
become increasingly difficult to navigate higher education and the workplace
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without using social media. Internet and telephone services definitely pres-
ent themselves as public utilities, as increasingly do social media platforms
and other technologies, such as Google Search. We might take that model to
rethink technology’s place in our society and either demand public owner-
ship or an extremely restrictive private licensing agreement where compa-
nies are allowed to provide the service for limited profit but under tight
constraints aimed at the public good. This goal would subsume similar but
smaller-scale goals like reinstituting net neutrality or extending net neutral-
ity to mobile communications. The result may be universal and free access to
phone and internet communications and tighter regulations on content
moderation policies—making them responsive to our needs rather than ad-

vertisers’ brand images.

6. Fully Automated Luxury Gay Space Communism

In the end, many of the strategies here are interconnected with and de-
pendent on a much larger revolutionary movement toward the overthrow
of global capitalism and its attendant imperialist nation-states. With power
concentrated in the hands of either, we're left to fend for ourselves and take
what moderate revisions we can get. While it may be a yet to be imagined
-ism that gives shape to an allied intersectional revolutionary movement
like this, to me, it looks like for now the closest concept we have to imagine
a society that can meet these demands of radical democracy, robust social
welfare, and freedom of self-expression is communism—particularly of the
variety often memed about in earnest on the internet, Fully Automated
Luxury Gay Space Communism. Let’s all blast off together.
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