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Abstract

Being connected to people has become an indispensable part of our day-to-day lives. We
stay constantly connected with the people around us. In simple words, Network security can be
defined as a connection of multiple devices. With increasing connectivity of devices, it is
essential that data shared among a group of devices stays private as intended by the
participants of the group. Today’s networking structure is intricate and is faced by constant
threat from hackers. Loopholes in network security may lead to serious threats such as Data
Modification, DOS attack, Eavesdropping, Botnet, Identity Spoofing, MITM attack, Password —
Based attacks etc. This paper briefly introduces the concepts related to Network Security and
the threats to which a network may be exposed. It also focuses on resolving various threats
faced by networks such as Cryptography, Hashing, Firewalls, VPN, Proxy Servers, Anti-virus
soft wares and SSL/TLS. This paper gives in depth consideration to wireless network security
and a prospective solution to increase wireless network security.

1. Introduction

A network is a set of multiple devices (or nodes) that are connected to
each other. These devices can deliver and/or accept information or resources
to/from other devices [1]. Network security is the art of preventing misuse,

unauthorized access, modification of data, or denial of a computer network

2010 Mathematics Subject Classification: 97P70, 68M12.
Keywords: Network, Security, Wireless Networks, Cryptography.
Received October 7, 2020; Accepted January 15, 2021



